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1.1 JLINKJEFRER

HEN (N32WBO03x_SDK\utilities\dfu\Image\JLINKProgrammingDemo) H 3% .
Wil (JLINKProgrammingbat) 4, BHEMATE Dfd, WHE.

T:25:19)

F—2P: NSUtI LA FiBootSetting.bin, 7217 {I:7xBootsetting created successfully! Ut B SCAF A AR D) -

1. 521s

% 5. JLink¥2 [ FFlash.

Dovnloading file [Image’ erb - __
T Lin} F1 dowril il :; 1 range 111e_tud

¢: Flash dow
¢t Flash d

R BESEAPP1.binZ 45 H Flash.
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FNH: BESEAPP2.bin2 s FrFlash.

Downloading fi 1 a [I I3
I LiIJl- Fl: 1:Ll d
: Flas

ETREQ & VECTRESET bit.

B ERLEH

JLINK@EW\?}%/— #F%, 5 AMasterBoot.bin, Bootsetting.bin, APP1.bin, APP2.bin, ImageUpdate.bin, & fi

iy, SERILERER TAE, WARBEFRA T, AAERZ KOV it ADEEP SLEEP, W] BL2% 356 $AT
(JLINKProgramming.bat), F¢58 0 LH .,

MasterBoot.bin HMasterBoot Keil fIF242 i, A2 &G HIFE keil > option for target > User > Run #2.
Bootsetting.bin HNSUtil python T A, bootsetting s 454 #7555 — 2 55—

APP1.binfIAPP2.binH AppOTABIFEAE i, £ E FIFE keil > option for target > User = Run #2.

ImageUpdate.binHImageUpdater B F2 4 B, A2 a2 25 B2 keil > option for target > User = Run #2.
Bin SCAFIRIE AT MU A D) BE R IR AE 25 5 AT VRGN 40

AT HEATH (JLINKProgramming.bat) LA .
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set JLink path=..\..\JLink\JLink V&€32\JLink.exe
set JLink script path=..\..\JLink\JLink Script\downleoad.jlink
set NSUtil path=..\..\NSUtil\NSUtil.exe

::Creating bootsetting file

::bootsetting.bin path

set output bootsetting=.\Image\bootsetting.bin
::bankl parameters, nonoptional

set bankl start address=0x1004000

set bankl version=0x00000001

set bankl bin=.\Image\APPl.bin

set bankl activation=yes

::bank2 parameters, optional

set bank2 start address=0x1020000

set bank2 version=0x00000001

set bank2 bin=.\Image\APPZ.bin

set bank2 activation=no

::ImageUpdate parameters, optional

set image update start address=0x0103C000

set image update version=0x00000001

::set image update bin=.\Image\ImageUpdate.bin
set image update activation=no

::Public key, optional

::s5et public key file=.\keys\public key.bin

F A P& eibank] activation=no, bank2 activation=yes, | HJ5i&bank2\IF2Ef7, A LLIE & O#:65 FPB1
(115200N 8 1) BHEFTENE LS, W] LB LEDIFMILED2 NMRAIE B A, APP1LLI00ZF) AR, APP2
PLSOOZFPIN AR, W5 ZENATION]  #E44 F5K.

F P a6 \] L& 2 bank1_activation=no, image update_activation=yes, & H FEIRAE, BH EF# R
ImageUpdate 5t #%5) #&E R

FETENSE, activation R — MRS 7] LT EE .

1.2 B OFFER

HEN (N32WBO03x_SDK\utilities\dfu) H 3%.

X (JLINK Programming bat) 3 A, % #771.1, 5 AMasterBoot.bin, Bootsetting.bin, APP1.bin, APP2.bin,
ImageUpdate.bin( A UHIA A 2%, IEFEA T #LAPP2.bin,ImageUpdate.bin), 2178 H7 I H J5 APP1.bin¥iE
LRI L

AT EITHF (UartFirmwareUpdate.bat) A

:: APP.kin is the update firmware
i1 —-app_start_address is the address of update firmware
i1 —-app_version is the version of update firmware

i1 —-serial port is the serial port number
set app bin=.\Image\APPl.bin

set app_start_address=0x1004000

set app_version=0x01020304

set serial baudrat=1000000

set force_ update=True

set serial port=COM20

echo.

echo Please connect serial chip EX to PR4 and serial chip TX to PAS.

echo Please note that this tool is not compatible with the CCM port of H5Link.

echo Please test it with other serial chips (such as CH340).

echo Please confirm the % ial port® is the right serial port you connected.

echo Please reset the chip to enter bootloader mode.

echo Waiting to respond from bootloader mode of the chip...

LANSUCilANSUtil.exe ius serial %app bin%
-—app_start_address

kapp v
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& serial port=H LKA 05 CEM AR RAERER]), USBHH M 2RI FHch3405 K
PB6 GG TX) FIPB7 GO FRX), PRRR AL & A10000008,115200, FRAFEKMA] .

Mifi (UartFirmwareUpdate.bat) A, BE 21T HE DFTEIZ R

C\Windows\system32\cmd.e: X +

D:\CS\N32wBe3x_SDK_V1.3.t\utilities\dfu>echo off

Please connect serial chip RX to PAU and serial chip TX to PAS.
Please note that this tool is not compatible with the COM port of NSLink.
Please test it with other serial chips (such as CH3u®).

Please confirm the COM5 is the right serial port you connected.

Please reset the chip to enter bootloader mode.

Waiting to respond from bootloader mode of the chip...

baudrate --> 1000000

Enter Bootloader Mode

Serial Image Update In Progress [##HHHHHHHEHHEBHHBHEHHHBEBBBHESEEE] 100%
Image Update Complete in 1.6Us

B O BRI T ibank 1 F2 /7
1.3 BF “XBank” HHER

#F N\ N32WB03x_SDK\utilities\dfu\NSAndroidUtil\ H 5 , F #l % % NSAndroidUtil.apk 3 ff . F ¥ A
N32WB03x_SDK \utilities\dfu\lmage\Dual Bank Update Demo\B 3%, X ifi (JLINKProgrammingbat), %%
BN o

Pk AN32WB03x_SDK \utilities\dfu\Image\Dual Bank Update Demo\Image\ H 3%, ¥ {ota_dual bank.zip) (1
P LR FHLA A s b

g, W ATIEENATIONS (MAC: 66:55:44:77:22:99) 4%

NSAndroidUtil : V1.0 Disconnected

BEEN bt -
interval : latency timeout
MTU

OTARIfHFF+t

iz {4 HIFaHE

et
NATIONS
66:65:44:77:22:99

Device Information Service
Manufacture ;

SR EAIE T IR M Connected, P s i S, iEFfota_dual bank.zip LA,
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NSAndroidUtil : V1.0 Connected

BEH2mdiE LiEEd
REEM NATIONS 1% & ithil :66:55:44:77:22:99
interval : 36ms latency : O timeout : 5000ms

MTU : 20
OTAIR {45

FHR
L= HEBAS
T

HREER

Device Information Service
Manufacture
Model
Serial :
HW version :
FW version
SW version

THERAE B AR BTN, mdiTh g, METHIUIRE AL, 3 A8,

NSAndroidUtil : V1.0 Connected

2 FRE B FF
b ]

BEEIR NATIONS B &b :66:55:44:77:22:99

interval : 36ms latency : O timeout : 5000ms

MTU : 20
OTAEFFH

FHR FHp kS

JPOATE_S

Device Information Service
Manufacture
Model
Serial
HW version
FW version
SW version

[ ota_dual_bank zip ¥
6E15E, 38,28 kB, ZIP 34 Lt

SAndroidUtil : V1.0 Connected
1

BT AR IE Ui FF

IREEM NATIONS R E ML :66:55:44:77:22:99
interval : 50ms latency : O timeout : 5000ms
MTU : 244
OTARE& %
—_—
FHR FhiRp ik 5

M {4

E_UPDATI
ATl ¢
IMAGE_UPDATE_SIZE ~ DXCO003H8

Device Information Service
Manufacture ;
Model
Serial
HW version
FW version
SW version

THREHR, WA HEWOT, THECIRES SR THEAERT .

NSAndroidUtil : V1.0 Disconnected

EoF Z R s EE
53 i Q& it
interval : latency : timeout
MTU
OTARI 4%
FHiR F4R 44 75
OTA Finish in 7.369s, PRN : 2048
FHR =]
i APPI_ A
APPL
APPI_

APPL_S1,

JPDATE_S17

Device Information Service
Manufacture :
Model
Serial
HW version
FW version
SW version

N

H AT ( GenerateUpdateImage.bat), Wy 2178 15 ..
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AL B A 242 B A E B S B0 Image SR TN Bbin SCAF, SRR TR, 47 & 1 R IN 2
/ndfu_setting.dat>CAF35#5,  FIConfig.txt A H#E .

14 BF “HBank” FFRER

H#EAN32WB03x_SDK\utilities\dfu\NSAndroidUtil\F 5%, FH122ENSAndroidUtil.apk 45

B @t A N32WBO03x SDK\utilities\dfu\Image\SingleBankProgrammingDemo\ H % , X
(JLINKProgramming.bat), &35 [E{F2)05 5 .

Pk AN32WB03x_SDK \utilities\dfu\Image\SingleBankProgrammingDemo\Image\ H 3%, } {ota_single bank.zip)
AP DLEITF- LN B A& e

MdTERE, HATTIEFENATIONS (MAC: 66:55:44:77:22:99) %%

SR EAIE A RS HiConnected, P sidi SCHF, 1EFfota_single_bank.zip L HF.

9 /41

E REAB A FRA F NSING TECHNOLOGIES INC.

Mtk PRI R LU X R AL X R B 1095 [ [REA K E
Hi%: +86-755-86309900 EH: +86-755-86169100
M4ik:  https:/www.nsingtech.com HRZW: 518057



ay,
%) EIRRAK

www.nsingtech.com

NSAndroidutil : V1.0 Connected

EFSHTR i

IRTEEIR NATIONS L 66:55:44:77:22:99
interval : 36ms latency : O timeout : 5000ms
MTU : 20

OTAE#FHk

HER FHRE A

HiFA=R
i APPI_START _ADDRESS : 0x01004000
| | APPI_VERSICHN - 00000
T APPISIZE: 0x00004b

APP2_START_ADDRES:

K N OxFFFFFFFF
s
UPDATE_STAR
UPDATE_VERS

Device Information Service
Manufacture :
Model :
Serial :
a ota_single_banl.zip L] HW version :

6H15H, 24.67 kB. ZIP 1384304 FW version :
SW version :

THREE ST UER BRI, mbT g, WETHGCIRESAL, BEEEFIEM,  FbankFHR A &
Wi EE O, F e O AR R SR B

NSAndroidUtil : V1.0 Connected

EFEIRIE i
IRTEEIN NATIONS Rl :66:55:44:77:22:99
interval @ 50ms latency : O timeout : 5000ms
MTU : 244

OTAE ¥ FHk

FHE FEEA
create ota image transfer..
HiGAIER

i APP1_START _ADDRESS : 0x10C4000
APPI_VERSIGN & 0x00RI00

APPZ_WERSIOMN ; (wf
APRZ_SIZ
IMAGE_UPDATE_START_ADDRESS : 0x0103cC00

IMAGE_UPRATE_VER! Dx00000002
IMAGE_UPDWTE_SIZE : Dn00C0358C
Device Information Service C EEEF A EE
Manufacture :
Model :
Serial :
HW wersion :
FW version :
SW wversion :

WA B JE TR AR, TR S R BRI AR
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NSAndroidUtil : V1.0 Connected

EF S HAFF

BHEM ImageUpdate @8 IRLE 166:55:44:77:22:94
interval : 60ms latency : 0 timeout : 5000ms
MTU : 244

OTAE#F+

FE FHI A
send image data..
HiFAER

x{z}: APP_START _ADDRESS : OxC1004000
| | APPI_VERSION & xi; ¥
T APPISIZE: 0xD00D4bcs

APPZ_SIZE : Laf A
IMAGE_UPDATE_START_ADDRESS : Cw0103cC00
IMAGE_UPRATE_WERSICN - Ox000C0R02
IMAGE_UPDATE_SIZE : 0x00C0338c

Device Information Service
Manufacture :
Model :
Serial :
HW version :
FW wversion :
SW version :

NSAndroidUtil : V1.0 Disconnected

BT SWIBIE b
RESM [iageig i

interval : latency : timeout :

MTU :

OTAEHFHER

HE FHRE A

OTA Finish in 18.511s, PRN : 2043
FRER

I{’_‘F APPI_START_ADDRESS : 001004000
APPI_VERZICN - Ox000002
APP1_SIZE : Ox(0004bos
APP2_START_ADDRESS : CafHHHT
APP?_WERSION ; Oxfff ff
APP2_SIZE : OxfHHH
IMAGE_UPDATE_START_ADDRESS : 0x0103c000
IMAGE_UPDATE_WERSION 200002
IMAGE_UPDATE_ SIZE : OxCOC0338c

Device Information Service
Manufacture :
Model :
Serial :
HW version :
FWW version :
SW version :
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2 FLASHR &S A

N32WBO03x:ts /i FLASHH EVE | 0x0100 0000 - 0x0103_FFFF w75 [E] 256K 777 .

TR FE AR FLASH ARt F K«

Start Address:

o100 Master Boot (8K)

oo 2me. - Bootsetting  (4K)
Patition Table

oo’ APP Data (4K)
Bond Table

Start Address:
0x0100_4000

APP 1 (112K)
Bank 1

Start Address:
0x0102_0000

Free Space (112K)
Bank 2

Start Address:
0x0103_C000

Image Update (16K)

BRI
0x0100_0000 — i
Master Boot (F£F) - T X R, FEFBEEE;
0x0100_1FFF (8K)
- O TR IhRE
Bootsetting  (¥#) 0x0100_2000 -
ootsetting  (F#iE x0100 FLASHA X 2+
(Patition Table) 0x0100 2FFF (4K)
APP Data (¥4f) APPHURAEGAIX
0x0100_3000 - _ ,
(Bond Table) TG EFIFR (SR AHLIS00710);
0x0100_3FFF (4K) . .
(User Data) o 273 (A7 it F P B S8 SO
APP 1 (FEJ7) 0x0100_4000 -
N F PR LA7Ait DX ks
(Bank 1) 0x0101_FFFF (112K)
Free Space/APP2 (F£/F) 0x0102_0000 - T BE 23 ] 5
(Bank 2) 0x0103 BFFF (112K) B H P AR T 247 DX A
0x0103_C000 - TIEA 2% 6] 5
Image Update (F£/7) .
0x0103_FFFF (16K) B “HBANK” FHEAL

MasterBootf2 /7 FE (A2 Bk e N 1 ThRE, AE D FHIhREE.
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APP Data] P Bl A7 i Xk, IR FEERZMN, EWERISMEAA# S, SE BIFLASHAN A0 A CRAK
BEROTEE IR R BORSIRR.

APPIREFF A FREFT o
APP2FEF N 4 B/ Bank2 I 7 F2 7
ImageUpdate /74 “ Hibank” F- AT

www.nsingtech.com
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3.1 Bootsetting

4 Bootsetting CRC Bootsetting LA~ 345 5508
4 MasterBoot Force Update iR filMasterBoot# 1 74
1: $HOFA%H

#Rik: OxFFFFFFFF

4*10 Bank 1 47X 4777 start addressF2 /7 L 4 i bk
457 isize TR 7 K/
45 i ereFE P RSB AE
47 Fiversion L AL AS 5
477 Factivation P2 FEOE Y. 1H0E, HE

4%5 5 Yireserve s B

4*10 Bank 2 43X 477 Tstart addressF2/7 AT 4 i -
477 HisizeFEF K/~
45T erc R AL B H
A% Hiversion F iR A
47 FFactivation P2 7 Wogig: 1H0E, HE

4*5FFreserve{f B4

4*10 Image Update 43[X 47 istart addressFE 7R gh b bk
477 fisizefE PR/
47 FicreFEFF AL IR
4 iversionFE 7 A 5
47 TactivationfR /P HOFERS: 1H0E, HE

4*5F Fireservel{® B4
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64 NIVE H TECCRE AL

Bootsetting crc = CRC32 (MasterBoot Force Update + Bank 1 73[X +Bank2 43[X +Image Update 77X + 24
AR A7ED)

MasterBoot Force Update: MasterBootF2 /7 WX N &, e £ Sk AN H O A,

Bank 1 77[X: iCAPPIREFF ({2 aatutl, 2K/, FRFPCRCI2ARIGME, DAKRR P MBS RAS .

Bank 2 77X iCAPP2REFF (2 aatudl, FRFP A/, FRFPCRCI2AREGME, DAKRR P MBS R A

Image Update 77X : it Image Updatef2 /7 [FciG b, 27 K/, F2FCRCI2FINAE, LLAHE 7 0 IR
=

BN o

N NSUTILL BA R, FHREZEiA.
reserve: 1%%@?5&1 Fﬁﬂii‘f@o

3.2 init packet

O F+ 2 Init packet{d F
een [ e e
4 CRC AR E
4 App_start_address B A Tk
4 App_size BIE R CRRLET
4 App_crc I R B 1
4 App._version A A
4*10 Reserve 73]
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3.3 dfu_setting

NSUTIL.exeffllfE Tt B ah 2, A TR, X TR AR 90R5, AT I8 1 1 Se B R -

4 CRC DFU_SETTINGEHE AL 5 E
4%4 APP 1 % 4 start addressF 7 F 4G Hbdik
47 i sizeFE T K/
47N crcFE PRSI AE

45 FiversionfE [ F i A 5

4%4 APP2 Z¥ 47 start addressF 7 # 4G Hodik
477 isizeFE T R/
A7F T ere e TR E

45 FiversionfE - i A 5

4%4 Image Update S%{ 477 start addressFE 7 L 4f Mkt
47 isizeF TR/
AFF i erc R PR IE

47 FiversionfEFF A 5

64 Signature HASHEE+FAEH A2 A5 48 SCAF

CRC =CRC32 (APP1 %1 +APP2 Z%{ + Image Update Z%{ + Signature)

APP 1 S8 FHREFAPPIRE TRk anthtl, FEFP A/, FEFCRC, LLKFRFRRAS .

APP2 S FHRMEFAPPIE TRk anthtl, FEFP K/, FEFCRC, LLKFRFRRAS .

Image Update Z:4§: 24 [#{fImage Updatef2 /7 L aa bk, 27 K/, FEFCRC, PAKFETFIRA S .
Signature = ECC_ECDSA SHA256 NIST256P (APP1 Z4#{ +APP2 Z4{ + Image Update Z%{)
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‘ A
%) EREAR
4

FrE R

4.1 BOFERE

Start Address : [Start AGGTESS | [Start Address [Stan Address : (Stari Address
oo MasterBoot oo MasterBoot pomwn - MasterBoot b oo \MasterBoot comox \MasterBoot
st i Bootsetting / o hsiwa - Bootsetting s aims Bootsetting = ansiies Bootsetting anmn bootseting
T patition Table O &™ patition Table S "™ patition Table % " patition Table o] "I patition Table
ey APP Data Q %r S e APP Data =4 E it M APP Data 2 S e APP Data = ?‘C i APP Data

Bond Table § § Bond Table 3 (5 Bond Table % Bond Table 3 % Bond Table
ey a & pestiyre % ey s e %, 2 acnon o0

2 2,
APP 1 b APP 1 ¢ i . % I Newarpd
Free Space e New APP 1 \ ew
Bank 1 Bank 1 P g
Bank 1 Bank 1 Bank 1
s Adiress Feym—
i1 toa0 iz 0o
APP 2 / Free Space APP 2 / Free Space
Bank 2 Bank 2 APP 2 / Free Space APP 2 / Free Space APP 2 / Free Space
Bank 2 Bank 2 Bank 2
S e o e e FE R
o103 Coo0 onoscoo0 08 cooo o com X
ImageUpdate ImageUpdate ImageUpdate ImageUpdate ImageUpdate

UartFirmwareUpdate.bat 'set force_update=True I ¥4 bootsetting ZL 45 H [\)MasterBootForceUpdate %% & & 7,
A E AL, 3 AMasterBootFE /7

MasterBoot#2 7 & £t MasterBoot Force Updateff Bz, HEA&F OFZREE
MasterBootifi it #t HHUCHT B4, #FRbank 1XIRJEA FELE, FEE B, SEEAS5E, BombE s,

15 BT AT

4.2 EF WbankFF K FE

Tart Address : Start Address : Start Address ©
ean DR aster Boot (8K) oo R aster Boot (8K) 0:0100.0000. Master Boot (8K)
" Bootsetting (4K) . Bootsetting (4K) %'g;;;’;fj;jgf Dea.ctivate APP 1
Patition Table Patition Table & Activate APP 2
H El ress . E] ress o
oonos 300 APP Data (4K) = APP Data (4K) ® @ =" APP Data (4K)
Bond Table Bond Table & & Bond Table
- (SEart Address \*\ 6\ Start Address :
Dx0100_4000 0x0100_4000 vs_‘}- 9\\& 0x0100_4000
APP 1 (90K) . APP 1 (90K) k APP1 (90K)
N
Bank 1
Bank 1 »/(.‘ Bank 1 Y, an
© )
P ’)0 »O/
Free Space (22K) O(% é‘,} Free Space (22K) o/) Free Space (22K)
~,
ST AT % > [Srar Addies 6’4;, [Start Address -
Ox0102_0000 < % 0x0102_0000 Y{) 0x0102_0000
e o)
¢ APP2 (100K) | APP2 (100K)

Free Space (112K)
Bank 2

Image Update (16K)

Bank 2

Bank 2

Free Space (12K)

Free Space (12K)

Image Update (16K)

(STart Address © Start Address © STar Adaress ©
0x0103_C000 0x0103_C000 0x0103_C000

Image Update (16K)

“Xlbank” FF24 K FHAPP1TI 2L APP2, B{# APP2THZAPPLII %, THGHEE IR, HEaE, Bs. HPME

J¥ ARl H—FFLASHIX 35, Hil{EF- gt 75 22 A2 g —Nbank2 [P bin 1
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N
4.3 W F HbankFHHHE
.
STaTT M Start Address Start Address | Start Addie; Start Addre
Pae S Rnaster Boot (8K) o wilaster Boot (8K) aom ailaster Boot (8K) o wlaster Boot (8K) vouo oivlaster Boot (8K)
oo oo Bootsetting (4K) san raires: Bootsetting (4K s simes BOORsetting (aK) stan naem: BOOLSELiNg (aK) st o= BoOtseRting (aK)
Patition Table ™ Ppatition Table o ™™ _Ppatition Table N Patition Table ’ Patition Table
oacico o APP Data (4K) sun s APP Data (4K) & @Em;ﬂg‘ APP Data (4K) sanwawes: APP Data (4K) 1 sumsoma: APP Data (4K)
Bond Table - Bond Table § D’% Bond Table Bond Table EJ Bond Table
[Ep—— St rade - & o [ (0 [t A -
- Ox0100_4000 gfu‘ 'E;? 100_4000 5, OW0100_%000
U
o
APP 1 (150K) APP1 (150K) | Freesace (15080 £ NEW AP
z Bank 1
Bank 1 N Bank 1 5 3 APP 1 (220K)
ES °
3 4 IS Bank 1
% 2 §
Free Space (74K) % Free Space Q) Free Space >
Bank 2 '%. Bank 2 (o Bank 2 Free Space Z‘J" Free Space
S 2 Bank 2 < Bank 2
s o0 NEGE = e s o
Image Update (16K) Image Update (16K) ] Image Update (16K) Image Update (16K) Image Update (16K)
“ ” N7 {m| ] ) ] y %)
Hbank” F+2:2K HImageUpdatef2 /7 HHAPPIFE T, fLri: F A F2F 0] DT A A 5FLASHIX 35k, 6l i

THRSENS, ROV 75 BT S S BUE AR, PUATH RO &
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51 BOF&Ma4<

NSUTIL Tool Chip

APP user program

Repeat the above
steps until reach 4K
bytes

MasterBoot Program grase ax i

Repeat the above
til finish all
new firmware
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5.1.1 Usart dfu

PC_EAiMLAan &t s N d O =l, 0 i 2 E A3 AMasterBoot e 1 TR

o ask 1 0XAA (PC> )
mes 1 0x07 Fil iAW 5
S 3 0x01,0x02,0x03 195 1115 1)

#1k

0xAA

(& F->PC)

R S

0x07

5.1.2 Ping

5k 1 0xAA (PC>5 )
o 1 0x01 PC_LEA ML RS0 il {5

ik

0xAA

(& F->PC)

R

0x01

5.1.3 Init packet

Sk 1 0XAA (PC->5 )
wes 1 0x02 HEAN T A Sk S0
INIT PACKET Init packet K7JN VEN W.: init packet

e 3k 1 0XAA (FF>PC)
] 5 1 0x02
HEARAT 1 FETG I : AR
5.1.4 Packet header
5k 1 0xAA (PC->15 1)
mes 1 0x03 — s
OFFSET 4 META S R AL E
SIZE 4 B R IE TR RN
CRC 4 B R IE TR AL
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m

13k 1 0XAA G5 Fr>PC)
g 7 2 1 0x03
HiRAY 1 VERE L. EHRAREY

5.1.5 Packet

‘

o Esk 1 0XAA (PC> )
mas 1 0x04 T 2% 0
HE <=256-3 T MR SR AL 1 T+ 2R B 2

| %

e 3k 1 0XAA (& B >PC)
] 5 1 0x04
ARG 1 VERE W ARARHD

5.1.6 Postvalidate

sk 1 0XAA (PC->5 )
s 1 0x05 Ege 3 (€T

sk 1 0XAA (FE>PC)
) 5 1 0x05
HER Y 1 TENG W AHRARhD

5.1.7 Activate&Reset

g a sk 1 0xAA (PC->5 1)
a5 1 0x06 BOmE AR, AR AL

oSk 1 0XAA (& F->PC)
] S 5 1 0x06
HiRAY 1 TPENG W AHRARhD
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52 BFHAERmL

® Tl CORMIEA R AT, Il CORFEAZM N o

® AR UE I RCEFIE R IEL % o

® RS ARHL

K% | IUS(Image Update 11-11-11-11-11-11-11-11- Primary [i] 4 - 25 M 5%
Service) 11-11-11-11-00-01-11-11

REME RC(Receive 11-11-11-11-11-11-11-11- Write Without 20-244 [i] A B REAE
Characteristic) 11-11-11-11-00-02-11-11 Response

HHIE CC(Command 11-11-11-11-11-11-11-11- Notiry, Write 20 i WU FFAE
Characteristic) 11-11-11-11-00-03-11-11

® i F Wbank T2
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Smart phone

App Device

CC characteristic: Update BLE connection interval command=———————p

4——CC characteristic: Update BLE connection interval responsg—

CC characteristic: Update BLE MTU comman d=———————————p

4 C C chiaracteristic: Update BLE MTU response

CC characteristic: Query version number and update method command——»

<4—CC characteristic: Query version number and update method response

CC characteristic: Create dfu_setting and signature file command—»
4———(C characteristic: Create dfu_setting and signature file response

Send file:

RC charateristic: Continuously sending data >

send file:

<4—CC characteristic: dfu_setting and signature file transfer finish response

CC characteristic: Create and send firmware comman d=———p

A (C characteristic: Create and send firmware response

Sendefiles

RC charateristic: Continuously sending data>
Send file

44— CC characteristic: Transfer firmware finish response:

Repeat the steps above until finish all firmware data

CC characteristic: Overall verification of flash firmware command=————p-

4 characteristic: Overall verification of flash firmware response

CC characteristic: Activate partition table and reset comman d=—————————p

4——CC characteristic: Activate partition table and reset response=——————————
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Smart phone

App Device

CC characteristic: Update BLE connection interval comman d=————————p-

Interval update

I

4———CC characteristic: Update BLE connection interval response

CC characteristic: Update BLE MTU comman d————p

S CC chaaracteristic: Update BLE MTU response:

CC characteristic: Query version number and update method command=—

<4——CC characteristic: Query version number and update method response

CC characteristic: Jump to ImageUpdate comman d=————————p.

¢ CC chaaracteristic: Jump to ImageUpdate response:

discpnnect from and jump to ImageUpdate program, increment MAC addrdss
by one, and restart advertising and reconnect.

CC characteristic: Create dfu_setting and signature file comman d=—

4———CC characteristic: Create dfu_setting and signature file response

Send fil gm—p

RC charateristic: Continuously sending data>

Send il em—

<«4——CC characteristic: dfu_setting and signature file transfer finish response:

CC characteristic: Create and send firmware comman d=————————>

44— CC characteristic: Create and send firmware response:

TN [

RC charateristic: Continuously sending data >

I T—
4——————————(_C characteristic: Transfer firmware finish response

Repeat the steps above until finish all firmware data

CC characteristic: Overall verification of flash firmware command=—

4———CC characteristic: Overall verification of flash firmware response=—————

CC characteristic: Activate partition table and reset command———»

44— CC characteristic: Activate partition table and reset response
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5.2.1 BEIBLEZEEEIEAS
THBIER/NBLEE BRI, DIARBLEMARIEEE, FHLSERMBR SRS N %, & & AEE

5.2.2 EHBLE MTUMWS

523 BHRASMALZ TS

EALIE S E T

JRPEAE: AN € Android FITOS A& 5 T 1 R R S BB i) B IR 2o

ATl (CCHRHED

‘

LRt 1 (FHL->1#)
i /INEERE (AT B 2 Bl 1.25MS
i R (AT B 2 B 1.25MS
SLAVE LATENCY 2 T e 21> W] R AN S
EERE R 2 B 10 MS

Tl (CCRHIE)

W

(B #H->FHD

B RTD

VENE L. A RACED

JIRRCEFIEMTU, FHUEHMTUKR/NR S NBEE, HNR & KEMTUE #i a4 .

JRPRIRE: AEIOSKE BT T MTURHT L= A4 o

kg (CCRHIE)

|

L) 1 (FHL->B %)
FIMTU RN 2 WG FHL S 5E X

T (CCRHIE)

W

(B&->TFH)

HHRY

VEIE L. AERACAD

i (CCRHIE)

‘

s 1 (FHL->¥ 8
HTAPPLE K/ 4 LR VANEE D)
HTAPPLE K/ 4 LR VANEE D)

FIMAGE UPDATE[ 4 AL (A

FER AN

FIMAGE UPDATE[ 4
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T | | |
o &Mt (CCRHE)

Wi J3 1 3 (EH&->TFHD
APPIfRA S 4 43X #Bank 1 Version
APP2JR A5 4 43X FBank 2 Version

IMAGE UPDATE}j 4 45X RIMAGE

.= UPDATE Version

F 277 1 value meaning WAL XK,
THER RS R T REA N
1 % FEAPP] HrE
U A RGN % B W Bank T+
2 & HEAPP2 %,
WK REFY 21445 B Bank
3 % FIMAGE UPDATE T+,
4 Bt AIMAGE UPDATE

5.2.4 Al KIiEdfu_settingf& 42 4y

® % umXt RN B dfu_setting LA T L IGUE, FIMIE L -G EIE
® TR g JE W a] U F dfu_setting /R )43 [X R T H AL [X K .
® A l: (CCHRHIE)
mes 1 4 (FHL->E %D
$#TDFU SETTING kK 4 e 4% IR I RCEFIEHEL
B SRR
1B CCRHE @ M F ML
st

® HiBootsetting F1%5 4 U H U e e &
® % i B XS Bootsetting i/ TCRC32 52 FE MR IG, o9 A1 s BEXT HL T2 44 AT B AR IR
® A (CCHHE)

g o 5 1 4 (EH->FHD
FR Y 1 PENG L : 4R R AR

5.2.5 RIBREEGEENRS

® LRI I RCEF ARG ZHR R I Bli s B, Ba K, LR BHRECRCIIRfE .
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® K AIRRCHMER S )G, BT CCRAEE A FHLEE & & i Th UL
® Ak (CCHFE)

PN 1 (FHL->1 8
T A2 5040 i s b 4
EIERC i TP NAN 4 NTEET2048
I F H AL R CRC 4

o [HfFHRIRI e A&

o BseEESE, WA Ui T B AR B BRI T CRCEAIE, Bl it 5 AFLASH, &0 5 ik 4K (% Hudil,
T ENFLASHA] JG 2 54K o

® A (CCHHE)

Tfva=s (B &->FH)
F iR 1 PERE W B RARED

5.2.6 FLASHPEHRBARL 4

® Xt UL A TCRCAR G, 584 X R TP A EFCRCEF T X LG, 3R A1 45 45 F-Hlo
® A (CCHHE)

e I 6 (FHL># %)
® k. (CCHRHID)

) VR 1 6 (EZ>FHD
RIS 1 SN A

527 BiEoXRMRALare

® AU E A Loy X RN B (I E A G IRAS, WS T4, AT R AL
® A al: (CCHRHIE)

mes 1 7 (FHL->E %D
® &l (CCHHE)
) VRS 1 7 (E&>FHD
FR Y 1 PENG L : AR R

5.2.8 Bk AImageUpdate

® r g (CCRAE)
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i) 1 8 (FHL->Be )
® ik (CCHRHID

] 35 1 8 (E&H->FHD
HER Y 1 PRI WL ARARAY

5.3 45R ARG

0 B

1 SRR

2 CRCH; R

3 2 2 R
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6.1 JLINKTE

H#EAN32WB03x_SDK \utilities\dfu\JLink\ H 3%

JLink Script

JLink V632
(%] ReadAPP1.bat
[%] ReadAPP2.bat
[] Readbootsetting.bat
[%] ReadimageUpdate.bat
[%] ReadMasterBoot.bat

JLink V63230143 145 SEGGER A ] il fE (UJLINK T, i /7 75 B 22 B JLINK SR B A e A6
JLink_Script LA A5 JLink JEI A SO A, 7 AT DL B 200 (Read XX bat ) SCAF L HE Fr FLASH H 15085 .

JLinkit A0 FLASHYE R A gm A2 D BE, BT 255 TP A I (JLINKProgramming.bat) SCAH 52 SE I # B Al
HFEIIRE.

6.2 NSUTILTE

HEAN32WB03x_SDK \utilities\dfu\NSUtI\ S {43 o
® NSUtil.exe Windows - & AT FEF o

®  Source L FFAFHNSUtil.exe HIpythonyifil.
® PythonfUidE/>, JFKRIINIAIA .

b T B ShRe A -

® Hl{Ebootsetting.bin A

® A LIJHKPC EAIHL

o WFROITELA

® ECCHEHAM, HTE4TH

6.3 NSANDROIDUTILT A

H#EAN32WB03x_SDK\utilities\dfu\NS AndroidUtil\ 343 .
® NSAndroidUtil.apk % 843541,

e T HSEHLT BE -

29 /41

E REAB A FRA F NSING TECHNOLOGIES INC.

Mtk PRI R LU X R AL X R B 1095 [ [REA K E
Hi%: +86-755-86309900 EH: +86-755-86169100
[4k:  https://www.nsingtech.com HF4i: 518057



»

‘ 4
%) ERER

® EFOTAT %k,

www.nsingtech.com

30 /41

E REAB A FRA F NSING TECHNOLOGIES INC.

Mtk PRI R LU X R AL X R B 1095 [ [REA K E
Hi%: +86-755-86309900 EH: +86-755-86169100
[4k:  https://www.nsingtech.com HF4i: 518057



an,
%) EREK

7 BIREVH#

www.nsingtech.com

HE H F:N32WB03x_SDK\projects\n32wb03x_EVAL\dfu.

app_ota
common
image_update

masterboot

7.1 MasterBootijfi#

int main (void)

=
S swd -> uart
dfu usartl poll config(USART1 GPIO PR45, 1000000} ;
if (dfu uwsartl poll boot byte (0x7F, POLL UART CYCLE) == false)
= {
dfu usartl poll config(USART1 GPIO PAR45,115200);
if (dfu uwsartl poll boot byte (0x7F, POLL UART CYCLE) == false)
= {
dfu usartl poll config(USART1 GPIC PBe7T, 1000000} ;
if (dfu uwsartl poll boot byte (0x7F, POLL UART CYCLE) == false)
= {
dfu usartl poll config(USART1 GPIO PEBe7T,115200);
if (dfu uwsartl poll boot byte (0x7F, POLL UART CYCLE) == false)
= {
S /normal koot
masterboot () ;
NS5 SCHED TNIT (256, 1&);:
ns_dfu serial initi():
while (1)
= {
app_sched execute():
__WEE():
__ SEWV():
__WEE():

® HVAHCLE B [1PA4/5 X PB6/743 A LA R 2 100000051 11520056 RS H 111 T2 /i A 03k

® UIARFLULEIE DTt 4, i fTmasterboot(): BzHlbootsetting 7 X 3, 2Bk NS H A5 ¢ 511
o

® NFEI S O HAr S, HIAR LTI
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=l 4

Hrgate s .
S ER 1 R TSR

static woid sched evt (void * p event data, uintlé t event_size)

switch(* (uint8 t *)p _event_data)

{

= m|

il

case SCHED EVT BX DATA:({

4>

fift

if (m buffer[0] == DFU_SERIAL HEADER)
{
switch(m buffer[1]){

case DFU_SERIAL CHD Ping:{
dfu serial cmd ping():

tereak:;

case DFU_SERIAL CMD InitPkr:{
dfu serial cmd init pkt():

tereak:;

case DFU_SERIAL CHMD Pkt header:({
dfu serial cmd pkt header():

tbreak:;

case DFU _SERIAL CMD Pkt:{
dfu serial cmd pkt():

tbreak:

case DFU_SERIAL CMD PostWValidate:({
dfu serial cmd postvalidate():

tbreak:

case DFU_SERIAL CMD ActivateReset:{
dfu serial cmd activate reset();

tbreak:

case DFU_SERIAL CHMD JumpToMasterBoot: {
dfu serial cmd jump to master boot():

tbreak;

case DFU_SERIAL CMD OtpRead:{
dfu serial cmd otp read():

tereak:;

case DFU_SERIAL CHMD OtpWrite:{
dfu serial cmd otp write():

tereak:;

case DFU_SERIAL CMD OtpErase:({
dfu serial cmd otp erase|():

tereak:;

case DFU_SERIAL CMD OtpLock:{
dfu serial cmd otp lock():

tereak:;

Br, ACEE, mE R AL
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2 AppOTAW##

249 ._.":I::I:
250 * Bbrief ble initialization
251 * Eparam

252 * @Ereturn

253 * Enote

254 *f

255 vwoid app ble init(woid)

256 [ {

257 struct ns_stack cfg t app handler;

258 app handler.kble msg handler = app ble msg handler;
258 app handler.user msg handler = app user msg handler;
260 ffinitialization ble stack

261 ng ble stack init(zapp handler):

262

263 app ble gap params initc():

264 app ble sec init():

265 app ble adv init():

2ek app ble prf init{):

267 ffetart adwv

268 ns _ble adv startc():

269 }

o [ilE W T MACHIE.
o [EEF XA,
® UNINIUSARSS »
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main. c* ,j app_user_config.h ,j app_ns_ius.c ,j ns_dfu_ble.c v X
38 -
3]
i0 woid ns_dfu kle handler cc(uintf_t const *input, uintf_t input_len, uintd_t *output, uwint8_t *output_len)
31 {
i2
33 switch (input[0]){
34
35 [ case OTA_CMD CONN_PARAM UPDATE:({
36 SLIruct gapc_COnn_param Conn_param;
37 conn_param.intv_min = input[l]<<& | input[2]:
38 conn_param.intv_max = input[3]<<& | input[4]:
39 conn_param.latency = input[5]<<& | input[€]:
o conn_param.time_out = input[7]<<& | input[&]:
1 app_env.manual conn_param update = 1;
r2 app_update_param(&conn_param);
'3 *output_len = 0;
B tbreak;
= case OTA_CMD MTU UPDATE:{
e app_env.manual mtu_update = 1;
"7 app_mtu_set (input[l1]<<& | input[2]):
L] *output_len = 0;
o tbreak;
0 -
N case OTA_CMD VERSICN:{
12 rc_mtu offset = 0;
13 memset (&m_ota_ image,0,sizeocf(m ota_image)):
k4 uint32_t new_appl_size = input[l]<<24 | input[2]<<l6 | input[3]<<E | input[4];
15 uint32_t new_app2_ size = input[5]<<Z4 | input[€]<<lé | input[7]1<<& | input[&]:
[ uint32_t new_image update_size = input[9]<<24 | input[l0]<<l€é | input[ll]<<E | input[l2];
b7 uint32_t new_image update_version = input[l3]<<Z4 | input[l4]<<lé | input[l15]<<E | input[le];
1]
18 = #ifdef APPLICATICN
10
i1 ota selection = 0;
2 B
13 if (CURRENT_APP_START ADDRESS == NS_MPP1_START_ADDRESS) {
4 if (ns_bootsetting.appl.size > NS5 _APP1 DEFAULT SIZE || new _appl_ size > N5 _APP1 DEFAULT SIZE || new_
15 if (ns_kootsetting.ImagelUpdate.crc == dfu crc32((uintd_t *) ((uint32_t *)ns_bootsetting.ImageUpdat
16 if (new_image update_version > ns_bootsetting.ImageUpdate.version){ w
i e T T 5
® bFICCHHEM 4
,j main.c* ,j app_user_config.h ,j app_ns_ius.c ,j ns_dfu_ble.c -

301
302
303
304
305
306
307
308
308
310
311
312
313
314
315 [
316
317
318
31%
320
321
322
323
324
325
326
327
328
329
330
331
332
333
334
335
336
337
338

230

|

void ns_dfu ble handler rc(uintf_t const *input, uwint32_t input_ len)
{
switch(m rc state){

case OTA_RC_STATE DFU_SETTING:{
m_rc_state = OTA_RC STATE NONE;
memcpy (&m dfu_setting, input, sizeof(Dfu_setting t)):;

uint32 t crc = dfu cre3z2((uints8_t *)a&m dfu setting.crc + 4, sizeof(Dfu setting t)

ifjcrc m dfu setting.crc){
wintd_t error = O0;

$if OTA_ECC ECDSA SHA256_ENABLE
uint8_t raw_data[sizeof (Dfu_setting bank t)*3]:
memcpy (raw_data, ém dfu setting.appl,sizeof (Dfu setting bank t)):

4y

memcpy (raw_data+sizeof (Dfu setting bank t),&m dfu setting.app2,sizeof(Dfu setting bank t)):
memcpy (raw_data+sizeof (Dfu setting bank t)*2Z,&im dfu setting.image update,sizeof (Dfu setting bank t

uint8_t hash_digest[3Z]:
if (ERROR_SUCCESS

if (ERROR SUCCESS != ns_ 1ib ecc ecdsa verify(ns bootsetting.public
error = 3;
}
telse{

error = 3;

wintd_t response[2] = {OTA CMD CREARTE OTA SETTING};

response[l] error;

ns_ble ius_app cc_send(response,sizeof (response)):
lelsed

uintd_t response[Z]

response[1]

ns_ble_ ius_app cc_send(response, sizeof (response));

{OTA_CMD_CREATE_CTA_ SETTING};

}

34 /41
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® JCHRCHFILAr & A K

® HIVEFZt, TEH M EMkeilOptions for Target+ fITIROMI AT After Build Run #2 J& IAPPJG HI%

N B AR TT
Options for Target 'N32WBD3x' >
]
Device larget |Dutput I Listingl User I CAT++ I h=m I Lin.kerl Debug | Ttilities I
ARM ARMCMO —Code Generation
ARM Compiler: ILIse default compiler version 5 j
¥al (MHz): [12.0
Operating system: | None LI [~ Use Cross-Module Optimization
System Viewer File: W Use MicroLIB [” Big Endian
[™ Use Custom File
— Read/Only Memary Areas — Read/\Write Memory Areas
default  offchip Start Size Startup default  offchip Start Size Nolnit
I
~  RomI: | | C ~  RaMI: | | r
"
' ~  ROM2: | | c " RAM2 | | r
| ~  Rom3: | | « ™ RAmMI: | | r
on-chip on-chip
W IROMI: |m1m4{rm |m1cmu &~ W IRAMI: |mzﬂmamu |m35{m r
I IROM2: | | - I IRAM2: | | r
3,
0K | Canecel | Defanlts | Help |
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Options for Target 'N32WEB03x' >
Device ] Target ] Output ] Lizting User ]C,-'rC++ ] A=m ] Linker ] Debug ] Utilities ]
Command lterns User Command v Stop on Exi.. 5.
[ Before Compile C/C++ File
™ Run#l [5] Mot Specified [
™ Run#2 [ Not Specified [
[ Before Build/Rebuild
™ Run#1 [ Not Specified [
™ Run#2 (23| Mot Specified [
[=1-After Build/Rebuild
[¥ Run#1 fromelf --bin --output=\bin\app_ota.bin \Ohbje... ij Mot Specified |[
WeAutilitiesh dfutlmagel APP2.bin ij Mot Specified |[

* O v o5

[ Run ‘After-Build’ Conditionally
[v¥ Beep When Complete [ Start Debugging

OE | Canecel | Defaults | Help

® IROMI: 0x1004000 X Bank 1/JAPP 172/ #ihl; Run #2 520K APP1 (ImageSC1H & N Xf AL ik
APP1.bin X 4)

® IROMI: 0x1020000 XfBank 1fJAPP 1F25#lik; Run #2 (&2 MAPP2 (Image SC1H 3¢ N X AL i
APP2.bin 1)
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.3 ImageUpdateiftfi#

e
4 int main (volid)

5HH

6 *{fuint32 t*)0x40007014 = Ox0O0000B0F;
T *tuintSZ_t*}?x4??37?E? = 0x00020018;
B

9 PWR->VTOR REG = 0x00000000;

a N5 BLE STACKE THNIT():

1

=

3 RCC->CFG &= ~1;

4 while [ (RCC->CFG & (1l<<Z)))r

=

[ bootsetting reset();

T

8 app init():

9 prf_init (RWIP TNIT);

a

1 while (1)

2 f

3 rwip schedule():

- )

=1}

6

ain.c* J app_user_config.h J ns_iuss_task.c J app_ns_ius.c J ns_dfu_ble.c

H#ifndef APP USER _CONFIG_H_
fdefine APP USER CONFIG H

#include "ns_adv_data_def.h"
//#include "app.h"
//#include "user profiles_config.h"

“f
CUSTCM_DEVICE NAME
CUSTCM BLE_MAC ADDRESS

f* Dewvice nams
define

define

H= =

S /DIS server configer
$define MANUFACTUREER NAME

MMM OHE WA R T A W R Tl M R HE WA bW

® HFFMACHU G —fiin—.

"ImageUpdate™
" xSANKZ2ARKTTAx44\x55\x66"

"Hations"
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INE VR

#define OTA ECC_ECDSA SHA256 ENABLE

|#if OTA ECC ECDS5A S5HAZ56 ENAELE
fFinclude "ns ecc.h”

K1
®  AppOTAFImageUpdatef /5> HH i fEOTA_ ECC_ECDSA_SHA256 ENABLEXAN%E, fHfETH TN .

B4 Crypto
J ns_ecc.c
] sha256.c

] uECC.c

® UiHEEIXE A, LR,

$if OTA ECC ECDSA SHA256 ENAELE
uint8_t raw_data[sizeof (Dfu_setting bank t)*3];
memcpy (raw_data, &m dfu setting.appl,sizecf (Dfu_setting_bkank t)):
mencpy (raw_data+sizeof (Dfu setting bank t),&m dfu setting.app2,sizecf(Dfu_setting bank t)):
mencpy (raw_data+sizeof (Dfu setting bank t)*2,am dfu setting.image_update,sizecf (Dfu_setting_bkank t));

uintg_t hash digest[3Z]:

if (ERROR_SUCCESS == ns_lib_scc_hash_sha2Sé(raw_data, sizeof(Dfu setting_bkank t)*3, hash_digest)){
if (ERRCR_SUCCESS != ns_lib_ecc ecdsa_verify(ns_bootsetting.public_key, hash_digest, 32, m dfu_setting.signature)){
error = 3;
telse{
error = 3;
#endif

® ik NI Fdfu_setting B o i F LL_E Tk T2

o HI{ETH AL, M FHECCKHECRC, A/, FE L ESHIT L IN%, JFRAF1Edfu_setting ™,
AR Edfu_settingfi, i A CERFAR ZEHETIREG, RIS, A REFFIGEIEAS (H
BERFLASHAI S AFLASH) .

o LU (R BT INE &4, IXFENER IR A b I S0 258 R, R A% B 4 i AR T 14 PR 252

=P
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9.1 24T (JLINKProgramming.bat) HtAb¥ ja] &

WIN7 F IR, api-ms-win-core-path-11-1-0.d11Z 2% [ &K IS C:\Windows\System32  H 5.
A ULE HAth 1E b () Windows FEUIN AH [F] B SR 21 d 1T 1 B & W HEOR SCHRFR AL
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10 RRAJ 52

H A | B

2021.07.29 | V1.0 | BIGRIRA

2021.12.22 V1.1 MRHESDK E Hrapp ota TFERMCAGEL ], BB WL ] AL IR .
2022.12.28 | V1.2 | BEHIACNIESCRA

2025.4.2 V1.3 BB H O i RE Bllmasterboot !, Ffslapp uartfilFE .
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11 F=Bj
[ REAR B A IR AT CRARE REAR™) R SCRIE L R B AR N RISAE . R4 UL
T F HARVE ARG R A, R SORS R a1 B RAEBOR 7 il CRARP= ™) AR A

[ REARAE MR F LA FAER BB AR TR R B AT i 2 sl 5] F 2R =05 A R el
A (D BURAEIX 2 H .

[ R PR A BE AR L AT IE MR, (BB R ISR RIAUR], AR ST R . T8 AL T S S T
FEk 2 | R AR AR HU SRS ) B TR AR

I B A 7S B HERA AT 5 (B R, ERIME DI, FFAEE [ R BRI L SOR AE R PR AT T FE R AR H 54T
A FH B SORSAE B A A ™ N, A A RS AT S B B s SRR T e e R 2 e, B REER
ANKHAEART PRSP e SORS B il T AL AR BB  TRIE . JAh. RROR. T PR AT AR P4 T 4 SRR HH 3
.

I A AR 7 i £ ZR S8 s 4% O N RCR A AR T U BORAIE, S A N2 P A HL R A SR AN 2 B
BEREOLT, AATREEEN AT NSO F B™ EI ™ Bk, ISR o< AN 22 2l
AZEMMERHEARRT: SBPREE. Rl Oes, WIsTHE s ra RN 2 a3k E
DB HAth 15 48 SRR BRAERRAE A S o

PR E R o AN DN o9 A E R A E A7 (5 OO il R A PN 2 s 5 S U P PP E A N7 S L S NITRS 2 € a1
SR R AR E BRI ST 2

X SRS AR T 7R « BROS ZARAIE, 4R (AN IR Fad 49 1k« g g iE PR M AMR B PRAIE 53 4E:
I BB AT R SOV ¥ B A HEAT B33

REWIHHVFR], AR AT DT 2 0 SO 1 4 AR 0 HEAT (M . B 1B Ppfedk.
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