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1. fEfr
1.1 MR

XA E R ABR N32WB452 R4 OTA FHS%F M, CRYFEEEA 48 N32WB452 #%1 MCU 5
F OTA FH& it 72 156 #H Mo i FH F6 74

TR F RS A B AR R & SDK Bk H B A OTA FHR e .

1.2 B

B ORCRYRET N32WB452 RFIS I RIESF OTA FHeahRs, RIA SRS b i W F A& T

N32WB452 # 71
B ARTREY N F KEILS &, HAhgE V& IEExEE T .
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2. OTA F+Z&ThEe kI
2.1 OTA FiFEPieA:

OTA FHEIFEN:

1. FHEFHE R, FHLAPP [7] N32WB452 R IFREMFE R, BREEGRAS . R AS . =
i IDs B FARED . BARE K /NAT CRC16 BE46hE 5

2. N32WB452 BT [ 145 205 » AR AT RS I A 75 15, ANE 5 WIAR SR SEBr il 1m] 2
APP;

3. ENEIFEEMEFEF, N32WB452 MR Tt B B3R 6L, APP FR4E N32WB452 L1
TR AR Bt B R AR aEYE. AR EHA CRCL6 5.

TAE R PR

8 & N ATEF BESISERF

FHFAREA

APPEIE & T4 HA T HEHES
APP_CMD_NEW_FW_RDY(0x10)
FHME £ 77 80D, B AR AR, Bl R A, K

BERETR THEEHER

HEEREER B EBXNARES

/N CRCI6KIE AR E FIDEIE R

Iz -« — — — — — —

— fEE LRI

S RENEHR TS
=
neetRiE iR TR e S (AP RR T IES & T AREE
NR512FFS
————————————— TR RREIRE A
v

— > EHERRE

.‘H.

TR TEE RS B & 10 B X 4
FIBARAR B

BEIAPPTEITERR

BrEEElBoot p e

2.2 OTA TF&E#iEH

OTA LREAHEN HAE Slave ota_app 15| FF2/F Slave ota boot, 5 OTA AHRAIFEFARHE LR N
OTA 32, Ota file B[ N32WB452 OTA V101 20200609.zip #& Demo TFEH . A
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N
4 | slave ota_app
. inc
4 | MDK-ARM
4 | ota file
.3 MN32WB432_OTA_V101_2020609.zip
4 || src
> 4 api
. bsp
> g ota
4 || slave ota boot
. inc
, MDEK-ARM
4 || src
> U api
| bsp
> g ota
2.3 OTA AT AH
OTA HHFLAN N B -
| crelb 2020/6/9 11:44 =
| encrypt 2020/6/9 11:44 =
. shal 2020/6/9 11:44 g
| n32wb452_ble_ota_api.c 2020/6/8 17:01 sourceinsight.c_f... 16 KB
| n32wb452_ble_ota_api.h 2020/6/9 13:59 H {4 4 KB
| n32wb452_ble_protocol.c 2020/6/9 14:09 sourceinsight.c_f... 22 KB
| n32wb452_ble_protocol.h 2020/6/9 14:10 H 3244 16 KB
= n32wb452_ota_conf.h 2020/6/5 14:40 H 324 4 KB
| n32wb452_ota_iap.c 2020/6/8 17:04 sourceinsight.c_f... 5 KB
| n32wb452_ota_jap.h 2020/6/5 10:15 H {4 1 KB
| n32wb452_ota_upgrade.c 2020/6/8 15:51 sourceinsight.c_f... a KB
| n32wb452_ota_upgrade.h 2020/6/8 15:51 H 3244 4 KB

Hr:

crcl6. encrypt. shal SCAFRZ2WH

MBS N8 BE A
n32wb452 ble ota api.c Al n32wb452 ble ota_api.h & OTA FHZ I API £z L 34

n32wb452 ble protocol.c I n32wb452 ble protocol.h J& ¥
n32wb452 ota_conf.h /& XI5 % X35 flash Huhik i Fc & S 14
n32wb452 ota_iap.c 1 n32wb452 ota iap.h /& bootloader A1 APP  [H]igk#% SEH SC 14

A PP LA
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n32wb452 ota upgrade.c fil n32wb452 ota_upgrade.h ;& Xt OTA ' Flash #{E /) 4.
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3. ¥
3.1 #i L. FLASH 774 X

Flash 73 [X /2%~ OTA FH2 Dy e 24, Bt CAPE AR T aa i, 5t 75 280K Flash 1993 [X, i %€ bootloader
LR T IR

3.1.1 N32WB452 R 5N &5 Flash X4y

0x08000000
Bootloader [X.
0x08007FFF
0x08008000 APP RLFAE R [X
0x0807FFFF
3.1.2 415 SPI Flash X143
o ] 4 X
TR X
HoAth ez X
3.1.3 HAAE X U6 BH

1. Bootloader X1: R4i5I SFEFX, EEINAEEXT APP N HFEF X BT TR, 24400 B1F X T2
FrEBNR, bootloader M &1 [E 1F X #FL T+ F2 7 2] APP W HAEFIX 5

2. APP NHREFX: RGNHEFIX;

3. FWEPEX: MRS, — B, w00 XS N R DR PR — B =5 2T
2 FHRE R X, Ay X 5 DL

4. TEEFX: NS TR E R, BUeRAE T EEFX, TEEME, FHETEEN
[ P88 1) 28 A [ R X5

5. HAMKEEIX: FRYESLEREOLE .
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3.2 Flash K] TR B

SIXHE SR, TR TR A E |
Bootloader 5| 2 FHCE

Device Targst |Output| Listing|Vser |C/CH | hsn | Linker | Debug | Utilities |
Nationstech N32WB452CEQE e : :
ool () ARM Compiler: IUse default compiler version 5 LI
Operating system:  |Nonie LI ™ Use Cross-Module Optimization
System Viewer File: [V Use MicroLIB ™ Big Endian

INSZWBdSZ.svd J Floating Point Hardware: ISingIe Precision 'l

[™ Use Custom File

— Read/Only Memory Areas — ReadWrite Memory Areas
default  off-chip Start Size Startup default  off-chip Start Size Maolnit

r e[ [ T RaM: | | ~

roeomz[ [  Rawz | | r

roeomx[ [  Ram3: | | r
on-chip on-chip

~  IRoM1 [BE000000  [<B000 & W IRAMT: [G20000000 (624000 r

™ IROM2: | [ [ I IRAMZ: | | r

[1):4 I Cancel | Defanlts | Help

App N FHELE:
1 Options for Target 'N32w3452_BLE_ ==

Device Targst |Output | Listing| User | C/CH |Asm | Limker | Dsbug | Utilities |

Nationstech NI2WE452CEQE - Code Generation
ARM Compiler: IUse default compiler version 5 ;I

tal (MHz): [12.0]

Opersting system: - | None LI ™ Use Cross-Module Optimization
System Viewer File: v Use MicroLIB ™ Big Endian

INSZWBdSZ.svd J Floating Point Hardware: ISingIe Precision 'l

[™ Use Custom File

— Read/Only Memory Areas — Read/Write Memory Areas
default  off-chip Start Size Startup default  off-chip Start Size Maolnit

 rom: | | o T | | r

o2 [ ¢ r RA2 | | r

-oeomx [ [ ¢ T Rau3: | | r
on-chip on-chip

¥ IRom: 08008000  [Bc7B000 & #  IRaMi: [B<20000000 324000 r

I IROMZ: | [ & [ IRAMZ: | | r

[1):4 I Cancel | Defaults | Help

BT A TR R, B LUE 7R A SO S R E
WK, FTIF slave ota app LFESCHF T BN SCAF ble.sct:
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| L ota_file 2020/6/9 14:11  3Zf4E
B _Get OTA Info.exe 2020/6/8 18:43 RIFRER 24 KB
a0 ble.sct 2020/6/4 19:25 Windows Script ... 2 KB
|&] slave_ota_app.uvprojx 2020/6/9 11:48 WEision3 Project 27 KB

R A AEE SO H BRI L, X B bootloader %143 /& 32K Flash, [Kik, APP N HFER )

A HERL B S 0x08008000;

; ®%% GBoatter-Loading Description

LE TRCM1 0Ox03003000 O0x00080000
ER_TROM1 0Ox0S8008000 0x00020000

xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx

xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx

File generated by uVision #*+**
{ ; load region size region
{ ; load address = execution address

=.0 |BEOEL, TFit=t)
#* (InRootcEs5ections)
LBNY  (+RO)

LBNY  (+X0)

}

[ IZ 0L bootloader A1 APP B FHAE Y T2 T 1l A2 7 it B U n32wb452_boot_conf.h HL ] Flash FL & :

/* OF - on flash
/* bootloaderZISHrE */
#define OF_BOOTLOADER_ADDR

/* bootloaderETAEF(E]F A =/
#define OF_BOOTLOADER_SIZE

/* n32wb452 A EEflashF A=/
#define OF_INNER_FLSASH_SIZE

/* MAMREEETE */

#define OF_FIRMWARE_ADDR
#define OF_FIRMWARE_SIZE

3.3 AT R

(8x058000000)

(0x3000)

(0x80000)

(OF_BOOTLOADER_ADDR+OF_BOOTLOADER_SIZE)
(OF_INNER_FLSASH SIZE-OF BOOTLOADER SIZE)

FHRASCAE R B 4G SCPE, Blhn N32WB452 OTA_V101_2020609.zip, L& APP RS TH4:[E 4 BIN

SCAFRITH R A S json SCAF, R K

] N32WB452_0OTA V101 _2020609.bin

IT ver_info,json

3.3.1 Bin R4

2020/6/9 12:10
2020/6/9 19:05

UltraEdit Docum...
JSOM File

84 KB
1KB

TH [E bin SCAF#IE slave ota app LAEGmPERI AT 3R1S, 40K &l:
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| ota_file 2020/6/9 19:02 it
B _Get OTA Info.exe 2020/6/8 18:43 FIFEEE 24 KB
| _OTA_PW_info.bxt 2020/6/9 19:01 AT 1 KB

ble.sct 2020/6/4 19:25 Windows Script ...

|| ble_ota.bin 2020/6/9 19:01 UltraEdit Docum...
€| slave_ota_app.uvprojx 2020/6/9 11:48 Bision5 Project 27 KB
3.3.2 Json SCHFHIAE R

Json S E bin SCAFE 44 R (binFile) A5 2H 44 FR (Lockmode) « B A4 hi A< (Hw Version) « [ {4 kit A% (Fw Version) «
&4 K 7M(ImageSize)«  [El1 CRC16 1236 {H (ImageCRC) A% AL (CustomerCode) 5517 & 5

{
"binFile™:"N32WB452_OTA_V181 2028689.bin",

"Lockmodel™ : "TZ3HBN1",

"Hw\Version":"188",

"FwVersich":"1@1",
"HwInfo":"@40302868C0202030102016020810102000000000000000000" ,
"ImageSize":85184,

"ImageCRC":34379,

"CustomerCode": 14

i
Json M MFHAUME B E 5 n32wb452 ble ota api.h BEAEMEERFENL, W FA;

#define PRODUCE_ID "TZ3HBN1" //F=&ID
#define HW_VERSION "1@8@" /B ES
#define FW_VERSION "1@8@" IR ES
#define CUSTOMER_CODE 14  //ZFID
#define PRODUCE_SN "AM1881D@@1881219"

Horb & F K /N (ImageSize). [EfF CRC16 K5 (ImageCRC) Al LAZE TR )51 OTA_FW _info.txt 3L
(G IEIREN

. ota_file 2020/6/9 19:02 =
B Get OTA Info.exe 2020/6/8 18:43 R =R 24 KB

|| _OTA PW_info.txt 2020/6/9 19:01  ITEITE 1 KB

ble.sct 2020/6/4 19:25 Windows Script ... 2KB

| ble_ota.bin 2020/6/9 19:01 UltraEdit Docum.. 84 KB

|&| slave_ota_app.uvprojx 2020/6/9 11:48 ision5 Project 27T KB
3.3.3 [RGECAFHIAERR

HEE T bin SCEFAT json SCPFJG, SEME RS bin [ 44 30, BN SO RS zip SCfF, RIAT45
BT
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AT HBRLE

FHlii OTA APP A&l id i | FR Bt IR A Be %, ERE R i B B R A IC
B H A AR BT R

J/fill name in addr data

app_env.adv_data buf[app_env.adv_data len++] = name_len + 1; // length
app_env.adv_data buf[app_env.adv_data len++] Bx88; J// device name tag
memcpy( &app_env.adv_data buf[app_env.adv_data len], device name, name len);
app_env.adv_data len += name_len;

memcpy (app_env.dev_name, device name, name_ len);

LI e k| e A €T

/1T B R finanufacture 55

app_env.adv_data_buf[app_env.adv_data len++] = 3+sizeof(app_env.bdaddr.addr); // device name tag
app_env.adv_data_buf[app_env.adv_data_len++] = 8xff; ff device name tag
app_env.adv_data_buf[app_env.adv_data len++] = 8x56; /{ device name tag
app_env.adv_data_buf[app_env.adv_data_len++] = 8x00; /f device name tag

memcpy (&app_env.adv_data buf[app_env.adv_data len], app_env.bdaddr.addr, sizeof(app_env.bdaddr.addr));
app_env.adv_data_len += sizeof(app_env.bdaddr.addr);

AW 5 1D B ) kA -

[/ET R INERE IDEEE
uint8_t service_uuid_len sizeof(g_bt_init-»>service[B].svc_uuid);
app_env.adv_data_buf[app_env.adv_data_len++] service_wuid_len + 1; // length
app_env.adv_data_buf[app_env.adv_data len++] BxB3; // service uuid tag

memcpy (&app_env.adv_data buf[app_env.adv_data len], (uint8 t *)&g bt init->service[@].svc_uuid, service uuid len);

app_env.adv_data_len += service_uuid_len;

SHFE Bt SN WL 43 i I 4040 -

memcpy (bt_init.device name, ble_name, MIN(strlen(ble_name), sizeof(bt_init.device name)));
memcpyll:bt_in'l'.t.device_addr‘, ble_addr, MIN(strlen(blLe_addr), 5izeoF(bt_£nit.device_addr)));
bt_dinit.scan_rsp_data[@] = 0x13;

bt_dinit.scan_rsp_data[l] = Oxff;

bt_dinit.scan_rsp data[2] = 8x56;

bt_dinit.scan_rsp data[3] = 0x00;

memcpy(&bt_init.scan_rsp_data[ﬂr], product_sn, MIN(strlen(product_sn), 28));
bt_init.scan_rsp_data_len = d+strlen(product_sn);
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5. 7 B

H RBAB AR AT CRAR “EREAR” D MUISCRA L Ja B Htl e N RIERE A, 5%
2L LA S H A RS T A, OO B L TP R 1 B R B il CRRR “7=dh” ) A=A .
E RBARLELIFARIZ T LA FAER TR B T R P AR T o S 3mSR 28 =5 44 0%
aah R D SRR 2 H .

E PR PR A B A B L AT IE B 98, BN S RSO EIAUR], A ST R . 15 (8 AAE T Sk
T IBk 2% ] R SR SOR P 5T A

] B 5 A8 74 s Tl 5 (R B2 AR, (E RIME ARk, FFANHE R [ IR BANS eSO HE A PR AT 7T Sk AR PH 54T
A SO B AL ™ b i AT BB AT S PR BETE  iREIFINRHL Dh RETE A 22 41k, [ TG
ARASTSAE AR PR A P S SR A 7 b T = AR AT T B . TR03% . T Ahy IR AR TTVE BATAE MR T 45 K
HITE.

] B A AR T i AE 2 G BB % 1 SRR A AT A e BPRAIE, S AR Ao BT AE A A R AN 2
RSO T, ARSI N BT A E B EW ARk, WSRO “A e .
AL HAFEEART: AARFREE . BT REEHCE . LT OIS T 2R 2 e
B UL R A 5 AR SR A A i R

FITA AN 22 e A5 P AR DRSS, 7 e A5 PN R, [RD IS A8 FE N A8 [ BB AR S T R D3 A 22 4l P T 3 S50
YRy SCRPSRATS RAR T BURH SRR G £ .

XF TSR AN = S AT B R BORZORIE, GHREAR T ERVE . R g M igE I MAMR AL RAE 5T
[ BRI AERA SR VF B A BEAT 5T

REEWIRAVERT, ARAT NAG DR B O Bt SR ) A B s i AT . 2L B2, PPl
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