NQtion v:“ www.nationstech.com

BRI
k]
N32G43x&N32L40x&N32L43x R FIBOO T O IE S FHTs

]
fEi

15 FHFE B £ EHIAN32G43x £ 41« N32L40x % %1). N32L43x & 5IMCUH]
BOOT#: 1484, 18 Tfdi H E K1 ARBOOT Loaderi#4T F & &

A AR A3 F7 PR 22 5] Nations Technologies Inc.

| Mokt FRINTIE X S HT AR X SRS 109 5 ERHEAKE
HIE: +86-755-86309900 f%T¥: +86-755-86169100
R4 : info@nationstech.com HE%w: 518057



NQtion v:« www.nationstech.com

1 BOOTHEIIR oottt ettt ettt st st st n et s et es et s e enens 1
I = TO T QR By 3 o AU 2
I R 21 OO 2
211 B HUTR e 2
202 BB GERE oottt 2
2.2 AT T ettt 4
221 CMD_SET _BR wooiiiieieeeeseeiie s st sas s sss s s s s ansnssnsenes 4
32 ! V.| o I =5 S [N =3O 6
223 CMD_KEY _RNG ..ottt ettt en s sn s 7
224 CMD_KEY _UPDATE ..ottt ettt en s sse s 8
225 CMD_FLASH _ERASE.......oiiiieeeeeeeeeeeeevees e st esee et ss s se st eseen s en s s s 9
226 CMD_FLASH DWNLD ...ttt sn et snens 11
227  CMD_DATA_CRC_CHECK ....oiviieeieeeeeeesee ettt sn e snens 13
228  CMD_OPT_RW ..ottt ss st an st en s snseaneas 15
2.2.9  CMD_USERX _OP....coooooeieeeeeissesieeiesseesss s s asse s ss s ss s ssan s s ssn s ssss s ssananssanenns 16
2210 CMD_SYS RESET ooiiiiicieseeeee ettt st ss s ss s an st n s 20

23 BRIRZS T VI oottt sttt ettt 21
230 R IR R T oottt 21
232 BRI IR R T oottt 21
A T T A I 5 N OO 21
O O TO B I :J 2 L = [OOSR 23
3.1 B IV LI g i OO 23

T R -3 el i 1 OO 24
T I B8 = 1 i 1 OO 24
KT BT < TReat 2 e R et 1 OO 26
304 P IKEEAE AT D FE BRI oottt 26
3.5 EIF ARG A D TEBITRFEI oottt 27
O < 7. OO 28
S N < OO 29

A AR A3 F7 PR 22 5] Nations Technologies Inc.

] Hhhib: PRINTTRS (X R AL X SRR 109 5 E R{TA KE
HIE: +86-755-86309900 f%T¥: +86-755-86169100
R4 : info@nationstech.com HE%w: 518057



NQtion v:« www.nationstech.com

EIREK

1 BOOTER

i FHE B 3& FH T-N32L40x. N32L43x. N32G43x 27t F, it 7 H P F&Eahfe, A

(LI

1) B0 SCERE:
A. HFUSARTL, HARPRFHRSCRRYIR M 2.2.1 TR

2)
3)
4)
5)
6)
7)
8)
9)

B.

a) N32L40x.N32L43x.N32G43x %1 MCU 3¢ R Wi, 32 11 4 PAY(TX).
PA10(RX);
CRFUSB #21, i DFU #hi F 3k

H3 1 SRR SRR ER IR e 1 s DX«

§5 HE BRI -

ERE, R EAHLE TR % OXTF, MCU AN A7 & 2% R8s, R E 1
PR, ZA 720 N32L40x. N32L43x. N32G43x %41 MCU A 3¢

s

S RS A

FHE, EAYLSIEHE MCU J@Ed & FUm s, w2l H 9600bps (1 RE R 1
A7, 8 CMD_SET_BR fir % BB B R, IR (9] B M J5 AR AL
WRARE MR R A, KR BUROIRAS,  N32L40x. N32L43x.
N32G43x #41, #B3FFizfh 7.

SCRF Flash #2BRThae CT TR IZ T CEBER)
SCREEOE SRR T N R Bk
SCRE N #EE CRC32 15
Y FF L BOOT LS
SCRFBREE B H P X AT
SCREBRAE R AT F#:1E
SCRE FLASH 73 X3 X 455 T B 25 PAIE ;
SCHFSY X 2 B T T s
10) X FFn# F# (AES-128 ECB)
A TEANFIR T8 FHMCURS [y BOOTI Zhfe . SRS FH A 4H
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ERKAK

2 BOOTHE R4 AbH

BOOTAE /¥ 3 Fillif USART/USBH: F N 8 M P A2 e At . B, E SR BIE
Mo N R K A & A B AR

2.1 WA RBHESEN

2.1.1 & FIR
Table2.17r 4 %€ X
2K BE R EE UL B
CMD_SET_BR 0x01 | B DSREE (U DA 20
CMD_GET_INF 0x10 | USRS RS BOOTRA S, & 1D
CMD_GET_RNG 0x20 | ZRHLFHHLEL
CMD_KEY_UPDATE 0x21 | HUBINE N8 H s o X UGE%
CMD_FLASH_ERASE 0x30 | #FRFLASH
CMD_FLASH _DWNLD 0x31 | NHH I EIFLASH

CMD_DATA CRC_CHECK | 0x32 | CRCK:&: N H LK
U BRI RS T SRy 2541

CMD_OPT_RW 0x40 \

- - FLASHTL 5 37, DataO/1fic & . USERFCE)
CMD_USERX_OP 0x41 | 3KELSr XUSERX AN, it # 43 XUSERX A/
CMD_SYS RESET 0x50 | RAENL

2.1.2 BB
KRR g, H, <<>"RRLAOEGH B, “OMUERTES
A A S 7B
1. BRERSBEEH
1) LEIRAEH:
<CMD_H + CMD_L + LEN + Par> + (DAT).
CMD_HMER —Hin 7B, CMD_LAR —Hin & 7B LENFUR ZIEHIE K
B ParfREANFE @A SH: DATIRE FEFR A T2 RIS M B AR KE
2) TEMELE:

A AR AR F PR 4 7] Nations Technologies Inc.
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ERKAK

<CMD_H+ CMD_L + LEN > + (DAT) + <CR1+CR2>,
CMD_HRE—Zfan 7B, CMD_LIRER —Fin S 7B, TFEMSFEBANT N
FERa A FEBAME: LENCERRIZEIEKE; DATRE T2 M L2 N2 H BAARE
P&: CR1I+CR2MCFE M LEREIFIIEASPATE R, H LERIEGS—H. —FmdT
BAE T4, BOOT[HZCR1=0xBB, CR2=0xCC.
2. VHEEBERSEIELEH
1) USB #4584 B 451
USB # K H DFU 0%, 1 I DFU 1.1° 30!
o [N TRLEEZEKES:
{#FIDFU_DNLOADi# K F & 215455 .
o [{NZKEUTZERZETES:
{fFIDFU_GETSTATUSI# R 3K T 2 N &5 F5 4 B
2) HOfRASEHE AN
o [N TINRIZETES:
STAL + STA2 + { L JZ15 44514} + XOR.
STALMISTA2&Z | L Kikan A WIS A 737, STAL1=0xAA, STA2=0x55. HT
O R AT AL R 32 R VB R
XORMREZ AT A F WM R Bz HE (STAL+STA2 + { LEFEA454D) .
o NI ENE:

STAL + STA2 + { N Z N4 1} + XOR.

STALHNISTAZ2:E H LR IA i 2 W57, STAL=0xAA, STA2=0x55. HIT
AR B ik R D R R

XORMREZ A & F I REIZHAE (STAL+STA2 + { NEMZLMY) .

A AR AR F PR 4 7] Nations Technologies Inc.
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2.2.1 CMD_SET BR
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Zdn 2 T SO BURF R P BOOTHRA, B teh HBRFR, LR LN EIN A 2L

B4
byte 2| b7 | b6 b5 b4 b3 b2 b1 bo
O(CMD_H) | 0x01 —Zir 4B
1(CMD_L) | 0x00 —#ifrd7Ek
2~3(LEN) RIEFHEKE: 0x00, 000
4~7(Par) Par[0~3]: #EHFFRESE
(DAT) T

® Par[0~3], HMPFrR R R EMEN A EHR K, BEJaRA 2.4Kbps ~ 4.5Mbps;
® [{RFH{H: 0x00;

JREMNE
byte 2t b7 b6 b5 b4 b3 b2 bl b0
0(CMD_H) | 0x01 — 24 7B
1(CMD_L) | 0x00 —Zifn A5
2~3(LEN) | &iE##EKE: 0x00, 0x00
(DAT) "
4(CR1) REFAL
5(CR2) REFHT2

® IRAEFTI(CRL. CR2)MRE M S PATIE L7 N:
1. R IRESAREAL(OXAO. 0x00).
2. R[EIRM: RZESFREL(0XBO. 0x00).

I TH R R BT 8 SRR AR S (N FORS R, | FoRAHR):

4729
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® N32L40x. N32L43x. N32G43x %%l MCU BOOT V1.1 JigA 5 [ 42 3 K

R Peks g
(MHz) 2400 | 4800 | 9600 | 14400 | 19200 | 38400 | 57600 | 115200 | 128000 | 256000 | 576000 | 923076
4 | v | NN N N N N N N N N N
6 | v | N | N N N N N N N N N
8 | v | N | W N N N N N N N N N
shagmtsr |12 | N | N | N N N N N N N N N
6| v | V|V N N N N N N N N N
a | N | V| N N N N N N N N N
2| N | V| N N N N N N N N N
wasees | 8 | v | v | W N N N N N N N N N
® N32L40x. N32L43x. N32G43x £#%] MCU BOOT V1.2 A 8 43R 57
I EhB% g
(MHz) 2400 | 4800 | 9600 | 14400 | 19200 | 38400 | 57600 | 115200 | 128000 | 256000 | 576000 | 923076 | 1M 5M | 2M | 225M | 3M
a | v | NN N N N N N N N N N N N N / N
6 | N | N | N N N N N N N N N N N N / N
8 | N | N | W N N N N N N N N N N N N / N
phEgmer | 12 | N | N | W v v v v v v v v v v v v / v
6] v | V|V N N N N N N N N N N N N / N
| N | V| N N N N N N N N N N N N / N
2| N | V| N N N N N N N N N N N N / N
waseer | 8 | v | N | A N N N N N N N N N N / / / /
5/29 FE R BeA R MR 24 %) Nations Technologies Inc.
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2.2.2 CMD_GET_INF
% A PRI AR IBOOTIA S . B a . AHID. B RIS BILAF
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55,

ER#HES:

oyt~ b7 b6 b5 b4 b3 b2 b1 b0
O(CMD_H) | 0x10— % & 7-E%

1(CMD_L) | Ox00— i fin & 7B

2~3 (LEN) | AiAHHE e

4~7(Par) 1R

(DAT) T

® {REFA{EH: 0x00.
® LEN KiEHIEKE: 0x00(LEN[0]). OxO0(LEN[1]), LEN = LEN[O] +(LEN[1]<<8).

JRENE

oyt~ b7 b6 b5 b4 b3 b2 bl bo
0(CMD_H) | 0x10— % fin & 7B

1(CMD_L) | Ox00— % A7 E%

2~3 (LEN) | #¥EKE

4~54(DAT) | BOOThHRA S A5 RS, S HID. & RIMLE R
55(CR1) AT

56(CR2) REF2

® R (CMD_H)M L E$E4H ¥ (CMD_H) X} i,

® LEN &% 4#EKE: 0x33(LEN[0]). OXO00(LEN[1]), LEN =LENI[O0] + (LEN[1]<<8).
® DAT[Ol: AR5 &R
PR S 0x02

o

DAT[1] 0xXY, BOOT #r 4% A 5 (BCD 1)

0x10: #5/RBOOTAH H [ r SEMAS, R HVL.0M a2 HERRA

DAT[2]: BOOT Al

® DAT[3~50] 48Byte
DAT[3~18]: 16Byte UCID (fji: 36 02 13 21 12 50 48 54 38 39 39 30 30 01 4F 85) ,

FRBEAR A3 A FR A F] Nations Technologies Inc.
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DAT[19~30]: 12Byte Chip ID(UID) (. 36 02 13 50 48 54 38 39 39 01 4F 85)
DAT[31~34]: 4Byte DBGMCU_IDCODE ({j|: 0154 87 F8)
UCID/ UID/ DBGMCU_IDCODE A% & X W, {UM_N32G45x 5 51| H F F 1)

(UM _N32G4FR £ 51 H ' T/t

ZAAFMY (UM _N32L40x 251 7 Tt

(UM_N32WB452 % 41| i J* /51
(UM_N32L43x &5 FH - T

(UM_N32G43x

DAT[35~50]: 16Byte (f#H);
® IRATFII(CRL. CR2)MME A A PAT I 70 M-
1. IRE T RESFRELL(0XAO0L 0x00).
2. IR [E R RS HRELL(0XBOL 0x00).

2.2.3 CMD_KEY_RNG
FREUF P 7 B BT 7 A 1 N B L

LR 4:
byle~_bit | b7 b6 b5 b4 b3 b2 bl bo
O(CMD_H) | 0x20—Zfir & 7Bt
1(CMD_L) | 0x00 4 7B
2~3(LEN) | RikHdE K FF
4~7(Par) 1R
(DAT) T

® {RE{H: 0x00;
® LEN KiE#¥EK . OX00(LEN[O0]). OX00(LEN[1]), LEN = LEN[O0] + (LEN[1]<<8).

JRERE

byte™~_bit b7 b6 b5 b4 b3 b2 bl bo
O(CMD_H) | 0x20— % ir &7 B

1(CMD_L) | 0x00_— %k fin 57 B

2~3(LEN) | KIEHEK

4~19(DAT) | 16BytesH ELFH HL AL

20(CR1) | WR&F1

21(CR2) | IR&EF152

® LEN Kik%#EKE: 0x10(LEN[0]). OxO0(LEN[1]), LEN = LENI[O0] + (LEN[1]<<8).

7129
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® 16Byte [ FLFAMNLE v A k.

® RET

F(CR1. CR2)MR¥E a2 HATIHIL I A :

1. R [EIEET): IRESIRENSL(0XAO. 0x00).
2. R[EIRM: RESAREAL(0XBO. 0x00).

2.24 CMD_KEY_UPDATE
R AT DO e S 8 B A 7 DA IE S P S8, SE WAl 7 2248 FICMD_KEY_RNG3RHfif

LA, BEHLEH T EALHLAE > 16Bytesi IR %5 SHIAE(E, Pl

www.nationstech.com

itCMD_KEY_UPDATEZ: 4Kk

H£44BOOT, BOOTHM ZNEM INEINS IR LR, BRI SR #]. Hiws)
S I

24
byte~_bit | b7 b6 b5 b4 b3 b2 bl b0
O(CMD_H) | 0x21—Z & 7Bk
L(CMD_L) | = a4 5B HHERSIID
2~3(LEN) | RiEHEKE
4~7(Par) {REA{E: 0x00
DAT[0~15]: 16Bytesi¥]IHZ$INIEE
DAT[16~31]: 16Bytesf)H#r 2714
8~55(DAT) | DAT[32~47]: CRC32W 4 n#14

4Bytes) CRC32/% 5 A (IH 25 H+# % $A{H) + 12BytestH 7 {1 0x00
PR 16Bytes ) it A 1H 25 41 hn 2

® CMD_L: fURFTELEHMHHRS ID

1.

DAT[0~15]:
DAT[16~31]:

ID(0x00~0x1F): #4HZ& 5] ID.
LEN & I&E#E K F: 0x30(LEN[0]). OX00(LEN[1]), LEN = LEN[0] + (LEN[1]<<8).
PREAME: 0x00,

DAT[32~47]: CRC32 {41 .
EAZHLA CMD_KEY_RNG FREL 16 A7 BEHLACN IH 2 4148 i A E(E -
FIIH S35 184, BOOT HIH 4R % e B AR AE B 8]

8/29 AL AR 47BR 4 7] Nations Technologies Inc.
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ERRA

RN

byte bit b7 b6 b5 b4 b3 b2 bl b0
0(CMD_H) | ox21— a4 7Bt

1(CMD_L) | — it 27B: HEHID

2~3(LEN) | KixsHdEE

(DAT) I

4(CR1) RAEFA

5(CR2) RAETFHI2

® LEN Kix##EK . O0x00(LEN[O0]). Ox00(LEN[1]), LEN = LEN[0] + (LEN[1]<<8).
® IRAEFTI(CRL. CR)MRHEfr S HAT I 70 M-

1.

RESE: RESHREAL(0OXAO. 0x00).

2. RBIRM: REFFEN(CRL. CR2)

1) (0xBO. 0x00): i [A] I

2) (0xBO. 0x10): Z4HZE 5| ID U Hi%;

3) (0xBO. 0x11): #r# 4] CRC KIHiiR:

4) (0xBO. 0x20): [HZEFHINUFRIL;

5) (0xBO. 0x21): [HZ4HNIE SRR E L R 1] 5
6) (0xBO. Ox3F): BB H{E BRI

2.2.5 CMD_FLASH_ERASE
BOOTH it LL A B (L MR FLASHI TR, 280 UMb ik s = 0B BOBCER PR 0 S48, 280

FIFLASHZS

R BRI EANFLASHZ /], L& AR AT

MAFEEIIETNRE, IR AT 75 E 4 FICMD_KEY _RNGIREUENL L, FFdE4TIAE.
BOOTHEALLL T N HATHEFRFLASHIN TN RS, R TU 4w S AR T B0 Y 4248, 4820k
FIFLASHZ 8] A RE B I B ANFLASHZS 8], H 2 /DRI T,

9/29 AL AR 47BR 4 7] Nations Technologies Inc.
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BERREAK

LE#H4:
oyte—Dt b7 | b6 b5 b4 b3 b2 bl b0
O(CMD_H) | 0x30— i & 7B
L(CMD_L) | =g fn 7B HRRIXS
2~3(LEN) | RiEHdEKE
4~7(Par) bk gR 52775 0~255
T 27-71:1~256
DAT[0:15]: 167 TUSERL/2/34y X AR 2 BHIANUEAE, AN T
BEINIE TS L
® CMD_L: #RoX5
1. 0x00 = USER1;

8~23(DAT)

2. 0x01 = USER2;
3. 0x02 = USERS3;
® LEN KEHHKE: 0x10(LEN[0]). O0xO0(LEN[1]), LEN = LEN[O0] + (LEN[1]<<8).
® EERHLKEATEE H Par BN 4 TR
Par[0~1]: Ulthhlg 5257 (0~255)
T hESR S = Par [0] + (Par [1]<<8);
Par[2~3]: T1%k25717(1~256)
TU# = Par [2] + (Par [3]<<8);
05 1 1 #hki y0x0800_0000, LAJ5 (T thtik g 5 1, i Hhdik 8 510x800.
Ea/R
15 T 14 H 4k 50x0800_0000 + 1*0x800 = 0x0800_0800
2'5 71 14 Hiik y0x0800_0000 + 2*0x800 = 0x0800_1000

BN PR R ) bk

betn: sUdikgw 5 H0x01, TI%H0x02

VU422 e F L Vi L«

(0x0800_0000 + 1*0x800) ~ (0x0800_0000 + 1*0x800 + 2*0x800)

Bl (DiHbhbgm 5 E bbb~ (Dihhbgm 5 00 e bt + 5 v i k)

10/29 AL AR 47BR 4 7] Nations Technologies Inc.
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ERREA
JRE L

oyt~ b7 b6 b5 b4 b3 b2 bl b0
O(CMD_H) | 0x30— % & 7-E%

1(CMD_L) | —Zan % 7B ¥R X

2~3(LEN) | KiEHIEKE

(DAT) i

4(CR1) REFAL

5(CR2) REFH2

® LEN KIEHHEKE:

1.
2.

RS ARESFREAL(OXAO. 0x00).
IR AR AREIREAL(CRL, CR2).

9)

(0xB0O. 0x00): & [A] 2
(0xBO. 0x20): ZEEHINIE R

(0xBO. 0x21): #EHIAIE SRk Hok i BR )
(0xBO. 0x30): #f% FLASH Ti# RDP {#3";

(0xBO. 0x31): #[%: FLASH T4 WRP 1{#3";

(0xBO. 0x32): #EFk FLASH T4 X AR3;

O0X00(LEN[0])~ OxOO(LEN[1]), LEN = LEN[0] + (LEN[1]<<8).
® REFT(CRL. CR)MRIEA SHATIEIL /3

(0xBO. 0x34): #EFk FLASH Hihibyi A (F8i8 H FLASH K/N);

(0xBO. 0x37): #EFk FLASH KK
(0xBO. 0x3F): BB B BRI

10) (0xBO. 0x3F): HHT& H(5 KRN,

2.2.6 CMD_FLASH_DWNLD
ZAr SR A P R RIS B4 B FLASH A, K B 216 715 0 5% CR &2 BALHL A 3l
#hOx00) , #H bR AR,
MR IESOINE R, JOE N 0% R EECE YIE N T #aT  ZAE H
CMD_KEY_RNGIRHUBENLEL . X T2 XUEINE FE, FERAL S X5 a8 5
T ELE I R RIS R4S XA R 25 5D S 4 i ) S50 i 25 W SO 'S5 NFLASH.

11/29
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ERRA
LER4:
byte 21 b7 | b6 b5 b4 b3 b2 bl bo
1(CMD_H) Ox31— L fin 2B
2(CMD_L) ZRA A TR THAX S
3~4(LEN) AL B K P
5~8(Par) TNEFLASHIP k2 4 Hh bk

8~23+N(DAT)

DAT[0:15]: 16 FUSER1/2/3%3 X\ IIF A2 AHIAE A
DAT[16~16+N]: N#MEAAHHE O e JEmeE)
DAT[N+1~N+4]: JEin#%#EH 4Byte CRC32RR 4 {HE

® CMD_L: F#HHKX5S
1. 0x00 = USER1;

2. 0x01 = USER2;

3. 0x02 = USERS3;
® LEN KEHMKE: OXXX(LEN[0]). OXxXX(LEN[1]), LEN =LEN[0] + (LEN[1]<<8)
® Par[0~3]: T# FLASH Wyd#ashsl, & N4 Address = Par[0] | Par[1]<<8 |

Par[2]<<16 | Par[3]<<24.

® DAT[0:15], Reserved.
® DAT[16~16+N]: F# I HAREHE
1. USB: #¢k 128 N, 15<=N<=143, N+1 4% 16 K54

2. USART: # Ak 128 INF11, 15<=N<=143, N+1 %K 16 HIEH.
DAT[N+1~N+4]: BN %k 4Byte CRCI2I L H R BN

oyt~ b7 b6 b5 b4 b3 b2 bl bO
0(CMD_H) | 0x31— %% i & 7Bt
ICMD_L) | it o7 h: FRAKS
2ALEN) | RIBHR KT
(DAT) I
3(CR1) REFL
4(CR2) REFHI2
5(XOR) FEIEH SR
12/29

FRBEAR A3 A FR A F] Nations Technologies Inc.

Hohk: VRINTRG L X AL X R IR 109 SEREARAKE
Fif: +86-755-86309900 f%I1: +86-755-86169100

lR4%: info@nationstech.com H(%w: 518057



Nation &
ERRA v
® LEN KiEHIEKE: 0x00(LEN[0]). OxO0(LEN[1]), LEN = LENI[O] + (LEN[1]<<8).
® RATFII(CRL. CR)MME A A PAT I 70 M-
1. NERY): REFRES(0XA0. 0x00).

2. FHEERM: WREFEN(CRL CR2).

1)
2)
3)
4)
5)
6)
7)
8)
9)

10) (0xBO.
11) (OxBO.
12) (0xBO.

(0xBO.
(0xBO.
(0xBO.
(0xBO+
(0xBO+
(0xBO.
(0xBO.
(0xBO~
(0xBO~

0x00):
0x20):
0x21):
0x30):
0x31):
0x32):
0x33):
0x34):
0x35):
0x36):
0x37):
0x3F):

www.nationstech.com

ACIESVE

IR R
BEEFHVIE SR S i B 1)

¥ FLASH Hutib# RDP £47;

N#K FLASH Hutib# WRP £R47;

T FLASH Hihil g 7 X AR 45

T FLASH Hihik3i Rl 23 [X 5

T FLASH iy B (Rl 1A FLASH RN
N FLASH 2tk A 2 16 =155 5%
T FLASH #2216 IR 4K
%FE FLASH 20

BB HAE BRI

2.2.7 CMD_DATA CRC_CHECK
%A TR N EBRE & B IEW, &R N EOEE R R AT BRI R LN, B
DR R T #e a4t — 3 TCRCE S,  FETR 4 T HR it T 2 3dE i CRCAE AR B8 AT Ui 1
Bk DL R AR B0
LAFRENIERT, CRCEIHT 7 A HHCMD_KEY _RNGIREUEHIEL, FEHEATIE,

LEHE4:

13/29 AL AR 47BR 4 7] Nations Technologies Inc.
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Nation &
pyte 21 b7 | b6 b5 b4 b3 b2 b1 bo
O(CMD_H) | ox32— %47
L(CMD_L) | “an B REX T
2~3(LEN) RIRBHEAKE
4~7(Par) 32bit CRCE: 4 A
DAT[0:15]: 167FUSERL/2/34) X W\ IIE B 25 4H A IE{H
8~31(DAT) | DAT[16:19]: K& iEEinHht
DAT[20:23]: RIGKFEE(RAL: 797, KEE&H/N2KB)

® CMD L: R/ X 5

1. 0x00 = USER1;

2. 0x01 = USER2;

3. 0x02 = USERS3;
® LEN Kik##EKE: 0x18(LEN[0]). OxO0(LENI[1]), LEN = LENI[O0] + (LEN[1]<<8).
® Par[0~3]: 32bit CRC K56 {H, HA KA CRC32 = Par[0] | Par[1]<<8 | Par[2]<<16 |

Par[3]<<24.

® DAT[0:15]: TAUERZHINIEE
® DAT [16~19]: K iAM I, H & ANy Address = DAT[16] | DAT[17]<<8 |
DAT[18]<<16 | DAT[19]<<24, Address " fEE1E FLASH 5 FE M .

® DAT

[20~23]: Ae4 KB, LA BN CRC_LEN = DAT[20] | DAT[21]<<8 |
DAT[22]<<16 | DAT[23]<<24, CRC_LEN HEEREA RN, KEKT 2KB, HZ 16 K%

A

JRENE

oyt~ b7 b6 b5 b4 b3 b2 bl bo
O(CMD_H) | 0x32 —Z 4 7B

1(CMD_L) | =4 7B: REnXs

2~3(LEN) | AOREE K

(DAT) T

4(CR1) REFL

5(CR2) REFT2

14129

FRBEAR A3 A FR A F] Nations Technologies Inc.

Hohk: VRINTRG L X AL X R IR 109 SEREARAKE
Fif: +86-755-86309900 f%I1: +86-755-86169100

lR4%: info@nationstech.com H(%w: 518057



Nation &

EIREK

www.nationstech.com

® LEN KiEHIEKE: 0x00(LEN[0]). OxO0(LEN[1]), LEN = LENI[O] + (LEN[1]<<8).

® RATFII(CRL. CR)MME A A PAT I 70 M-
1. KR REFREL(0XA0. 0x00).
2. RERM: REWRELL(CRL, CR2)
1) (0xBO. 0x00): i [H] 5k

2) (0xBO. 0x20): CRC & ZEHINL I

3) (0xBO. 0x21): CRC #5& & PHIAE M H5 ke ik PR A
4) (0xBO. 0x32): CRC itk o X R4

5) (0xBO. 0x33): CRC 3& bk Fl 5 7 [X s

6) (0xBO. 0x34): CRC fiuihhkyuEEk s (FEH H#A FLASH K/
7) (0xBO. 0x35): CRC &I HLbEA 2 16 715 %) 5%
8) (0xBO. 0x36): CRC KIGKJEAZ 16 Mfikk, mi#EKE/NT 2KB;

9) (0xBO. 0x38): CRC K45k
10) (0xBO. Ox3F): B #r s H#{E B

2.2.8 CMD_OPT_RW

A S TR E8E (B VAP S . FLASHIUS /)", DataO/1fid & . USER

L&) .

FEHES:

byt~ b7 | b6 b5 b4 b3 b2 bl bo
O(CMD_H) | 0x40 —Zifr4d B

1(CMD_L) | =i 7B

2~3(LEN) RIEBARAK

4~7(Par)

8~27(DAT) | ET7 T B 207711

® CMD L AT
1. 0x00: ZREUELIFT .
2. 0x01: Mc B L7,
3. 0x02: MCELEIIFTT, HEN.

® LEN RiEHHEKZE: 0x14(LEN[0]). OXO0(LENI[1]), LEN = LENI[O0] + (LEN[1]<<8).

15/29
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® DAT[0~19]: I TACE 20 N1

RDP. nRDP. USER. nUSER. Data0. nData0. Datal. nDatal. WRPO. nWRPO.

www.nationstech.com

WRP1. nWRP1. WRP2. nWRP2. WRP3. nWRP3. RDP2. nRDP2. Reserved.

nReserved;

1. CMD_L =0x00: 4=#:Jy 0x00.

2. CMD_L =0x01/0x02: [i & kI NE S5 N IIME.
RN
oyte—~D1t b7 b6 b5 b4 b3 b2 bl bo
O(CMD_H) | 0x40 — 24 7B
1(CMD_L) | — a4 B
2~3(LEN) | RiEHdEK S
4~23(DAT) | T 15 & 20745
24(CR1) | WR&F1
25(CR2) | IR&F1i2

® LEN KiE#¥EK . O0x14(LENJO]). OX00(LEN[1]), LEN = LEN[0] + (LEN[1]<<8).
® DAT[0~19]: MFIEIIFTACE 20 N1

RDP. nRDP. USER. nUSER.

Data0. nData0. Datal. nDatal. WRPO. nWRPO.

WRP1. nWRP1. WRP2. nWRP2. WRP3. nWRP3. RDP2. nRDP2. Reserved.

nReserved;

® RAEFTI(CRL. CRMRYE i & AT I 9

1.

R RAPREASL(0XAO0L 0x00).

2. BRH R REHREAL(CRL, CR2)

1) (0xBO. 0x00): 3R [A] Ik

2.2.9 CMD_USERX_OP
ZA 4 F T Lk e B 4y IXUSERLI2/3 K/, 43 X Tt B 58 B it 2 A 4 X 1 B et

M. 7rXUSER1/2/3 K/ A AEBCE — I, A AIBINVRIIMMU 73 X 5 A Bo Bk (2240 iy

NVRIER, e R FHBILER) .
FEULH P R

LU FHE

16 /29

AKX, HECEUSER3 (BB EHINE DD BIn. 5 7 EXTUSERL B
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1, HAE — FUSER1. USER1 + USER3H A /NNFUAEAFLASHI KN

2. NPTy = A

X, SeftBEUSER3 (ALEEZNFH) , HACEUSER2 (it & 5% H3h

) BIn. R FHEEMUSERIMEE M, HACE — FUSER1. USER1 + USER2 + USER3[)K
INIL IR EAFLASHIP K 71N

LER4:
byte bit b7 b6 b5 b4 b3 b2 bl b0
O(CMD_H) | 0x41 —%#rd 5B
1(CMD_L) | —Zar b7
2~3(LEN) RIEHIRKE
Par[0]: %X USER1/2/3
Par [1]: ZrXUSERL1/2/3°K/)h
M o T e RINTE P TTY
Par [3]: Zr XANUERTINEE 4 AE i B
DAT T

® CMD L —#ifrdFFx:

1. 0x00: #EHNr[X USER1/2/3 K/NECE .

2. 0x01: PCE/rIX USERL/2/3 K/, %8 ID. J3 XUIE/INEE T 448 e -
® LEN KiEH#EKZ: 0x00(LEN[O]). OXO0(LEN[1]), LEN =LEN[O0] + (LEN[1]<<8).

® Par[0]: 7r[X 5
1. 0x00: 47X USERL.
2. 0x01: 77X USER2.
3. 0x02: 74r[X USER3.

® Par[1]:

1. CMD_L =0x00: 0x00.

2. CMD_L =0x01: 43rIX USER1/2/3 K/MicE

Iy XK/ NHE TG . 0x1(16KB) ... Ox1F(496KB). 0x20(512KB), USER1 + USER2
+USER3 = 512KB; H " XUSERL/2/3 K/t & J5 H hd M.

o3 XK/t bk A 1
43 X B AE 1 52 90x0800_0000, 43 X ISR M kil Ay g 4 bk AN FLASHI 25
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ERRA
& (HLWFLASH S & 4512K, IR Hisik0x0800_0000 + 512*0x800 =

0x0808_0000)
WIHRUSERL4F X 1, MJUSERL 43 X Huhik: i [ A0x0800_0000 ~ (0x0800_0000 +
USER1_Size*0x4000).
WIRUSER3 X 1, WUSER3 73 X Hidik§ [l 4y (0x0808_0000 —
USER3_Size*0x4000) ~ 0x0800_8000 ({3 #IFLASHA Hhtik A0x0808_0000) -
USER2f)7; X Hidik, E bk JYUSERLHIR b, Kbl HUSERIA & Hihik. iR
USERLEA 73 X, MIUSER2H 15 Hudik 75 2 HUSER2_Sizeffi i€ .
® Par[2]:
1. CMD_L = 0x00: OXFF.
2. CMD_L =0x01: 0x00~0x1F N F#/ 5 XIMEZEEHZ 5] 1D,
OXFFRRARE R F1D, 41 F%F R USERX A & 1D A H) W Par [ 3] 18 ;
® Par[3]:
I XYGEFNE M RERCE, OxXY
X =0- AMERES XINIE, A LARCE N1
X =1- ffResr XIAIE, ARERECE H0;
Y =0 - AMEREINE T &, 7T LANC & 91
Y =1- fERensE ~E, AsERCE NO;
1. CMD_L =0x00: ZHUIRZS, fRE{E 0x00;
2. CMD_L =0x01: FCEARZ, FEE 0xXY;

JRIE R

18/29 AL AR 47BR 4 7] Nations Technologies Inc.
Hohk: VRINTRG L X AL X R IR 109 SEREARAKE
Fif: +86-755-86309900 f%I1: +86-755-86169100
lR4%: info@nationstech.com H(%w: 518057



NQtion v:“ www.nationstech.com

EIREK

byte bit b7 b6 b5 b4 b3 b2 bl b0

O(CMD_H) | 0x41 —#fin 47

L(CMD_L) | a4 7B

2~3(LEN) | AiAHE S

DAT[0]: 4r[XUSER1/2/3

DAT[1]: 4r[XUSERL1/2/3K /)

DAT [2]: 77 XINIEEH R 5] IDECE RS

DAT [3]: 2HUH) 43 XA TE RIS 4 f fefic &

4~7(DAT)

8(CR1) WETIL

9(CR2) T2

® LEN KiEHIEKE: 0x02(LEN[0]). OxO0(LEN[1]), LEN = LENI[O] + (LEN[1]<<8).
® DAT[0]: X5
1. 0x00: 73X USER1.
2. 0x01: 4r[X USER2.
3. 0x02: 74r[X USER3.
® DAT[1]: BHU XTI 73 X USERL/2/3 K/
I3 X KN YR . 0XO(OKB). 0x1(16KB) ... 0X1F(496KB). 0x20(512KB),
Ox0F 7~ A& 7> [X K/Iv, USER1 + USER2 + USER3 = 512KB;
® DAT[2]:
1. 0x00, C.4HCHE ID;
2. OXFF, RAECE ID
® DAT[3]:
BEHLAr DONUERT N 25 N3 REICE,  OxXY
X =0- AMERES XIAIE, 7T PARCE AL,
X =1- g5 XIAE, AReRCE NO;
Y = 0 - AMEREINE T4, WAL E L
Y =1- fEReINE FE, ARERCE ANO;
® RAFI(CRL. CRMRIEAT S PATIHE L/ N:
1 R REPRELL(0XAO0. 0x00).
19/29 R4 A4 45 B 42 7] Nations Technologies Inc.
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Fif: +86-755-86309900 f%I1: +86-755-86169100
lR4%: info@nationstech.com H(%w: 518057



www.nationstech.com

Nation &
ERRA
2. R[EIRM: IRESAREAL(0X70. 0x00)
1) (0xBO. 0x00): i [A] 5
2) (0xBO. 0x10): #4HZ 5| ID Ju [ Ei%;
3) (0xBO. Ox3A): 7rX K/NCABLE, TIEHKELE;
SrIX K/NBC B AR, W2 2 USERL + USER2 + USERS =
FLASH %¥#&, USER1/2/3 Iic & /> >y 0x01(16KB);
5) (0xBO. 0x3C): 4#rIXECE T4 1%, LA LHE USERL 8{# USER3;
6) (0xBO. 0x3D): 7rX#EHZ 5| ID FLE RMEFE AR E
7) (0xBO. OX3E): 4 XI\UEFIINES N4 (i Relc & Rk O Al E
8) (0xBO. Ox3F): B FRASE B RN,

4) (0xBO. Ox3B):

2.2.10CMD_SYS_RESET
Zin 2 H TR ABOOTIE T -

24
oyte—21t b7 | b6 b5 b4 b3 b2 bl b0
O(CMD_H) | 0x50 —Zi#n 4 7B
1(CMD_L) | 0x00 s 7B
2~3(LEN) RIEHIRKE
4~7(Par) R
(DAT) T

® {RF{EH: 0x00;

R
byte—~1t b7 b6 b5 b4 b3 b2 b1 bo
O(CMD_H) | 0x50 — %47
1(CMD_L) | 0x00 —Zn4 7B
2~3(LEN) | KiEHEKE
(DAT) T
4(CR1) W&F1
5(CR2) W&FII2

® IRETT(CRL. CR2)MRAE i & AT KL 73 79

20/29
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EIREK

1. R8I AREAREAL(0XA0 0x00).
2. R[EIRM: IREAREAL(0XBO. 0x00).

2.3 IRBEMREF A
2.3.1 REIRINIRSF

AR BT RS2

REPFEAL(OXAD. 0x00). Fon EE TR HATE, &\ RIPIRE S

A T E. B A A I R IR A .
2.3.2 RERBOREF

AEIESIVE

RAEPREAL(0xBO. 0x00). Fon FJE T AR M4 T HAN R R (hy & 852 4%

A IR ECE BN ) PAT R 3R [ RIBCIRE T

2.3.3 REIHARSZE
TR FLRAS 7 B3R [ R, 55— 3 IR S R AN R (A R 0

1) (0xBO.
2) (0xBO.
3) (0xBO.
4) (0xBO-
5) (0xBO.
6) (0xBO.
7) (0xBO.
8) (0xBO.
9) (0xBO.
10) (0xBO.
11) (0xBO-

0x10): #EHZE | ID V6 HIH1%;

0x11): FrEEH CRC KLIR4H 17

0x20): ZEHINIE KM

0x21): FEAHINUE R BOIREHE I R il

0x30): %%/ N % FLASH T #% RDP {#%";

0x31): ¥R/ T % FLASH T4 WRP {£4";

0x32): #[/ F#/CRC BE b 7 X AR5,

0x33): R/ T #/CRC 16 hEE S 71X 5

0x34): R/ TN E/CRC B bk Jo FElEk S (3B H A FLASH K/ );
0x35): #F/ F#/CRC BEa i bl A2 16 715X 5%

0x36): F#/CRC RIEIEK AL 16 MIREEG B R R ¥k FLASH 1

KJE, a2 FEARL S| FLASH K, s &R56 FLASH CRC {H K &

12) (0xBO.
13) (0xBO.
14) (0xBO.
15) (0xBO.
16) (0xBO.

0x37): #EBR/ T %k FLASH %2R

0x38): CRC K56 5 ;

0x39): L5 IX, ARTFEfR gt L1 B8 Lo;

0x3A): X COAHE, LEHKEILE;

0x3B): 4 X K/NECEH R, 20 /£ USER] + USER2 + USER3 = FLASH &
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EIREK

=

B
17) (0xBO. 0x3C): 4 XACE PR, WA E USER] 5% USER3;
18) (0xBO. 0x3D): 4rX#fHZ 5| ID BLE R EH AN E
19) (0xBO+ 0x3E): ZrXINUEFIINE T4 REfiL B R M DA E ;
20) (0xBO. 0x3F): BB BAS H AR
21) (0xBB. 0xCC): [EKIEMS—H. — K> TBAE TAEM 2.
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EIREK

3 BOOT/HEF ¥ EA

3.1 MR

AR P EEBRFLASHIX , P ARS8k, T aEag e B s . b LIE I e i) XAS
B, EBNRBE P RNRIER . RS RSk R EGE .

LML R P B B A eI B T SR AR ARAS

EAEHLSZ A P BRI L B 4 X USERL/2/3 K/ 24 P i B 4 X K /N e A fg B L.
WL RE R PR %A AT XAGERNE F#D .

EAIHLS R A P SR T S RS L

EATHLSZ A A i A Ak USERLE A AR N L HUBESAAT 65 4>

#BOOT: #:ABOOT, Ui AL 5PC TOOLME T USART 14 1 8 USB2 122 1 ;

S B TREERE: EENRGAE6EX )5, BOOTH ST e AR, KIRET 2
BENFCIEIR, J5EE 0D Re Joi2A8

AR H: PC TOOLIKHEBOOT SCHF iy 4 H2 ik A ] (1 iy A SR A8 FHAH BLFA) D e«

FEIBOOTHRA S . S H SRS & HID;
RN 16byte L FHALEL;

TR e (AT XEMINE TED
PEBRFLASH;

N PR BIFLASH;

CRCHRE: N8I AR

FEEU/EC BRI (S TR %4, FLASHIUS {147, DataO/1ft & . USERAELE) ;
I XUSERXR/D, LB 7y XUSERX K/

ARG E AL, P LLRAIBOOTHE T EHIEIT;

10. BRFZUSERIE AP AN ik, BEHE ) H 3 BUSERL 7y XA 1 AR P N H ik

© © N o g &~ W Do
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EIREK

3.1.1 #arSEHIRER

USART1/USB (DFU)
LIBBOOTH S

|
| |
| CMD_GET_INF CMD_USERX_OP |
I BOOTHIA S, THEEH » SEE S RUSERXA N, S| |
| 3. ®HID INERINZE TEE sERC & |
| —— |
- - - - ]
Y
CMD_KEY_RNG N . 5
- - S -
SRERBth  A AOB L IR [P —E | BE M
iR [1] B2 Ve B[ S Y
N ; B EE N
| | B INEL MR BRI PR 3
| CMD_FLASH_ERASE | JEIRFLASHTT# RDP{RF
| EBRFLASH, EERENR I . om | HERAFLASHTUH WRP R
I WNIE B 4 AEH 2B Tt [l i % ’ BRFLASHTUE S RIRH
| B R RE : HIAFLASHRE BB S X
. i BB FLASHIbIIE SERE# &
—I R FLASHETY
i Efm . B BRI BEM
EHHMbHS

Figure3.1 #ERR a4 AR &
3.1.2 THEar S EHIREE
IrIXUEDNES B #ATHRI AL, B REAT A Bi167 1T USERL/2/37y X WA IE
M VIR E . ELE TR, 55— KGR Hidn & 158 H I BEALEOH 5 — X B LEOR 4= 5
AR, AN FRGRBUHT B RE AL .
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EREIK
USART1/USB (DFU)
SIEBOOTH S
T v o i~~~ -~ -~~~ -~ -~ -~ -~ - 1
RS H 1S B |
| v
|
| CMD_GET_INF CMD_USERX_OP |
: BOOTHIAS, BHAESH > S SRUSERKA N, S| |
| 3l ®HID INEFIINE THE LR E |
i —— |
N 1
A
CMD_KEY_RNG oo g S
KIS BB IRV > | | 0l
D
R[]I 7 R
I l _____________ ERNER M
| K BRWEL BB AT IR A
| CMD_FLASH_ERASE | FEFRFLASHT14% RDP{RIF
I BISFLASH, REEBENEX | N R FLASHRWRPIRIP
| SASE BB 43 A EE R ER 2 BRI R —> — BIRFLASHFTR 5 KR
i 94y RARAS RE I BRFLASHTE BES X
L 4 BRFLASHIIL EEE B
—[ TR FLASHER
SEER) o EHEEE 8L
CMD_KEY_RNG N :
“ .
IR B B8 TR IR > | | B e
IR B E T
) /- B[ S
1 AR M
e L T L L St . A NOR B BT PR
| | T FLASHE 3 # RDPIRP
| ﬁg%—;;f;%g&’\;ﬁ’ : TE FLASHItE 4 WRP R
! REFES KDL ——RE R —| | LASHIR A AR
| TEE R 7 S B e | TEFLASHHE I SEE IS X
I EEEA S KRS R | TEFLASHE SE I &
| | TEFLASHER IILE 16T 3157
————————————— —[—————————————J THFLASHEHE KE I 168015
. HRIZFLASHEL M
A \\§ EHEBELEN
A
CMD_DATA_CRC_CHECK / IR[E] R
CRCK: THMA FIEF EHRAEE M
ek EHR A MR B HR3T BR
. IR A CRCKI Hihib#8 4 K4 37
| CRCIZH Mt 36 B A X
> —] CRCK:I& Hoht s Ela R
CRCH:EE b IE 1655 X35
LERBHS
Fhinad CRCAH K IF 16801 2
=/ F2KB
CRCE®: 4
. FHERE EAH

Figure3.2 N#an &4 Hl LK
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EREAK

3.1.3 EFHEHmLSEHRER

USART1/USB (DFU)
LIBBOOTH %
y
CMD_KEY_RNG , - . :
SKEUES B 4B RS L2 IR [P R > —[ | BEI R
IR (5] AT
_____________ l______________ BB %M
l' I EHR3IDEIR
CMD_KEY_UPDATE . oo F7 $ACRCIEE $HiR
l S KI5 311D 0% 48 | BEIHR— [RE AL
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