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5 FYeFg
N32G45x&N32GAFR&N32WB452 & F|BOOTE OB S f#

KL
iy

1% 6 58 EEHIAN32G45x 2271 N32G4AFR %41, N32WB452 £ 4 |MCU
FIBOOTH#: 484, 18T HE K ARBOOT Loaderi#: T N H A -
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Hx
I 10 1O B 11 % YO U U OO T O U T OSOT R U 1
P - QYO N B i o s oo TP 3
2.1 BT AR L A oottt ettt ettt ettt ettt a et ettt ettt ettt ee et et et et en e 3
2L L B B oottt ettt ettt et et et et ettt ettt et et eaneees 3
2,02 BB R oottt ettt ettt et et et et ettt ettt ettt eeeaneeas 3
22 BT T ettt ettt ettt ettt ettt ettt et et et et et et et ettt et et et et et et et et e et et et et et et eaennenes 5
221 CMD_SET BR oottt sttt ettt ettt ettt e et s et s ettt et n e 5
32 ! V.| o I =5 S [N =3O 0
223 CMD_KEY _RNG ..ottt ettt en s sn s 1
224 CMD_KEY _UPDATE ..ottt ettt en s sse s 2
225 CMD_FLASH _ERASE.......oiiiieeeeeeeeeeeeevees e st esee et ss s se st eseen s en s s s 3
226 CMD_FLASH DWNLD ...ttt se st eseen s seen s sseens s 5
227 CMD_DATA_CRC _CHECK ..ottt ene e 7
2.2.8  CIMD_OPT _RW ..ottt ettt s ettt sttt e ettt s et s et n et st st es e 8
229 CMD_USERX _OP...ooeeeeeeseeeeeeeeeee ettt ettt ettt st et et s et s et n et st n e sneens 10
2200 CMD_SYS _RESET ..ottt tee ettt sttt s ettt s et st n et en s 13
2.3 T T R A T B ettt ettt ettt ettt ettt ettt et e et et et e e et et et en ettt ee e enneen 14
e O (4 =1 U UPTRETRTOOTOTORN 14
2.3 R B R R A T ettt ettt ettt ettt ettt et ettt et et et et et et et e ettt et et et et et eaeaeeeees 14
e T T 1 1 = 1 N oS 14
B BOOT I B TEEH oottt ettt e et r ettt e et n et er e 16
3.1 A L R oottt e et e et e e et e e et e et et e et s et e e et er et r e s e et et er e erneeees 16
RO R =3 s I e < TR 17
R I N = s O [y OO 17
RO TR T S o =2 B o ey e OO 19
I I N Y e o el i - TR 19
I DT o0 e e R S B 1 1 <[P OTOTOTUSU 20
3.2 ST @ T Il EE B oy == TRV 20
A BOOTERZS I oottt ettt ettt ettt e et e et e et et e n et enenan 21
LSS 5 N 5 - <R OO T OO TTOTOTTSTTOT 22
LR = ST TSSOSO 23
Il B REABRERAR NSING TECHNOLOGIES INC.
Hihk: VRYITR L X G X 5 PR 100 2 6] R Ak
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1 BOOTER

% FHE FE & FH T-N32G45x. N32G4FR. N32WB452 A%t A, #2447 H P R8I RE,
HARGT

1)

2)
3)
4)
5)
6)
7)
8)

AN R
A. HFUSARTL, HARPRFHRSCRRYIR M 2.2.1 TR
B. S USB #10, {£H DFU Bhill F#;

YRR AR AR
KA USART1-TX | USART1-RX | USB-DP USB-DM
N32G452/5/7 %% PA9 PA10 PA12 PA11
N32WB452REQ6
PA9 PA10 PA12 PA11
N32WB452LEQ6
N32WB452CEQ6 PB6 PB7 PA12 PA11

H 1 [ Sl AR 3 6 7 (X 31

® IR E ANATI
bHE, i AL DK% OXTF, MCU Rl b fr &% g s, R & 0
R, ZF07 UEH T BOOT V2.1 A

® i IURFR IR
FHE, EAHISEA MCU it H CE RIS, 72 F 9600bps F9% 4 2 3t
178, 3@id CMD_SET_BR #r & BT I BB, IR [l Dl N2 5 AR 2K
WHARE R A SRR, B3R BURWCRES, ZF07 S R BOOT V2.2
e VLS R RRCAS o

SCHF Flash #E5RThAE CRERTHRIZ T CEMHER)

SCREER B T T 3T R

SCHE R AU CRC32 156

Y FF L BOOT H K%

SCRERAE AL B

SCRE FLASH 73 X F1 3 DX 455 T 2 25 A UIE ;

SCRE I DX BB B

| EREABAHEIRA R NSING TECHNOLOGIES INC.

Hhik: ZRYITT R L X b X S R 10945 [ B R K JE
Fiifi: +86-755-86309900 fEH: +86-755-86169100
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9) XN T# (AES-128 ECB)
A SCRYVERHEIAR 7 3 FAMCUE: i BOOTI ThiE . Sl M AH FHA 48 .

Il H RHEARBAR AT NSING TECHNOLOGIES INC.

Hhik: ZRYITT R L X b X S R 10945 [ B R K JE
Fiifi: +86-755-86309900 fEH: +86-755-86169100
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2 BOOTHE R4 Abs

BOOTAE /¥ 3 Fillif USART/USBH: F N 8 P A2 e At . B, E SR B
Mo N R K A & A B AR

2.1 WA RBHESEN

2.1.1 4R
Table2.17r 4 %€ X
2K BE R EE UL B
CMD_SET_BR 0x01 | B DSREE (U DA 20
CMD_GET_INF 0x10 | USRS RS BOOTRA S, & 1D
CMD_GET_RNG 0x20 | FRHEXBHALAEL
CMD_KEY_UPDATE 0x21 | HUBINE N8 H s o X UGE%
CMD_FLASH_ERASE 0x30 | #FRFLASH
CMD_FLASH DWNLD 0x31 | NHH I 2IFLASH

CMD_DATA CRC_CHECK | 0x32 | CRCK:I: N H LR
TEU/AC B IR (A T SRy 254

CMD_OPT_RW 0x40 \

- - FLASHTL 5 37, DataO/1fic & . USERFCE)
CMD_USERX_OP 0x41 | 3KELSr XUSERX AN, it # 43 XUSERX A/
CMD_SYS RESET 0x50 | RAENL

212 BUEGEWM

RHEAGE T AT —L5E, K, «<"EEBAE S 7FBL “OMRERES
A RS 1T B

1. ZHEEHRLEESH

1) ERIELEH:

<CMD_H + CMD_L + LEN + Par> + (DAT).

CMD_HARE—Zn 2B, CMD_LRER — iy 7B LENFRERZEHIEK
FE: ParfbE4AN TN 4S8, DATRE LERASHE T2 KN BAHTE,
2) TIEMNELE:

11 H RHEARBAR AT NSING TECHNOLOGIES INC.

Hhik: ZRYITT R L X b X S R 10945 [ B R K JE
Fiifi: +86-755-86309900 fEH: +86-755-86169100
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<CMD_H+ CMD_L + LEN > + (DAT) + <CR1+CR2>,
CMD_HRE—Zfan 7B, CMD_LIRER —Fin S 7B, TFEMSFEBANT N
FERmATEAR; LENMRER AKERIKE; DATAAE T Z R _EZENZ R B %
P5; CRI+CR2MCFE [ LEREIMFRASPATEE R, A LERIEGS —H. “HmdT
BAE T4, BOOT[HZCR1=0xBB, CR2=0xCC.
2. VEEBERSBIELEH
1) USB #2454 EdE 451
USB # K H DFU 0%, 1 I DFU 1.1° 30!
o [N TRLEEZEKES:
i FIDFU_DNLOADi# K F & 24548k .
o NIRE T ENZ 4
ffi FIDFU_GETSTATUSIE R T E N 454 H
2) HIgAEELE:
o [N TINRIZETES:
STAL + STA2 + { L JZ15 44514} + XOR.
STALMISTA2&Z | L Kikan A WIS A 737, STAL1=0xAA, STA2=0x55. HT
O R AT AL R 32 R VB R
XORMREZ AT A F WM R Bz HE (STAL+STA2 + { LEFEA454D) .
o NI ENE:

STAL + STA2 + { M Z N 451} + XOR.

STALHNISTAZ2:E H LR IA i 2 W57, STAL=0xAA, STA2=0x55. HIT
AR B ik R D R R

XORMREZ A & F I REIZHAE (STAL+STA2 + { NEMZLMY) .

v H RHEARBAR AT NSING TECHNOLOGIES INC.

Hhik: ZRYITT R L X b X S R 10945 [ B R K JE
Fiifi: +86-755-86309900 fEH: +86-755-86169100
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22 LU

2.2.1 CMD_SET BR

ZAn A T RS R FIBOOTHR A, B e e LR, A& O N EE 2.
LE#E4:

byte bit b7 b6 b5 b4 b3 b2 bl b0

O(CMD_H) | 0x01 —Z&fn4 &
1(CMD_L) | 0x00 —#ifrd7Ek
2~3(LEN) RIEFHEKE: 0x00, 0x00
4~7(Par) Par[0~3]: WHE KRR
(DAT) T

® Par[0~3], = IR P e BAE T LABEE Sk, et A 2.4Kbps ~ 4.5Mbps;

® fRE{{H: 0x00;
KRN

byte 2 b7 b6 b5 b4 b3 b2 bl b0

0(CMD_H) | 0x01 — 24 7B
1(CMD_L) | 0x00 —Zifn A5
2~3(LEN) | &iE##EKE: 0x00, 0x00

(DAT) &I
4(CR1) REFATL
5(CR2) REFHT2

® RAETHI(CRL. CRMRHE AT AT ML M-
1. R IRESAREAL(OXAO. 0x00).
2. R[EIRM: RZESFREL(0XBO. 0x00).
I TH R R BT 8 SRR AR S (N FORS R, | FoRAHR):

V EREABAHEIRA R NSING TECHNOLOGIES INC.

Hhik: ZRYITT R L X b X S R 10945 [ B R K JE
Fiifi: +86-755-86309900 fEH: +86-755-86169100
R4k https://www.nsingtech.com Hil4: 518057



ay

%) EREK

www.nsingtech.com

® N32G45x. N32G4FR. N32WB452 %% MCU BOOT V2.1 fi A R RER S HF

BHS% B
(MH2) 2400 | 4800 | 9600 | 14400 | 19200 | 38400 | 57600 | 115200 | 128000
4 | W v v v \ \ v v v
6 | v v v \ \ v v v
8 | v v v \ \ v v v
shEgIEr | 12 | N v v v v v v v v
16 | v v v v v v v V
2N v v v v v v v V
2 | A v v v v v v v V
pESEEE | 8 | W v v v v v v v V

® N32G45x. N32G4FR. N32WB452 %1 MCU BOOT V2.2 Jit A 5 1y e 22 S 4

B S H e

(MHz) 2400 | 4800 | 9600 | 14400 | 19200 | 38400 | 57600 | 115200 | 128000 | 256000 | 576000 | 923076 | 1M | 2M | 2.25M
AR IR

6 | v | V| N v v Vv NN EEERE

s | N | V| v v Vv NN EEEEEEERE

shagnter |12 | V| N | V| N | N | N | N | NN EEEEEEERE
6| N | V| N A VvV A RN
AEREEREEEEEREEE R NN EEEEEEERE
AR NN

paetet | 8 | v | V| N | v [ V] Vv v v vy v

B REARBRHERAR NSING TECHNOLOGIES INC.

Mtk RN R L X R AL X R R 109 5 [ [ B AR K
ik +86-755-86309900 {5 H: +86-755-86169100
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® N32G45x. N32G4FR. N32WB452 %% MCU BOOT V2.3. BOOT V2.4 i A 5 4 3 FF

B S% WA
(MHz) 2400 | 4800 | 9600 | 14400 | 19200 | 38400 | 57600 | 115200 | 128000 | 256000 | 576000 | 923076 | 1M 2M 2.25M 3M iM 4.5M
s [NV V]V VTV Vv vV TV NN VvV
6 | V| V| V][ V[V NV VvV VvV Vv vV
s | V| N | V][ V[V V]V VvV VvV Vv vV
st (2 | v [ V[V V[ V] V] V] vy vy v vy
6 | V| V|V V]V Vv v v vy vy vy
| V| VIV V] V]V v v v v vy
2| V| VIV V] V] V] v v v v v v v v vy
et [ 8 | v | V| N | vV v v v v v v vy v

B REARR 4 BRAR NSING TECHNOLOGIES INC.

Hihik: PRI R L X AL X R 1095 [ REOR K
Hiif: +86-755-86309900 16 ¥.: +86-755-86169100
4ik:  https://iwww.nsingtech.com [fi$%: 518057
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2.22 CMD_GET_INF

Zan 2 DI R R I BOOTIA S . AR S RG], HID. & H RFIMLE B IL4F

+E#R4:
byie~1t b7 b6 b5 b4 b3 b2 bl b0
0(CMD_H) | 0x10— % & 7-E%
1(CMD_L) | 0x00_— i 4 B
2~3 (LEN) | RikHdE K
4~7(Par) | fREA
(DAT) T
® {REA{EH: 0x00.
® LEN JIX%EKE: OxO0(LEN[O]). OxOO(LEN[1]), LEN =LEN[0]+(LEN[1]<<8).
JRE N2
oyt~ b7 b6 b5 b4 b3 b2 b1 bo
0(CMD_H) | 0x10—% 5 4B
1(CMD_L) | 0x00 i &+ B
2~3 (LEN) | K=
4~54(DAT) | BOOThA S GHASERG . &HID. & RIIMNER
55(CR1) | MR&F1
56(CR2) | HR&FTi2

® JIHEFAT(CMD_H)M =484 H1 (1) (CMD_H) X B

® LEN &% K E: 0x33(LEN[0]). OX00(LEN[1]), LEN =LENI[0] + (LEN[1]<<8).

® DAT[O:G SRl
FE g 0x01
® DAT[1] 0xXY, BOOT #r&#hA 5 (BCD fi3)
0x10: f5/~BOOTfH F I Ar 4R MA, Fan i FHVL.0M iy & R A

DAT[2]: BOOT US4

® DAT[3~50] 48Byte

DAT[3~18]: 16Byte UCID (f4: 36 01 01 A0 1550 36 33 503035303009 7D 22) ,

E R AR R AT NSING TECHNOLOGIES INC.

Mk ZRYNTT G L X Bk X 5 R 1095 B R B AR K E
fH.: +86-755-86169100
Ri3k: https://www.nsingtech.com H§%i: 518057
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DAT[19~30]: 12Byte Chip ID(UID) (f§: 36 01 01 50 36 33 50 30 35 09 7D 22)
DAT[31~34]: 4Byte DBGMCU_IDCODE (fjl: 0154 87 F8)
UCID/ UID/ DBGMCU_IDCODE EAA & L W, {UM_N32G45x 5 51| H 7 F 1)
(UM_N32WB452 R 51| H F* F/iit )

(UM_N32G4FR £ 51| H ' T/t
DAT[35~50]: 16Byte ({#F);

® RATFII(CRL. CR2)MME A A PAT I 70 M-
R AT RAPREAL(0XAO0L 0x00).
R[EVRIS: RSB EAL(0xBOL 0x00).

1.
2.

223 CMD_KEY_RNG

AR ™ 75 16 P e s A (R BE AL

LE#K4:
bye~_bit | b7 b6 b5 b4 b3 b2 bl b0
O(CMD_H) | 0x20— 2 fir &7k
1(CMD_L) | 0x00_— %47 E&
2~3(LEN) | RikHIE K FF
4~7(Par) {355
(DAT) 7

® {RiE{H: Ox00;

® LEN KIEHHEKE:

OX00(LEN[0])~ OXOO(LEN[1]), LEN = LEN[0] + (LEN[1]<<8).

JRE N

byte™~_ bit b7 b6 b5 b4 b3 b2 bl b0
0(CMD_H) | 0x20— % #ir 4 7B

1(CMD_L) | 0x00 ki 4 7B

2~3(LEN) | KiEHEK

4~19(DAT) | 16Bytesft EFEHLEL

20(CR1) | RE&F1

21(CR2) | R&EFT52

® LEN KiX%#EKE: 0x10(LEN[0]). OxO0(LEN[1]), LEN = LENI[O0] + (LEN[1]<<8).

® 16Byte [ FFEHLE O 2R R

EHREARBAERAR NSING TECHNOLOGIES INC.

Hihb: PRYITE G 1L X BT Ab X E IR %1095 8 RE AR K E
Hii%: +86-755-86309900 15 H: +86-755-86169100
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REFT(CRL. CR2)MR I i S PATIE L7 N

1. R EIET: IRESIRENSL(0XAO. 0x00).

2. R[EIRM: IREAREAL(0XBO. 0x00).

224 CMD_KEY_UPDATE

FHP AT RASS s s YA 2 XA UE S A1 58T, ST A =5 2248 CMD_KEY_RNG3R i

WL BENLEUH T _EAZHLAE P2 16Bytes ) IH 3 S UE E, FilEiECMD_KEY _UPDATEZ i &K
IXZBOOT, BOOT# I iZ NI 34215 156, H KRR G EHEH. Hrisy
T NS

EE#S:

byte

bit b7 b6 b5 b4 b3 b2 bl b0

O(CMD_H) | 0x21— %47 Ek

1(CMD_L) | %4 7Bl #HIZRSID

2~3(LEN) | BixHda KE

4~7(Par) RE4{E: 0x00

8~55(DAT) | DAT[32~47]: CRC32K:5& 51k

DAT[0~15]: 16Bytesf¥]IH 21 IAIE{E
DAT[16~31]: 16Bytes #1281 = 8

ABytesHICRC321 BB (1H 2 4H+H1 % 4H1H) + 12BytesIH 78 /€ 0x00
FKr16Bytes &4 H 1H 2% 47 hin 2

® CMD_L: REFELEHHHRT ID
1. ID(0x00~0x1F): %% 5] ID.
® LEN KEHHEKE: 0x30(LEN[0]). 0x00(LEN[1]), LEN = LEN[O0] + (LEN[1]<<8).
® {RE{H: 0x00.
® DAT[32~47]: CRC32 KU&fH.
® DAT[0~15]: _f7HLH CMD_KEY_RNG 3KH ) 16 £ B AL ECAN 1H 25 87 4= 1 A IEAA
® DAT[16~31]: HIHZHMEKIHi %4, BOOT M IH %M ® 5 B IR HT %4
JRE R
byte~_bit | b7 b6 b5 b4 b3 b2 bl b0

0(CMD_H) | 0x21— %% fin & 7Bk

1 HEHARB A FRA T NSING TECHNOLOGIES INC.

Hihb: PRYITE G 1L X BT Ab X E IR %1095 8 RE AR K E
Hii%: +86-755-86309900 15 H: +86-755-86169100
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1(CMD_L) | —Zfn 5B %D
2~3(LEN) | RIiEHHE K
(DAT) I
4(CR1) &7
5(CR2) RE T2
® LEN KiX##EK . Ox00(LEN[O]). OX00(LEN[1]), LEN = LEN[0] + (LEN[1]<<8).
® RAEFI(CRL. CRMIE AT S PATIE L4 N:
1. R MR IRESFRFESL(0XAO. 0x00).
2. R[EIRM: REIREL(CRL. CR2)
1) (0xBO. 0x00): I [a] 40 ;
2) (0xBO. 0x10): #4HZ 5| ID VG lH#E%;
3) (0xBO. 0x11): %% CRC RIGHIR;
4) (0xBO. 0x20): [HZEEHINIE ML,
5) (0xBO. 0x21): [HZEEAVUE R B I IR il ;
6) (0xBO. Ox3F): BB FiAG H I

2.2.5 CMD_FLASH _ERASE
BOOTHEAE LA UM PN BRFLASHIY The,  #5Kk DU L4 5 FOR T8RS 4L, HERR

IFLASHZS (Al AN GE B BN FLASH=ZS 1], HLZE /DRI T .
MUEREAETHAE, I EHERR AT 75 ZAH FHICMD_KEY_RNGHREUBENLEL, FEHEATIALE .
BOOTHEAE UL TUN SR BRFLASHIY Thae, #55k DUbbE 4w 5 FIRI T8R4 4L, HE0R

MIFLASHZS M A BEAE I AN FLASHZS /], HL2 /D #ERR AN T .

EER4:

oyte~Dt b7 | b6 b5 b4 b3 b2 b1 bo

O(CMD_H) | 0x30—Z#ir & 7Bt

L(CMD_L) | —Zin 7B BHRrX 5

2~3(LEN) | RixEEKSE

4~7(Par) | TUMbhkg 5251 0~255

TUH27-75:1~256

8~23(DAT) | DAT[0:15]: 167 iUSERL/2/3%3 XINIEHI B EHWEE, XH T1E

Il HEHARB A FRA T NSING TECHNOLOGIES INC.

Hihb: PRYITE G 1L X BT Ab X E IR %1095 8 RE AR K E
Hii%: +86-755-86309900 15 H: +86-755-86169100
R4k https://www.nsingtech.com Hi§4: 518057
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REINIE TSI
® CMD L: #kioX5
1. 0x00 = USER1;

2. 0x01=USER2;
3. 0x02 = USER3;
® LEN Kik##EKE: 0x10(LEN[0]). OxO0(LEN[1]), LEN = LENI[O0] + (LEN[1]<<8).
® EERHLHEATEE H Par BN 4 TR
Par[0~1]: Ulthhlg 5 257 (0~255)
TUHhESR 5 = Par [0] + (Par [1]<<8);
Par[2~3]: {251 (1~256)
JUH = Par [2] + (Par [3]<<8);
05 L 1 #bki: y0x0800_0000, LAJ5 (¥ Ttk g 5 1, i Hhdik 8 410x800.
bt 4
15 T 14 Hi 41k 5 0x0800_0000 + 1*0x800 = 0x0800_0800
2'5 1 14 Hi ik y0x0800_0000 + 2*0x800 = 0x0800_1000

BB A LY

betn: DUMHhESR 5 0x01, T1%iH0x02

D2 o )ty k3 B«

(0x0800_0000 + 1*0x800) ~ (0x0800_0000 + 1*0x800 + 2*0x800)

B (isthhbgm S5 e b)) ~ (UHbhbgm 5 i il + DO oa oK)
JRENE
oyte~Dt b7 b6 b5 b4 b3 b2 bl bo
0(CMD_H) | 0x30— % fir & 7Bt
1(CMD_L) | 2B HERXI
2~3(LEN) | AORE K
(DAT) T
4(CR1) REFL
5(CR2) REFT

® LEN KRIZEHHEKE: O0X00(LEN[0]). OXO0(LENI[1]), LEN = LENJ[O0] + (LEN[1]<<8),

AV HEHARB A FRA T NSING TECHNOLOGIES INC.

Hihb: PRYITE G 1L X BT Ab X E IR %1095 8 RE AR K E
Hii%: +86-755-86309900 15 H: +86-755-86169100
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1.
2.

. ’Ij(llln?
1z

9

(0xBO+
(0xBO~
(0xBO.
(0xBO,
(0xBO+
(0xBO+
(0xBO.
(0xBO,
(0xBO+

0x00):
0x20):
0x21):
0x30):
0x31):
0x32):
0x34):
0x37):
0x3F):

EA VNS

BRI B i PR o«
PR FLASH T RDP £R4F:
PEBR} FLASH Ui# WRP R4
Bk FLASH TU# 45 X A9

T(CRL. CR2)MRHE A S HATHHHL 7
[T RAFRELL(0XAO0. 0x00).
IR A REIRBEAL(CRL, CR2).
AEESE

www.nsingtech.com

P FLASH HihikyE ek A (Fa#8 H FLASH K/M);

P[4 FLASH 24,
FOHTE A BRI
10) (0xBO. 0x3F): HHH& (5 RN

2.2.6 CMD_FLASH_DWNLD
A PR P NS 2R EFLASH, HURKE L AI16 =15 55 (2 EArLE 3)

#MOx00) , #EH b E A Rt.

P RE VSO, AUE R 2. %N 8B AN T 2000 75 2248 H
CMD_KEY_RNGIREUBENLEL . XT3 XIANUE NS R 80, FTERMES XS5, I N anddE
LA N N (RIS N2 XAAE 250D o444 1 50 At 2% 1 BH SC 5 NFLASH

LE#R4:
byte 2" b7 | b6 b5 b4 b3 b2 b1 b0
1(CMD_H) Ox31— a2 P
2(CMD_L) “Hm AT THAX S
3~4(LEN) RIBHARKE
5~8(Par) T FLASHA L 4G Hu

8~23+N(DAT)

DAT[0:15]: 167 TUSER1/2/343 X E K 2 H A E
DAT[16~16+N]: F#E MBI e =)
DAT[N+1~N+4]: JEIN#%3E1 4Byte CRC32K: B i

® CMD L: F#HHXS

EHREARBAERAR NSING TECHNOLOGIES INC.

Hohk: BRINTTFE LD X AL X R R 5 1095 F IR BAR K

Hii%: +86-755-86309900 15 H: +86-755-86169100
R4k https://www.nsingtech.com Hi§4: 518057
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1. 0x00 = USER1;
2. 0x01 = USER2;
3. 0x02 = USERS;
® LEN KiEHIEKE: 0xXX(LEN[0]). OxXX(LEN[1]), LEN = LEN[0] + (LEN[1]<<8)

® Par[0~3]: T# FLASH M2 afHihlk, & N Address = Par[0] | Par[1]<<8 |

Par[2]<<16 | Par[3]<<24.
® DAT[0:15], Reserved.
® DAT[16~16+N]: &M HAREHE
1. USB: #k 128 M7, 15<=N<=143, N+1 %204 16 155k,
2. USART: K 128 M7, 15<=N<=143, N+1 LZ0H 16 Mf55L.
DAT[N+1~N+4]: JEINE£#a1) 4Byte CRC32K: 5 H -

JRE R
oyt~ b7 b6 b5 b4 b3 b2 b1 bO
0(CMD_H) | 0x31— %4 F-EX
1CMD_L) | — %A 7E: FBAKS
2(LEN) RIEHHRKE
(DAT) i
3(CR1) R&EFI
4(CR2) REFH2
5(XOR) s H A R

® LEN KiE#¥EK . O0x00(LEN[O]). OX00(LEN[1]), LEN = LEN[O0] + (LEN[1]<<8).
® REFII(CRL. CR)MRME A & IAT I 20 M-
1. NERY): REFRES(0XA0. 0x00).
2. FEURM: IREIREL(CRL, CR2).
1) (0xBO. 0x00): & [n] 2 ;
2) (0xBO. 0x20): ZF4HIAIIE I
3) (0xBO. 0x21): #5EHIAIE Mk i o B )
4) (0xBO. 0x30): [ FLASH Hihi# RDP {4,

5) (0xBO. 0x31): N#§ FLASH M- WRP ££37;

VI HEHARB A FRA T NSING TECHNOLOGIES INC.

Hihb: PRYITE G 1L X BT Ab X E IR %1095 8 RE AR K E
Hii%: +86-755-86309900 15 H: +86-755-86169100
R4k https://www.nsingtech.com Hi§4: 518057
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6) (0xBO.
7) (0xBO.
8) (0xBO.
9) (0xBO.
10) (0xBO.
11) (0xBO.
12) (0xBO.

0x32):
0x33):
0x34):
0x35):
0x36):
0x37):
0X3F):

www.nsingtech.com

N# FLASH HuhEt 73 X A9

T FLASH Hihik3 Fl 5 23 X 5

A FLASH Hihikyo FElB A (HEBE H S FLASH KN
N#X FLASH 4G HHEAS 2 16 7% 575

T FLASH il K A2 16 Hf5 4L

YnFE FLASH K ;

BB A BRI

2.2.7 CMD_DATA_CRC_CHECK
A TR T e 2 5 R, B IR T E0E B 1 R R N ERI R LN, B
DK FH O R 85E G G0 —EATCRCAR S, 2R 4 HH AL 8 AE 1) CRCE AL IR AT 4 b
Hik DL KA B
L AFREINIERT, CRCESIGHT 75 E A FICMD_KEY_RNGIREUFENIEL, FEHEATE.

EERS:
oyt~ b7 | b6 bS b4 b3 b2 b1 bo
O(CMD_H) | ox32— 47k
1(CMD_L) | —Zm 7B KK XS
2~3(LEN) RIEHIRKE
4~7(Par) 32bit CRCAZ 364
DAT[0:15]: 16%FUSERL/2/3%) X W\ IIE B 25 4N IE {8
8~31(DAT) | DAT[16:19]: &AL

DAT[20:23]: BEKE(RAL: 77, KEH/N2KB)

® CMD_L: REnIX5
1. 0x00 = USER1;

2. 0x01 = USER2;

3. 0x02 = USERS3;
® LEN Kix#¥EK . O0x18(LEN[O0]). Ox00(LEN[1]), LEN = LEN[0] + (LEN[1]<<8).
® Par[0~3]: 32bit CRC K4ufH, HA MMM’y CRC32 = Par[0] | Par[1]<<8 | Par[2]<<16 |

Par[3]<<24.

® DATI[0:15]: AUEMIZEHINIEE

VII HEHARB A FRA T NSING TECHNOLOGIES INC.

Hihb: PRYITE G 1L X BT Ab X E IR %1095 8 RE AR K E
Hii%: +86-755-86309900 15 H: +86-755-86169100
R4k https://www.nsingtech.com Hi§4: 518057
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® DAT [16~19]: ¥ dcanitl, H &SIy Address = DAT[16] | DAT[17]<<8 |
DAT[18]<<16 | DAT[19]<<24, Address A fESE1E FLASH 7 4 .
® DAT [20~23]: KK E, HE BN N CRC_LEN = DAT[20] | DAT[21]<<8 |
DAT[22]<<16 | DAT[23]<<24, CRC_LEN HRAERAAAIIEHN, KEKRT 2KB, HiZ 16 K%
JRE 2
pyte—n b7 b6 b5 b4 b3 b2 b1 b0
O(CMD_H) | 0x32 — %47
L(CMD_L) | —Z 7B REFIXS
2~3(LEN) | KixHiE K
(DAT) e
4(CR1) REFIL
5(CR2) REFT52
® LEN RiZEHIEKSE: O0X00(LEN[0]). OxO0(LEN[1]), LEN =LENI[O0] + (LEN[1]<<8).
® IRAEFII(CRL. CR)MRHE AT & AT R/ -
1. BRI REIRELL(OXA0 0x00).
2. KR RAEFREAL(CRL, CR2)
1) (0xBO. 0x00): & [A] 4
2) (0xBO. 0x20): CRC K4t 2 AL R
3) (0xBO. 0x21): CRC M58 % FHIAIE e MR ok it PR il
4) (0xBO. 0x32): CRC &bkl 7 X 1P
5) (0xBO. 0x33): CRC a5 bk i il #5 53 [X 5
6) (0xBO. 0x34): CRC fIubhlyuHE A (45 %A FLASH KN
7) (0xBO. 0x35): CRC RIGHLHEAIE 16 715X 555
8) (0xBO. 0x36): CRC KIGIKJEAZ 16 MMk, B KE/NT 2KB;
9) (0xBO. 0x38): CRC K32,
10) (0xBO. Ox3F): HHTE S E R

22.8 CMD_OPT_RW
A TR IRE (BE TIRRIPEH .. FLASHIUS fR3. DataO/1fic & . USER

VI HEHARB A FRA T NSING TECHNOLOGIES INC.

Hihb: PRYITE G 1L X BT Ab X E IR %1095 8 RE AR K E
Hii%: +86-755-86309900 15 H: +86-755-86169100
R4k https://www.nsingtech.com Hi§4: 518057
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BLE)

LE#E4:

oy —21t b7 | b6 b5 b4 b3 b2 b1 b0
O(CMD_H) | 0x40 —%Zi#r 4Bt

1(CMD_L) | —Zam ST

2~3(LEN) RIEHIKE

4~7(Par)

8~27(DAT) | LT AC & 20711

® CMD L —#ifrd .
1. 0x00: ZREUIEI ¥,
2. 0x01: Mo B L7,
3. 0x02: MBIy, HEAL,
® LEN KEHHKE: 0x14(LEN[0]). O0x00(LEN[1]), LEN = LEN[O0] + (LEN[1]<<8).
® DAT[0~19]: &I 1ECE 20 71
RDP. nRDP. USER. nUSER. Data0. nData0. Datal. nDatal. WRPO. nWRPO,

WRP1. nWRP1. WRP2. nWRP2. WRP3. nWRP3. RDP2. nRDP2. Reserved.

nReserved;

1. CMD_L =0x00: 4#5N 0x00,

2. CMD_L =0x01/0x02: Pt & 10775 N2 5 N HIME.

RERE

oyt~ b7 b6 b5 b4 b3 b2 b1 bo
O(CMD_H) | 0x40 — 24 7B

1(CMD_L) | —#fn AR

2~3(LEN) | KIAHHRKEE

4~23(DAT) | &1 17 e B 20715

24(CR1) RE T

25(CR2) R T2

® LEN Kix#¥EK . O0x14(LEN]O]). Ox00(LEN[1]), LEN = LEN[0] + (LEN[1]<<8).

® DAT[0~19]: MHEIEIIFTHCE 20 1T

EHREARBAERAR NSING TECHNOLOGIES INC.

Hihb: PRYITE G 1L X BT Ab X E IR %1095 8 RE AR K E
Hii%: +86-755-86309900 15 H: +86-755-86169100
R4k https://www.nsingtech.com Hi§4: 518057
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RDP. nRDP. USER. nUSER. Data0. nDataO. Datal. nDatal. WRPO. nWRPO.

WRP1. nWRP1. WRP2. nWRP2. WRP3. nWRP3. RDP2. nRDP2. Reserved.

nReserved;

® RAFII(CRL. CRYMRHE Ay & HAT I L7 M-
1. R AREARELL(OXA0 0x00).
2. IR IREHREAL(CRL, CR2)

1) (0xBO. 0x00): I [A] 404 ;

2.2.9 CMD_USERX OP
4 T ECE I B 7 XUSERL/2/3 K/, 43 X E B 56 i o 82 1) 43 X Bl e s
Mo 7 IXUSER1/2/3K/NRBERLE —K, BAZHBINVREIMMUZ X2 SA R E D (I
NVRIERS, Mimfe 2w s FELER ) .

FEWH T B AR
LINRFREAHANX, REEUSER3 (FEEHZE M) BIn]. R T EXUSERIH
1, FfcE — FUSER1. USER1 + USER3[{A/NAIUNEEANFLASHI K/,

2R FHE =4

X, et BHUSER3 (BLEEHZNF M) , HACEUSER2 (& 5% HE)

B BIRl, anHRFEEXTUSERILE M, FHAECE — FUSER1. USER1 + USER2 + USER3#)K
INDATUNFEAFLASHE K /)N

LE#H4:
byte bit | b7 | b6 b5 b4 b3 b2 bl b0
O(CMD_H) | 0x41 —%in4d B
1(CMD_L) | =B
2~3(LEN) RIEHARAKE
Par[0]: 43X USER1/2/3
Par [1]: 43X USER1/2/3K /)
4~7(Par)
Par [2]: /7 XINIEZEHZE]ID
Par [3]: 73 XANIEATINGES T 448 AERL B
DAT I
® CMD L —Zmnbd 7B
1. 0x00: iEHU4rIX USERL/2/3 K/NACLE .
X

EHREARBAERAR NSING TECHNOLOGIES INC.

Hihb: PRYITE G 1L X BT Ab X E IR %1095 8 RE AR K E
Hii%: +86-755-86309900 15 H: +86-755-86169100
R4k https://www.nsingtech.com Hi§4: 518057
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2. 0x01: ML 4rIX USERL/2/3 K/ 28] ID. 4y X INIE/NE R fERE
® LEN Kik##EKE: 0x00(LEN[0]). OxO0(LEN[1]), LEN = LENI[O0] + (LEN[1]<<8).
® Par[0]: /rX 5
1. 0x00: 73X USER1.
2. 0x01: 77X USER2.
3. 0x02: 77X USER3.
® Par[l]:
1. CMD_L = 0x00: 0x00.
2. CMD_L =0x01: 47X USER1/2/3 K/MECE
I3 X K/NEENTE . 0x1(16KB) ... 0X1F(496KB). 0x20(512KB), USER1 + USER2
+ USER3 =512KB; F /X USERL/2/3X/MAC & J5 HBhE 1.
o3 XK/ At b A <
3 DX PR EC 46 ik 7 2 0x0800_0000, 43 IX A A Mk Ay e d b ik 484N FLASH ) 45
& (HIFLASHIZE & 512K, IR sk 0x0800_0000 + 512*0x800 =
0x0808_0000)
WHRUSERL4 X 7, MJUSERLM4) X Hihik i Hl y0x0800_0000 ~ (0x0800_0000 +
USER1_Size*0x4000).
WIRUSER3Z X T, MIUSER3 43 [X ik v il A1 (0x0808_0000 —
USER3_Size*0x4000) ~ 0x0800_8000 ({5l #1FLASHZ il A0x0808_0000) -
USER2f)7r X Hidik, E bk YUSERLHIR b, Kl HUSERSA E kb, iR
USER1¥& A 41X, WIUSER2M 1 itk 75 2 tHUSER2_Sizeffi /€
® Par[2]:
1. CMD_L =0x00: OxFF.
2. CMD_L =0x01: 0x00~Ox1F jn# F#/ 5 XIMEE#HZRE] D,
OXFFRRABLEZRFID, 40 F%F R USERX AL & 1D WIA F) WrPar [ 3] 118 ;
® Par[3]:
S XAAERINZ R #fERERCE, OxXY
X =0- AMERES XINE, AT LA E N1
X =1- g XINE, ARERLE NO;
Y = 0 AMEREINE NE, A RARCE AL

Xl HEHARB A FRA T NSING TECHNOLOGIES INC.

Hihb: PRYITE G 1L X BT Ab X E IR %1095 8 RE AR K E
Hii%: +86-755-86309900 15 H: +86-755-86169100
R4k https://www.nsingtech.com Hi§4: 518057
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Y =1-— RN ~E, ARERCE AO;
1. CMD_L = 0x00: #HCRA, frBEHE 0x00;
2. CMD_L =0x01: FCERE, FCEE 0xXY;
JRE N
byte bit b7 b6 b5 b4 b3 b2 bl b0
O(CMD_H) | 0x41 —#fin 4 7B
1(CMD_L) | —Zimmn 47 B
2~3(LEN) | KirHdEK
DATI[0]: 73 XUSER1/2/3

DAT[1]: 4rXUSER1/2/3:K/)h
DAT [2]: #XINEZEEAZE S| IDECERES
DAT [3]: B 73 XINTEAINES T i fd fefic &
8(CR1) REFTL
9(CR2) W&FI12
® LEN KiEHIEKE: 0x02(LEN[0]). OxO0(LEN[1]), LEN = LENI[O] + (LEN[1]<<8).
® DAT[0]: X5

4~7(DAT)

1. 0x00: 43X USER1.
2. 0x01: 4rIX USER2.
3. 0x02: 4r[X USER3.
® DAT[1]: BHU XTI 73 X USERL/2/3 K/
Iy X KNS VST . 0XO(OKB). 0x1(16KB) ... 0X1F(496KB). 0x20(512KB),
Ox0F 7~ AR & 7> [X K/)y, USER1 + USER2 + USER3 = 512KB;
® DAT[2]:
1. 0x00, C&RLHE ID;
2. OXFF, RBECE ID
® DAT[3]:
BEEAr XYAEFI N2 N #EREACE, 0xXY
X =0- AMfRe s Xk, o] LA E AL
X =1- g5 XIAE, AReRCE H0;

Xl HEHARB A FRA T NSING TECHNOLOGIES INC.

Hihb: PRYITE G 1L X BT Ab X E IR %1095 8 RE AR K E
Hii%: +86-755-86309900 15 H: +86-755-86169100
R4k https://www.nsingtech.com Hi§4: 518057
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Y =0 AR T &, AT LA & Y1
Y =1- fEREINEE T8, ARENCE MO,
® RATFII(CRL. CR)MME A A PAT I 70 -
1 [T RAEPREAL(OXAO. 0x00).
2. R[EIRM: IRESAREAL(0X70. 0x00)
1) (0xBO. 0x00): i [m] 2
2) (0xBO. 0x10): #4HZ 5| ID u [ HR;
3) (0xBO. 0x3A): X K/NCAKE, TikHEREE;
4) (0xBO. 0x3B): 7r[X K/MCEEE R, WAUHE USER1 + USER2 + USERS3 =
FLASH %¥#, USERL/2/3 fii & fx/> v 0X01(16KB);
5) (0xBO. 0x3C): 4rXECENFH 1%, LASEHE USERL 8(# USERS;
6) (0xBO. 0x3D): 7rIX#EHZ 5| ID BLE K e#E Al E
7) (0xBO. Ox3E): 43 X INIUEFIINE T #Al fefic B R Ml EH C 4l &
8) (0xBO. Ox3F): HE MBS E AR

2.2.10CMD_SYS_RESET
Zan & H T B 2 A BOOTREF .
LE#ES:
byt~ b7 | b6 b5 b4 b3 b2 bl bo
B

B

O(CMD_H) | 0x50 —%in

Caa
1(CMD_L) | 0x00 —Z#r4 7
2~3(LEN) FORHHE KL
4~7(Par) {%-¥4

(DAT) x
® {REfH: 0x00;
JRE R
oyt~ b7 b6 b5 b4 b3 b2 bl bo

O(CMD_H) | 0x50 —Zir 4 7B
1(CMD_L) | 0x00 —Z a4 7B
2~3(LEN) | KiEHEKE

X HEHARB A FRA T NSING TECHNOLOGIES INC.

Hihb: PRYITE G 1L X BT Ab X E IR %1095 8 RE AR K E
Hii%: +86-755-86309900 15 H: +86-755-86169100
R4k https://www.nsingtech.com Hi§4: 518057
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(DAT) T
4(CR1) RAEFA
5(CR2) RAEFHI2
® RAEFT(CRL. CR)MRHE a2 AT IE I v
1. kBT AREFREL(0XA0. 0x00).
2. R[EIRM: IREAREAL(0XBO. 0x00).

2.3 RERE TN

2.3.1 RBEIRIPRSF
RIET: REIREL(0XAD. 0x00). Fom FE TR MM APATIIN, RERINRAS
A TR EH. OB A I R IR A .

2.3.2 REIRBREF
IR AR ARAEPREAL(0XBO 0x00). Fow BJE TR BIdr 2 BT HAl S (hr 24524
AEHRBE ERTSE) PAT R, IR BURCIRAS 7.

2.3.3 REIHAMRESF

THIR PR IR BRI, 58 W PR P RN A F R L.

1) (0xBO. 0x10): ZEHZE5| ID 76 HHR;

2) (0xBO. 0x11): &% CRC KREREE IR

3) (0xBO. 0x20): ZEHIINIUERIL;

4) (0xBO. 0x21): ZEHINUE R MOIREE I BR il

5) (0xBO. 0x30): #EB®/ % FLASH T{#% RDP {&#";

6) (0xBO. 0x31): [/ N% FLASH 714 WRP {R3";

7) (0xBO. 0x32): #FR/NE/CRC Kbk 77 X LR

8) (0xBO. 0x33): #EBR/ T#k/CRC Kbk 7 IS 75 [X s

9) (0xBO. 0x34): #&Bx/ F#/CRC ARG HHETE A (358 H %> FLASH K/M);

10) (0xBO. 0x35): #E[/ F#/CRC BEEIGHNEASE 16 77X 5%

11) (0xB0. 0x36): T #/CRC KIRHIE LA 16 HIMEEL Bl R FLASH K)
KB, B2 M EASE) FLASH FIKE, B 2% FLASH CRC {EHIK

12) (0xBO~ 0x37): #BR/ N4k FLASH 4mfe KN

XV HEHARB A FRA T NSING TECHNOLOGIES INC.

Hihb: PRYITE G 1L X BT Ab X E IR %1095 8 RE AR K E
Hii%: +86-755-86309900 15 H: +86-755-86169100
R4k https://www.nsingtech.com Hi§4: 518057
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13) (0xB0O. 0x38): CRC BIH 24

14) (0xBO. 0x39): CHECHrIX, ARVFELRY SO H L1 BN LOo;

15) (0xBO. 0x3A): Z*X AN E, TIEHIREE;

16) (0xBO. 0x3B): ;X K/NECEHT %, W2 & USER] + USER2 + USER3 = FLASH %

=

B3
17) (0xBO. 0x3C): 4 XECE P4, WAZi5cH B USER] 5i# USER3;
18) (0xBO. 0x3D): 47X %A% 5| ID BLE R EH AN E
19) (0xBO. 0x3E): 77 X IAUEAINNZE T #Ad e i & 2R M el # LA il & ;
20) (0xBO- 0x3F): B ¥ S SR
21) (0xBB. 0xCC): FERIEMES—R. R FBAE T4 .

XV HEHARB A FRA T NSING TECHNOLOGIES INC.

Hihb: PRYITE G 1L X BT Ab X E IR %1095 8 RE AR K E
Hii%: +86-755-86309900 15 H: +86-755-86169100
R4k https://www.nsingtech.com Hi§4: 518057
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BOOT{ A #iBH

3.1 EArALEHIRE

AR P EEBRFLASHIX , H ARSI, T EAE e B iR e . EALHLIE T 15 Y
SIXAEE, HENRAAH R EERR . N EL RS R EAE.
EAEHLSCRE R P B B A RN B T SR AR F P ARARS
EAEHLSZ R P ORI B 4 (X USERL/2/3 K/ 24 P i B 4 X KN AR FHE k.
ETHLSC P e A ] T KUGERTINEE F#D .
EATHLSC R A P SR e T S RS L
EATHUSZ A A i A A Bk USERLE A AR N L HUBEAAT 65 4>
#BOOT: #:ABOOT, A AL 5PC TOOLE i USART 14 1 54 USBH: 12 5
O EA TR BN RGAAEX ), BOOT H AT FE8M AR, K50 R
I S NFUAGHE, S5 8 ThRE TE A8
AL E: PC TOOLMKHEBOOT 3L HF iy 4 4 A1k AN [R] 1 i 2 SR A% FAH B ¥ T e
L BOOT A S SRS RG], OH ID;
FREL 16byte ELEEHLEL
BB H (HT 0 XEMINE TEHD
Pk FLASH;
TEH R 2] FLASH;
CRC 15 T # I R R
UL B IR (RS TR 5590 FLASH TUS {47, Data0/1 F & . USER Fit
B s
RELT X USERX R/, BLE 7rIX USERX K/h;
9. RGEANL, WLAEAL BOOT &7 HFiiaiT;
10. k¥ USER1 BALFEFF A ML, Bk 2T %3] USERL 73 XAUAS B E AR FP A 3
ks

www.nsingtech.com

N g A w NMoE

XVI HEHARB A FRA T NSING TECHNOLOGIES INC.

Hihb: PRYITE G 1L X BT Ab X E IR %1095 8 RE AR K E
Hii%: +86-755-86309900 15 H: +86-755-86169100
R4k https://www.nsingtech.com Hi§4: 518057
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3.1.1 BaLSEHIRER

USARTL/USB (DFU)

LIEBOOTH S
(A AT e A A ki ki W k- Wk W kWt ] W W W Wk S W W Wt W S S a
32BN 5 1 |
' v |
| CMD_GET_INF CMD_USERX_OP |
I BOOTHIA S, BHRES | EESRUSERKA D, S| |
| 3l ®HID NEFIANZE THifE i B I
' ———
) P ]
Y
CMD_KEY_RNG . . 5
1D_KEY_
KI5 AR AL TR I > _{:| B
iR [1] B2 Ve B[ S Y
. S i ERHINERK
| | TR BRI IR 3
| CMD_FLASH_ERASE | JEIRFLASHTT# RDP{RF
| EBRFLASH, EERENR I . om | HERAFLASHTUH WRP R
I NI B354 A E N ) R [ ’ BRFLASHTUE S RIRH
: 5 KRB RE I BRFLASHFSE BES X
L. 1 B FLASHIb I SRR
—I R FLASHETY
et [
ﬁEow . B BRI BEM
EEHEHS

3.1.2 TEMALSERRER

3 DCONUE N T #AT R — N RENLE,  EALHL A S BE AL 304 516715 USERL/2/3 53 X ANIIE
BB . S R, 88— )5 10 #dm 21 A BT A 58 — IR I BEATLBOIR 2 55
ARG, AR BCHT B BE LA .

XVII HEHARB A FRA T NSING TECHNOLOGIES INC.

Hihb: PRYITE G 1L X BT Ab X E IR %1095 8 RE AR K E
Hiif: +86-755-86309900 1 H: +86-755-86169100
R4k https://www.nsingtech.com Hi§4: 518057



USART1/USB (DFU)
4L3EBOOTHS
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RS H 1S B |
| v
|
| CMD_GET_INF CMD_USERX_OP |
: BOOTHIAS, BHAESH > S SRUSERKA N, S| |
| 3l ®HID INEFIINE THE LR E |
| —— |
N 1
A
CMD_KEY_RNG s = :
IR B B ALY IRV > | | EE <l
D
IR 5] T iR [E Sk I
S l _____________ ERNER M
| K B S WO BRI IR A
| CMD_FLASH_ERASE | R FLASHTI# RDP{RP
I BISFLASH, REEBENEX | N R FLASHRWRPIRIP
| SASE BB 43 A EE R ER 2 BRI R —> — BIRFLASHFTR 5 KR
i 94y RARAS RE I BRFLASHTE BES X
L | BRFLASHIIL EEE B
ERFLASH
SEER) . EHEEE AN
CMD_KEY_RNG N :
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