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AES Advance Encryption Standard
DES Data Encryption standard

TDES Triple Data Encryption standard

RNG Random Number Generator

SHA Secure Hashing Algorithm are required for digital signature applications
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1. NEiR
ACRSE T O N 3 IS BVER N32H7xx o0 Fr, 2 B B2 28000 F sy oz RN FH 7 v .
11 FEREE

N32H7xx & 1 $E B B R

DES: ECB/CBC % /fi %

TDES: ECB/CBC JIn%/fif %

AES: ECB/CBC/CTR IN#/ff# (AES-128/192/256)
HASH: ZREUHZE, CFF (SHAL/224/256/384/512)
SM4: ECB/CBC Jil % fif %%

RNG: BEALELAE K

1.2, FEAFHERR

o 0O 0 0 0 O

typedef  unsigned char uint8_t;

typedef  unsigned short int uintl6_t;

typedef  unsigned int uint32_t;
typedef  unsigned __INT64 uint64 _t;
typedef  signed char int8_t;
typedef  signed short int intl6 t;
typedef  signed int int32_t;
typedef  signed __INT64 int64 _t;
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2. DES/TDESHYEAPILHA

2.1 BRI

SRR 7RI R
1. % DES.h. Common.h JHAk3CAFEIH; K Common.lib. DES.lib # 02| L2
2. 1% 2.3 TRRECL AR R 5FE LB S — ALY demo.

2.2. BERAE X

enum DES

{
DES_Init OK = 0x2a2a7a7a, //IDES opreation success

DES _Crypto_OK = 0x2a2a7a7a, //IDES opreation success

DES_ModeErr = 0x5a5a5aba, //Working mode error(Neither ECB nor CBC)
DES_EnDeErr, //En&De error(Neither encryption nor decryption)
DES_ParaNull, I/ the part of input(output/iv) Null

DES_KeyLenErr,

DES_LengthErr,

DES_ATTACKED, /IDES subjected to attack

I3
typedef struct
{

uint8_t *in; // the part of input to be encrypted or decrypted

uint8_t *iv; /I the part of initial vector

uint8_t *out; /I the part of out

uint8_t *key; /I the part of key

uint32_t inBytelLen; /I the length(by byte) of plaintext or cipher

-10- B R AR 482 7 Nations Technologies Inc.

Mg FYHEUESHIEESRBI09SERKAKE
B 1% +B6-755-86309900 {4 F: +86-755-86169100
B4 info@nationz.com.cn BEl4E: 518057


http://www.nationstech.com/

- .
. Nation &
"? EIRRAN BREK v www.nationstech.com
uint32_t En_De; /1 0x33333333- encrypt, 0x44444444 - decrypt
uint32_t Mode; // 0x11111111 - ECB, 0x22222222 - CBC
uint32_t keyByteLen; /lthe length(by byte) of key
}DES_PARM;

typedef DES PARM  TDES_PARM:;

2.3. ¥ QUi

DES/TDES 5L FE B & IR YR INT

% 2-1 DES/TDES Bi:ERHE

k4 i)

uint32_t DES_Init(DES_PARM *parm)

DES/TDES #14it. ik 1
#define TDES_Init DES _Init
uint32_t DES_Cryptol(DES_PARM *parm)

DES/TDES Jfi 2 ki 41
#define TDES_Cryptol DES_Cryptol
Void DES_Close(void)

DES/TDES %11 5K %1
#define TDES _Close  DES_Close
void DES_Version(uint8_t *type, uint8 t *customer, uint8_t date[3],

DES//TDES hR A 3K B i
uint8_t *version)

ﬁ
#define TDES_Version DES_Version

2.3.1. DES/TDESELEYI G4V iR

DES/TDES HiE ¥4k

R AL uint32_t DES_Init(DES_PARM *parm)
ZH U DES_Parm N, 151 DES_PARM Z5 MR 38 Er
S ACILI=A DES_Init OK: #JuHfbrkzh  HAth: #IiGibesiz
EEE 1. £ ECB#, NIZHivl. iv2 il EH3EH NULL ¥ k.
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2. P #H TDES i}, ®LAE TDES Init. TDES_PARM #/7/& #: DES_Init.
DES_PARM, Z8f% TDES_Init (TDES_PARM *parm)f{#i 1] .

2.3.2. DES/TDESE B NfR 2 iR #

DES_Crypto |
HHURA
SRS

38 8
ERBT

DES/TDES HLiLhnfiit 2%

uint32_t DES_Cryptol(DES_PARM *parm)
DES_Parm ®iN, 1EI5 DES_PARM %M1 14t
DES Crypto OK: IZHIEH  HAth: BHEHR

1. # ECB M, MZS%ivl. iv2 al B4 H NULL #.
2. F % TDES s}, AJLLHE TDES_Crypto. TDES_PARM 741/ i
DES_Crypto. DES_PARM, “ZFi% TDES_Crypto (TDES_PARM *parm){ H .

3. REHUEMEN—BAAE S Z YT CBC &R, FRiEM:

B X PR (XD HAARREGHT N, ERAMYIERE IV AV =ivl)

— 8 BEFERO A X-1 HUEE U AR R AT N A A5 2 (% SO R s — AN a2
(8 FH)

4. KEHIRAEA—BAME s ZYUkT CBC iR n, FiE

B X PR XD WAARREGHTES, HPYIGERE IV AV =ivl)

— B BN X-1 ARG — A4 (8 ) .

5.8 7 i S H M.

f

.
N e

g

2.3.3.DES/TDES~ [ ¥

DES_Close
R AL
SR
BB

% 4] DES/TDES %.y2: 1 &0 Al & 4t s 4

void DES_Close(void)
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HEEE 1. FH/{$i 4 TDES i, A LLHE TDES_ Close # 4t DES Close, ZFg{ TDES
Close (void)fi .

2.3.4.DES/TDESEEFREUR A5 B R ¥

DES_Version DES/TDES /E3REURAME B

R A void DES_Version(uint8_t *type, uint8_t *customer, uint8_t date[3], uint8_t

*version)

SH type [ERIA R ENTEN
customer  ARHEEIE il FRA
date F, B, H
version ARAR XX

1B [F{E

HEEET *type = 0x03; Il 7 A2 4 i
*customer = 0x00;  // FrifE A
date[0] = 25; Il Year()
date[1] = 04; I/l Month()
date[2] = 27; /I Day ()

*version = 0x10;  // FonfAs 1.0

1. Fi 744 TDES i, ®LLIE TDES_ Version ##: DES_Version, 2,
TDES_Version (uint8_t *type, uint8_t *customer, uint8_t date[3], uint8_t *version)
fEH
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3. AESHEIEAPIVLE

3.1 BRI

SRR 7RI R
1. ¥ AES.h. Common.h JHALSCAFEIH; K Common.liby AES.lib #i0 2] L2
2. 1% 3.3 TRRBCR PR R BIFE LI AR demo

3.2. FERAE X

enum{
AES_Init_OK = 0x3a3ababa, /IAES opreation success
AES Crypto_OK=0x3a3aabab, //AES opreation success
AES_ ModeErr= 0x5a5ababa, //Working mode error(Neither ECB nor CBC,CTR)
AES_EnDekErr, I En&De error(Neither encryption nor decryption)
AES_ParaNull, /I the part of input(output/iv) Null
AES_LengthErr,

AES_KeyLengthError,

AES_ATTACKED, IIAES subjected to attack
I3
typedef struct
{
uint8_t *in; /[ the part of input to be encrypted or decrypted
uint8_t *iv; /I the part of initial vector
uint8_t *out; /I the part of out
uint8_t *key; /I the part of key

uint32_t keyBytelen; // the length(by byte) of key

uint32_t inBytelen; // the length(by byte) of plaintext or cipher
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uint32_t En_De; I/ 0x44444444- encrypt, 0x55555555 - decrypt
uint32_t Mode; // 0x11111111 - ECB, 0x22222222 - CBC,0x33333333-AES_CTR
}AES_PARM,;

3.3. R O Ui

AES FVEFEA SRS R T
£ 31 AESHBEERER

B i3
uint32_t AES_Init(AES_PARM *parm) AES W51k iR
uint32_t AES_Crypto(AES_PARM *parm) AES INff% sk
void AES_Close(void) AES SCH R L
void AES_Version(uint8_t *type, uint8 t *customer, uint8_t date[3], n 5
uint8_t *version) AES BRI

3.3.1. AESEVEVIGEAL R 4K
AES BIFAIIHLL
RHURA uint32_t AES_Init(AES_PARM *parm)
SH AES _Parm N, 1EH AES _PARM 5K 8%
p A I AES_Init_ OK: ikt A Wl fes R
FEEEM 1. %2 ECB#i:, M4 iv vl B NULL B,

3.3.2. AESEIE IR R EL
AES SR %
R R A uint32_t AES_Crypto(AES_PARM *parm)
S AES _Parm N, 1EH AES _PARM 45K F8%T
R EME AES_Crypto_OK: iz 1EH  HAth: EHER
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ERFER

1. #i/2 ECB A3, MZHiv nl B NULL & #.

2. REHHRIE N BB ZHRE4T CBC Bl CTRIN# N, HitE:
X BAEE (XD AR BT I, e E v
—E EHUHON AR X-1 U 1 A A o B AT I s A5 2 N SO BE AL

(16 F71) &

4. KEHHEAE N —BARME > ZEEEAT CBC R, FiER:
5 X B (XS0 AR BOEAT IR, YIS R v
R EHHTON AR X-1 BRI R A (16 T o

3.3.3. AESE I bR %

Yol AES S R 22 Gii

R H R A void AES_Close(void)
SH U 7
R E{E x
EERER
3.3.4. AESEEIRER R AAE B R 3K

AES Version FREL AES JFERR A B

RER A

*version)

S B9 type RS E NN
customer R 7HEEIE il ARCAS
date F, H, H
version ARAS XX

AN

16-

void AES_Version(uint8_t *type, uint8_t *customer, uint8_t date[3], uint8 t
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ERFH *type =0x03; /I FLAI AR
*customer = 0x00; // FrifERRAS
date[0] = 25; //Year()
date[1] = 04; //Month()
date[2] = 27 //Day ()

*version = 0x10; //FRRRA 1.0
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4, HASHEEAPIUL A
fuFE SHA256 B FE .,
4.1, ByEEfER

HH N S R T R Y o« SR PEAT R R R
1. ¥ HASH.h. Common_lib.h INASKSCAERH, K. Common.lib. HASH.lib 7 in 2] TR H;
2. ¥ A3 TR A R A, R LB s =42 AL demo

4.2. B RAE X

enum

HASH_SEQUENCE_TRUE = 0x0105A5A5, //save IV
HASH_SEQUENCE_FALSE = 0x010A5A5A, //not save IV

HASH_Init_ OK = 0x5a5ababa, //hash init success
HASH_Start OK = 0x5a5ababa, //hash update success
HASH_Update_OK = 0x5a5ababa, /[hash update success
HASH_Complete_OK = 0x5a5a5a5a, /Ihash complete success
HASH_Close_OK = 0x5a5a5aba, /Ihash close success
HASH_ByteLenPlus_OK = 0x5a5a5a5a, //byte length plus success
HASH_PadMsg_OK = 0x5a5a5aba, /Imessage padding success
HASH_ProcMsgBuf_OK = Ox5ab5a5a5a, /Imessage processing success
SM3_Hash_OK = Ox5a5a5aba, //sm3 operation success
SHA256 Hash_OK = 0x5a5a5ab5a, //sha256 operation success
SHA1 Hash_OK =0, //shal operation success
SHA224 Hash_OK =0, //sha224 operation success
SHA384 Hash_OK =0, //sha384 operation success
-18- B R R 95 R 2 7 Nations Technologies Inc.
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SHA512 Hash OK =0, //sha512 operation success
HASH_Init ERROR = 0x01044400, /Ihash init error
HASH_Start ERROR, //hash start error
HASH_Update ERROR, //hash update error
HASH_Complete_ERROR, //hash complete error
HASH_ByteLenPlus_ERROR, /Ihash byte plus error
HASH_ATTACK, /Ihash operation subject to attack

typedef struct  HASH_CTX_HASH_CTX;

typedef struct

{
const uint16_t HashAlgID; //choice hash algorithm
/lconst uint32_t * const K, KLen; //K and byte length of K
const uint32_t * const IV, IVLen; //1V and byte length of IV

const uint32_t HASH_ALGCR, HASH_SACCR, HASH_HASHCTRL; /Irelate registers

const uint32_t BlockByteLen, BlockWordLen; //byte length of block, word length of block
const uint32_t DigestByteLen, DigestWordLen; //byte length of digest,word length of digest
const uint32_t Cycle; /linteration times

uint32_t (* const ByteLenPlus)(uint32_t *, uint32_t);  //function pointer
uint32_t (* const PadMsg)(HASH_CTX *); /[function pointer
HASH_ALG;

typedef struct  HASH_CTX _

{
const HASH_ALG  *hashAlg; //pointer to HASH _ALG
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uint32_t sequence, // TRUE if the 1V should be saved
uint32_t IV[16];
uint32_t msgByteLen[4];
uint8_t msgBuf[132];
uint32_t msgldx;
HASH_CTX;

4.3. R OULA

HASH B7% AL & R By 2R an k-
#£ 41 HASH Bi:ER¥E

R

it

uint32_t HASH_Init(HASH_CTX *ctx) HASH #1461k ek £

HASH 7320 %2 TT 06
uint32_t HASH_Start(HASH_CTX *ctx) . .

B 5

HASH 735 % 5 b P2
uint32_t HASH_Update(HASH_CTX *ctx, uint8_t *in, uint32_t byteLen); .

BRI

HASH 7335 %% % 5¢ B
uint32_t HASH_Complete(HASH_CTX *ctx, uint8_t *out) _—

uint32_t SHA256_Hash(uint8_t* in,uint32_t byteLen, uint8_t* out);

HASH LR 2% 15 pR L

uint32_t HASH_Close(void) HASH ¢ 1A R %1
void HASH_ Version(uint8_t *type, uint8_t *customer, uint8_t date[3], uint8_t | HASH ZRIUELIL FEhit
*version) . SR
4.3.1. HASHHT SR R 3
HASH ¥tk
KRR uint32_t HASH_Init(HASH_CTX *ctx)
SH U ctx BN, TR HASH_CTX Z5 Mtk 484t
IR [El{E HASH_Init_OK: #JZafbpis  HAth: HIahibes e
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PR L. ot A AURIA RAM X, FLIR 0 P9 3R T 2R (2 H 00 DR A
HAEA), TR
2. SMB I BN SRR Y, AU A

4.3.2. HASH4» BTG B R ¥

HASH_Start HASH J& #hia 5

BRHR A uint32_t HASH_Start(HASH_CTX *ctx)

SR ctx Wi\, 11 HASH_CTX Z5kytk it $a4t

prACILI=E HASH_Start OK: iz®IEM  HAh: BHHR

EEFEM 1. A2 HASH iz 5 FE R SRR B, B ctx->sequence B4

HASH_SEQUENCE_TRUE, 7 /#4547 i 223 #r v/ HASH_Init iR %, R )5
P H HASH_Update pi%%; 501, 4 HASH_SEQUENCE_FALSE.
2 WA NESHE RN

4.3.3. HASH%» 35 b B R 3

HASH 5335 4b JE 4
BRI R A uint32_t HASH_Update(HASH_CTX *ctx, uint8_t *in, uint32_t byteLen)
SR ctx BN, f81A HASH_CTX 45 Mtk rfa %
in Wi, TREZRERER
byteLen N, TEREERRTFRE
R [EE HASH_Update OK: iz&IEff  HAh: Z5H4HHR
ERFH 1. A I BR BT AU 1 IR 46 1 B8 i HASH_ Init Al HASH_ Start
2. ctx AR RAM X, HLAR [f] 8 A 25 AN T B8 2 Dy A 22 THERCH Hh TR S A
I A4 o

3.in AT 51 RAM BY Flash [X.
4. byteLen A LAAE 0, BV FH 1 ol B0 A AT 2505
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5. WItat ), XY B AR R RIS E N, /N IOE B TR G
FA et %, fe o HASH_Complete pR%L, B a5 30X —$EH Y B 24 22 45
e

6.45 T EREEN T, 750K ctx->sequence = HASH_SEQUENCE_TRUE, %4t
IV 5 D12 ctx->1V, FHAC Update B FE len H
ctx->hashAlg->ByteLenPlus(ctx->msgByteLen,len) N % ctx->msgByteLen, #XJ5
i HASH_Update %0, A BEZUBRLT)

7. WHTTNESF M.

4.3.4. HASH% 5 58 B ER 3

HASH_Complete HASH 5¢ il B et

R H R AL uint32_t HASH_Complete(HASH_CTX *ctx, uint8_t *out)

SH0 ctx  HA, &I HASH_CTX Mk rI454r
out i, FEIM HASH Z5 5 F84T

1R [E{E HASH_Complete OK: iz# IEHf HAth: BEHR

ERFEH 1 HEHINTEEE, 8 IR AT RRIRAT B A A
2. ctx AL ZiFE ) RAM X, HL3E [ ) A 25 AN W] B8 e CA A 8 v B v TR S A
I A7) o

MM HIE S Y.

4.3.5. HASHEA R 4 2 R 3

XXX_HASH HASH H /% 5 FEEUAE R

KRR uint32_t XXX_Hash(uint8_t* in,uint32_t byteLen, uint8_t* out)
¥ B XXX_Hash AJi%: SM3_Hash. SHA1 Hash. SHA224 Hash. SHA256 Hash.

SHA384_Hash. SHA512_Hash
in N, fEFTHE R TR
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byteLen %A, JHE 7K
out  Hith, &I HASH 45 RiffaEt

iR [ XXX_Hash OK: izH IEHf Hopth: iafEE R
FEREREM 1. PR EOE HEE BRIk ARIEH .

2. W ER AL R B T I A AR AL e
3T HIE S =Y.

4.3.6.HASH: A R 3

HASH_Close HASH iz 5% 4

R E R uint32_t HASH_Close(void)

S0 B

AL HASH_Close_OK: JGHImL)  Fifth: SCPE
EEREM

4.3.7. HASHEESREUR A4S B R ¥

I HASH Jie i A 5
R AR AL void HASH_Version(uint8_t *type, uint8_t *customer, uint8_t date[3], uint8_t
*version)
SH A type P b B 2 A R AR
customer  ARvHEEIE il AR A
date *, A, H
version HRRAS XX
p AN
EERFEW *type = 0x03; 1175 A 224 i

*customer = 0x00;  // briEfuAS
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date[0] = 18; II'Year()
date[1] = 12; //Month()
date[2] = 28; //Day ()

*version = 0x10;  //Z A 1.0
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5. RNGHEIEAPIVLEH

5.1 B EMAAE

AL FEAT TN T -
1. % RNG.h. Common.h AL, ¥ RNG.lib . Common.lib ¥ N %] T2,
2. ¥4 5.3 7 R HCUd W FH R A, A5 DB s DO S 4t ) demo.

5.2. FERAE X

enum{
RNG_OK = 0x5a5ababa, /IRNG generation process is ok
RNG_LENError = 0x311ECF50, /IRNG generation of key length error
RNG_ADDRError = 0x63BB4C39,  //This return value is not used
RNG_ADDRNULL = 0x7A9DB86C, // This address is empty

RNG_Attack = 0x4794674F, //The RNG generation process is attacked
RNG_ModeError=0x479467aa, //RNG choose mode is fail
RNG_TESTFAIL=0x479467bb, //IRNG test is fail
RNG_SEEDNULL=0x479467cc, //RNG seed is NULL

5.3. B¥FE O

RNG HyE A& R R T
#5-1 RNG HEEREE

BRI iR
uint32_t GetTrueRand_U32(uint32_t *rand, uint32_t wordLen) BN A R R
uint32_t GetTrueRand_US8(uint8_t *rand, uint32_t bytelen) BN 77 A R
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uint32_t PseudoRandNumInit(uint32_t seed[5]) PABENLE A6 1k PR 2L

uint32_t PseudoRandNumReseed(uint32_t seed[5]) PhBEHLE T 52 35T bR £

uint32_t GetPseudoRand_U32(uint32_t *rand, uint32_t wordLen) PN BENLE % 7 A il R L

void RNG_Version(uint8_t *type, uint8_t *customer, uint8_t date[3], n N
SREL RNG JFEAE B
uint8_t *version)

5.3.1. D BENLE AT 44k R

Oy BN A 1k

R E R uint32_t PseudoRandNumiInit(uint32_t seed[5])

SH seed  HA, DHREALFN TAZEHH, WLOU NULL, 4509 NULL I, P EECE
BEHLEC AT

R [EHME RNG_OK Ry 5 A Hlahfb diss

5.3.2. Dy BENLEM 7 EHT R

GRllE k6 Bl

BRI R A uint32_t PseudoRandNumReseed (uint32_t seed[5])

SR seed  FN, DHBENIFPFAZEEA, PRI NULL, 425 NULL B, PR
BEHLECA R

1R B RNG_OK  fZh 5 HAh #Isib i

EERFEMR U IR R E, A5 TR PseudoRandNuminit HJ4A 44 6 i

5.3.3. PhBEHLAE BB &K

Dy BAL L word A= AR 5

R AL uint32_t GetPseudoRand_U32(uint32_t *rand, uint32_t wordLen)
¥ rand $8%l, F8 A2 BRI BEATLEL
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wordlen: FL3EHUD BEATLEword K

& [B{E RNG_OK  m&Xh 5 HAh  AEpfyBENLE 5

i Fieword A Bl BE %L

FEREM B D BEALAE B, 254 1 FH PseudoRandNumInit#] 46 44 & £ RN
PseudoRandNumReseed B8 Fl 1R %L, FH P nl s AR 2020, S A - 5
Aseed ANULL, I A58 B 8h A4 b+

B2

5.3.4. BFENLEIR 74 R 5

| GetTrueRand_U32 iR mIRACHC R

R R AL uint32_t GetTrueRand_U32(uint32_t *rand, uint32_t wordLen)
Z¥ A rand: FREF, Fa A0 A R BE ML RS N A7k
wordLen: FFREE FEHLE F
R [EIE RNG_OK f%I1; Fof: AR ECREALE I AE, VR AR UE B X
5.3.5. ELFEHLEER 75 A LR L

GetTrueRand_U32ENERIE e aur ke D AE k-4

R AR AL uint32_t GetTrueRand_U8(uint8_t *rand, uint32_t bytelen)
¥ rand: FRE, Fi5 A0 AR I BE LA 9 A7 AL
bytelen: FUSREEFEALEL ) 7717 K&
1R EME RNG_OK J&I; Fofth: AR REALEL S, TR LS SR UE i
5.3.6. 3REXRNGE R A5 B

RNG_Version SREL RNG J&ERRAE B

R R A void RNG_Version(uint8_t *type, uint8_t *customer, uint8_t date[3], uint8_t *version)
SH A type BN %N &N
-27- E B#H AR 25 PR 2 8 Nations Technologies Inc.
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R EME
EBED

customer  FR{EECE H A
date #, A, H
version A x.x

*type = 0x03;

*customer = 0x00;

date[0] = 25;
date[1] = 04;
date[2] = 27;

*version = 0x10;

11 TV 22 4 bl
Il Bt RiA
II'Year()
//Month()

/IDay ()

IZ7s A 1.0
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6. SMAELIEAP I BH

6.1. BRI

RPN [ EWRPN T

1. ¥ SM4.h. Common.h JI AL, K Common.lib. SMA4.lib ¥ N3 TFE A, g8 b

JIE/NI - WAPZIE

2. 1% 6.3 TR B WA s B, AR DL S L 1Y) demo

6.2. HImARA E X

enum SM4_ENUM

{
SM4_Init_OK = Ox5a5a5aba, //SM4 opreation success
SM4_Crypto_OK=0x5a5a5ab5a, //SM4 opreation success
SM4_ParaNull =0x27A90E35,  //the address of input is NULL
SM4_ModeErr, /lworking mode error(Neither ECB nor CBC)
SM4_EnDeErr, /I En&De error(Neither encryption nor decryption)
SM4_LengthErr, /lthe byte length of input error
SM4_ATTACKED, //SM4 subjected to attack

I3

typedef struct{
uint8_t *in; /I the part of input to be encrypted or decrypted
uint8_t *iv; /I the part of initial vector
uint8_t *out; /I the part of out
uint8_t *key; /I the part of key

uint32_t inBytelen; //the word length of input or output
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uint32_t En_De; /lencrypt/decrypt
uint32_t Mode; /l ECB/ICBC
}SM4_PARM,;

6.3. B O Ui

SM4 Sk PEALE I R PIZR 1 T
#6-1 SMA BHBEREER

Pk R
uint32_t SM4_Init(SM4_PARM *parm) SM4 Bk Ia 1k
uint32_t SM4_Crypto1(SM4_PARM *parm) SM4 BRI I 5
void SM4_Close(void) SM4 B
void SM4_Version(uint8_t *type, uint8_t *customer, uint8_t date[3],
uint8_t *version) I S TR

6.3.1. SMAR A AE4L
YIHEAL SMA4 ik
R A uint32_t SM4_Init(SM4_PARM *parm)
e 5L parm  fiN, f&I7 SM4_PARM Z5H4 1R 1 HE £
R [EME SM4_Init_OK: #I4afbpZh  HAtME: THEARR, F WA R RME E X
EEEW

1. &84k SM4_PARM Z7% 9.2 i SM4_PARM /7i& X .

2.4 ECB X, NIZ%ivl. iv2 i B4 NULL &

3. REHWEME N — B Z YT CBC &K, WEM:

B X PR (X>D HAARRBOEATINE, ERBPIEEE IV AV =ivl)
— B E RN X-1 BB s I F A o) B3 AT N A3 B i SO iR s — A

(16 F71)
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4, REBIRIERN—BARE 2Bt 4T CBC R, TiEE:
X HEHE XD WHAREEH TS, HHPYERE IV AV =ivl)
— BT HAE X-1 BRI R G — 04 (16 715)

6.3.2. SMAREER N AR 25

SM4_Crypto SM4 55 i fif 25

R ¥R A uint32_t SM4_Crypto1(SM4_PARM *parm)

e 5 QL parm A, F&I7 SM4_PARM ZEH 4R 1484

IR [ElfE SM4_Crypto_OK: iz% LM HAbME: tHREEHR, HEIHCARAUEE X
HEREHR

1. 581k SM4_PARM Z7% 9.2 i SM4_PARM /7:& X .

2.4 ECB #30, MIZHivl. iv2 i B NULL # i

3. REHUEMEN—BAAE S Z YT CBC &R, FRiEM:

B X PR (XD HAARREGHT N, ERAMYIERE IV AV =ivl)

— 8 L HTONEE X-1 S AR e O AT I AR B % SO e — AN
(16 =11 .

4. REHIRANER—BAME s ZYUkT CBC iR, Fik

B X PR XD WAARREGHTES, HPYIGERE IV AV =ivl)

— B BN X-1 PR R 5 — A4 (16 74

il

N e

6.3.3.SM4% A

%] SM4 St

R E R void SM4_Close(void)
SH YA

IR BME

EEEW
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6.3.4. FRELSMAFE R A1 B

SM4_Version SREL SM4 FE iR AAE 8

R A void SM4_Version(uint8_t *type, uint8_t *customer, uint8_t date[3], uint8_t
*version)
S ¥t type ERERENTEN
customer  ARHEEIE il iR A
date F, B, H
version HIRA x.x
1R [E{E
EEHEM *type = 0x03; 117 MY AR 22 4 i
*customer = 0x00;  // FrifEfAS
date[0] = 25; IIYear()
date[1] = 04; //Month()
date[2] = 27; /IDay ()

*yersion = 0x10; /A 1.0
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il

V2 P BR B30 R 1)

/1P B s A 7 K, H AR
uint32_t DES_test()
{

uint8_t
in_2[16]={0x81,0xc2,0xel,0x52,0x47,0x80,0xba,0xch,0x81,0xc2,0xel,0x52,0x47,0x80,0xba,0xcb};
uint8 tiV[8] = {0x11,0x50,0x37,0x58,0x1C,0x80,0xD5,0xF3};
uint8_t key 8[8]={0x4c,0xfd,0x58,0x76,0x3b,0x79,0x51,0x86};
uint8_t
key 16[16]={0x4c,0xfd,0x58,0x76,0x3hb,0x79,0x51,0x86,0x61,0xf7,0x7c,0xc4,0x46,0xe9,0xf8,0x9d};
uint8_t
key 24[24]={0x4c,0xfd,0x58,0x76,0x3b,0x79,0x51,0x86,0x61,0xf7,0x7c,0xc4,0x46,0xe9,0xf8,0x9d,0x1
1,0x50,0x37,0x58,0x1C,0x80,0xD5,0xF3};

uint8_t
DES_ECB_ENC[16]={0x0B,0x09,0x3E,0x89,0x14,0xD6,0xE0,0xDA,0x0B,0x09,0x3E,0x89,0x14,0xD6
,0XEQ,0xDA};

uint8_t
T2DES_ECB_ENC[16]={0x0C,0x46,0x15,0x56,0x19,0x8D,0x09,0xA9,0x0C,0x46,0x15,0x56,0x19,0x8
D,0x09,0xA9};

uint8_t
T3DES_ECB_ENC[16]={0x15,0xA2,0xB8,0xBA,0x3A,0xCA,0xEF,0x04,0x15,0xA2,0xB8,0xBA,0x3A,
OxCA,0xEF,0x04},

uint8_t
DES_CBC_ENC[16]={0x15,0x95,0xB5,0xAC,0xC1,0x5A,0xFC,0x62,0x62,0xD0,0xF8,0XxEE,0xB1,0xF
C,0x1B,0xA8};
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uint8_t
T2DES_CBC_ENC[16]={0x7E,0xE9,0xF8,0x19,0xBC,0x4D,0x1E,0xED,0xCD,0x0D,0x38,0x93,0xE5,0
x80,0x3A,0xD6};

uint8_t
T3DES_CBC_ENC[16]={0xC4,0x2D,0x00,0x22,0x71,0x58,0x5F,0x91,0x3F,0x08,0x75,0xC4,0x18,0x9
3,0xF3,0xA7},

uint8_t out1[18],0ut2[18];

DES_PARM des_Parm={0};
des_Parm.Mode = DES_ECB;
des_Parm.En_De = DES_ENCRYPT;
des_Parm.in=in_2;
des_Parm.inByteLen=16;
des_Parm.key=key 8;
des_Parm.keyBytel en=8;
des_Parm.out=outl+2;
DES_Init(&des_Parm);
DES_Cryptol(&des_Parm);
if(memcmp(outl+2, DES ECB_ENC, 16))
{

return OX5SA5A5A5A;
}
des_Parm.Mode = DES_ECB;
des_Parm.En_De = DES_DECRYPT;
des_Parm.in=outl+2;
des_Parm.inByteLen=16;
des_Parm.key=key 8;
des_Parm.keyBytelLen=8;
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des_Parm.out=out2;
DES_Init(&des_Parm);
DES_Cryptol(&des_Parm);
if(memcmp(out2, in_2, 16))

{
return OX5A5A5A5A;

des_Parm.Mode = DES_ECB,;
des_Parm.En_De = DES_ENCRYPT;
des_Parm.in=in_2;

des_Parm.inByteLen=16;
des_Parm.key=key 16;
des_Parm.keyBytel en=16;
des_Parm.out=outl+2;
DES_Init(&des_Parm);
DES_Cryptol(&des_Parm);
if(memcmp(outl+2, T2DES _ECB_ENC, 16))

{
return OX5A5A5A5A;

}

des_Parm.Mode = DES_ECB,;
des_Parm.En_De = DES_DECRYPT;
des_Parm.in=outl+2;
des_Parm.inByteLen=16;
des_Parm.key=key 16;
des_Parm.keyBytelLen=16;

des_Parm.out=out2;
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DES_Init(&des_Parm);
DES_Cryptol(&des_Parm);
if(memcmp(out2, in_2, 16))

{
return OX5A5A5A5A;

des_Parm.Mode = DES_ECB,;
des_Parm.En_De = DES_ENCRYPT;
des_Parm.in=in_2;

des_Parm.inByteLen=16;
des_Parm.key=key 24;
des_Parm.keyBytel en=24;
des_Parm.out=out1+2;
DES_Init(&des_Parm);
DES_Cryptol(&des_Parm);
if(memcmp(outl+2, T3DES_ECB_ENC, 16))

{

return OXSA5A5A5A,;
}
des_Parm.Mode = DES_ECB;
des_Parm.En_De = DES_DECRYPT;
des_Parm.in=outl+2;
des_Parm.inByteLen=16;
des_Parm.key=key 24;
des_Parm.keyBytelLen=24;
des_Parm.out=out2;
DES_Init(&des_Parm);
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DES_Cryptol(&des_Parm);
if(memcmp(out2, in_2, 16))

{
return OX5A5A5A5A;

des_Parm.Mode = DES_CBC;
des_Parm.En_De = DES_ENCRYPT;
des_Parm.in=in_2;
des_Parm.inByteLen=16;
des_Parm.key=key 8;
des_Parm.keyBytel en=8;
des_Parm.iv=iV;
des_Parm.out=out1+2;
DES_Init(&des_Parm);
DES_Cryptol(&des_Parm);
if(memcmp(outl+2, DES CBC_ENC, 16))

{

return OXSA5A5A5A,;
}
des_Parm.Mode = DES_CBC;
des_Parm.En_De = DES_DECRYPT;
des_Parm.in=outl+2;
des_Parm.inByteLen=16;
des_Parm.key=key 8;
des_Parm.keyBytelLen=8;
des_Parm.iv=iV;
des_Parm.out=out2;
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DES_Init(&des_Parm);
DES_Cryptol(&des_Parm);
if(memcmp(out2, in_2, 16))

{
return OX5A5A5A5A;

des_Parm.Mode = DES_CBC;
des_Parm.En_De = DES_ENCRYPT;
des_Parm.in=in_2;
des_Parm.inByteLen=16;
des_Parm.key=key 16;
des_Parm.keyBytel en=16;
des_Parm.iv=iV;
des_Parm.out=outl+2;
DES_Init(&des_Parm);
DES_Cryptol(&des_Parm);
if(memcmp(outl+2, T2DES _CBC_ENC, 16))

{

return OXSA5A5A5A,;
}
des_Parm.Mode = DES_CBC;
des_Parm.En_De = DES_DECRYPT;
des_Parm.in=outl+2;
des_Parm.inByteLen=16;
des_Parm.key=key 16;
des_Parm.keyBytelLen=16;
des_Parm.iv=iV;
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des_Parm.out=out2;
DES_Init(&des_Parm);
DES_Cryptol(&des_Parm);
if(memcmp(out2, in_2, 16))

{
return OX5A5A5A5A;

des_Parm.Mode = DES_CBC;
des_Parm.En_De = DES_ENCRYPT;
des_Parm.in=in_2;
des_Parm.inByteLen=16;
des_Parm.key=key 24;
des_Parm.keyBytel en=24;
des_Parm.iv=iV;
des_Parm.out=outl+2;
DES_Init(&des_Parm);
DES_Cryptol(&des_Parm);
DES_Init(&des_Parm);
DES_Cryptol(&des_Parm);
if(memcmp(outl+2, T3ADES _CBC_ENC, 16))

{
return OX5A5A5A5A;

}

des_Parm.Mode = DES_CBC;
des_Parm.En_De = DES_DECRYPT;
des_Parm.in=outl1+2;

des_Parm.inByteLen=16;
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des_Parm.key=key 24;
des_Parm.keyBytel en=24;
des_Parm.iv=iV;
des_Parm.out=out2;
DES_Init(&des_Parm);
DES_Cryptol(&des_Parm);
if(memcmp(out2, in_2, 16))
{

return OXSA5A5A5A,

printf("DES _test is successed!\r\n");
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uint32_t aes_test()
{

uint8_t
in[16]={O0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF};

uint8_t

iIv[16]={0xA2,0x10,0x3F,0x84,0xA4,0x2E,0xDB,0x8A,0x0C,0xA0,0x97,0x70,0x4E,0x34,0x39,0x33};//
A2103F84A42EDB8SAOCA097704E343933

uint8_t
key128[16]={0xFE,0x7C,0x24,0x38,0x83,0xFA,0xBB,0x78,0xF4,0x59,0xCF,0xEB,0xCF,0x67,0x02,0x
79};/IFE7C243883FABB78F459CFEBCF670279

uint8_t
key192[24]={0x67,0x69,0x7E,0xDE,0x12,0xE8,0xC5,0x04,0xF5,0x88,0x4A,0x7E,0xA4,0x5B,0x6F,0x 7
B,0xAB,0x92,0x2B,0x64,0xDA,0x88,0x00,0x04};

uint8_t
key256[32]={0x89,0x02,0xF5,0xF3,0xA6,0xF5,0x84,0x50,0xB0,0xB9,0xD3,0xCF,0x30,0x82,

0xD9,0xDA,0xF9,0xAA,0x18,0x3C,0xB9,0xF6,0xCF,0x86,0xCF,0x1B,0x70,0xB1,0x5C,0x81,0x54,
0x06};//8902F5F3A6F58450B0BID3CF3082D9DAF9AA183CBIF6CF86CF1B70B15C815406

uint8_t
ECB128_en[16]={0x4E,0xE6,0xF9,0x56,0xBF,0x80,0x04,0xF4,0x61,0x23,0xD4,0x26,0x24,0x47,0x03,
0x2A};

uint8_t
CBC128_en[16]={0xFC,0x15,0x9F,0x65,0x7E,0x02,0xF7,0xEB,0x3A,0x5D,0xF0,0x8E,0x79,0x51,0xC

0,0x12};
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uint8_t
CTR128_en[16]={0x3B,0x7C,0xDB,0xED,0x8F,0xAD,0xEE,0x7C,0xA5,0x52,0x95,0x6D,0x7D,0x86,0
xCE,0xD5},

uint8_t
ECB192_en[16]={0x1D,0x58,0x54,0x75,0x87,0xDA,0x23,0xBF,0xF4,0xD0,0xA6,0x33,0x4B,0x98,0x2
9,0xB6};

uint8_t
CBC192_en[16]={0x9F,0x8C,0x2A,0x1C,0x9A,0x4F,0xE7,0x01,0xC6,0xF5,0x05,0x8F,0xD1,0x6 A,0x 1
1,0x89}%;

uint8_t
CTR192_en[16]={0x64,0xFA,0x50,0x31,0xB8,0x46,0xD2,0xCD,0xBC,0x38,0x11,0x62,0xB5,0x9A,0x
C4,0x4C};

uint8_t
ECB256_en[16]={0xF4,0xD2,0xC6,0xD4,0xD1,0x64,0x6B,0xBD,0xB3,0x66,0x80,0x94,0x9A,0xBD,0x
0A,0xF4};

uint8_t
CBC256_en[16]={0x65,0x05,0xE9,0x66,0x5D,0x47,0x6A,0x33,0xB0,0xDB,0x2A,0x94,0XE6,0x 1E,0x3
F,0xC5};

uint8_t
CTR256_en[16]={0x75,0xC9,0x8F,0xF7,0x62,0x64,0x97,0x08,0xB3,0xE9,0xD0,0xC6,0x73,0x77,0x54,
0x69};

uint8_t out1[19], out2[19];
AES_PARM AES_Parm={0};
AES Parm.Mode = AES_CTR,;
AES _Parm.En_De = AES_ENCRYPT;
AES_Parm.in=in;
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AES_Parm.inBytelen=16;
AES Parm.key=key128;
AES_Parm.keyBytelen=16;
AES Parm.iv=iv;

AES_Parm.out=outl+1,

AES_Init(&AES_Parm);
AES_Crypto(&AES_Parm);
if(memcmp(outl+1,CTR128 en,16))
{

return 0x6D;
}
AES Parm.Mode = AES_CTR;
AES _Parm.En_De = AES_DECRYPT,
AES_Parm.in=outl+1,;
AES_Parm.inBytelen=16;
AES_Parm.key=key128;
AES_Parm.keyBytelen=16;
AES_Parm.iv=iv;
AES_Parm.out=out2;
AES_Init(&AES_Parm);
AES_Crypto(&AES_Parm);
if(memcmp(out2,in,16))
{

return 0X6D;

AES Parm.Mode = AES_ECB;
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AES_Parm.En_De = AES_ENCRYPT;
AES Parm.in=in;
AES_Parm.inBytelen=16;

AES Parm.key=keyl128;

AES Parm.keyBytelen=16;
AES_Parm.iv=iv;
AES_Parm.out=outl+1;
AES_Init(&AES_Parm);
AES_Crypto(&AES_Parm);
if(memcmp(outl+1,ECB128 en,16))
{

return 0x6D;
}
AES_Parm.Mode = AES_ECB;
AES_Parm.En_De = AES_DECRYPT,
AES_Parm.in=outl+1,
AES_Parm.inBytelen=16;
AES_Parm.key=key128;
AES_Parm.keyBytelen=16;
AES_Parm.iv=iv;
AES_Parm.out=out2;
AES _Init(&AES_Parm);
AES_Crypto(&AES_Parm);
if(memcmp(out2,in,16))
{

return Ox6D;
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AES_Parm.Mode = AES_CBC;
AES_Parm.En_De = AES_ENCRYPT;
AES Parm.in=in;
AES_Parm.inBytelen=16;

AES Parm.key=key128;
AES_Parm.keyBytelen=16;
AES_Parm.iv=iv;
AES_Parm.out=outl+1;
AES_Init(&AES_Parm);
AES_Crypto(&AES_Parm);
if(memcmp(outl+1,CBC128 en,16))
{

return 0x6D;
}
AES_Parm.Mode = AES_CBC;
AES _Parm.En_De = AES_DECRYPT,
AES_Parm.in=outl+1,;
AES_Parm.inBytelen=16;
AES_Parm.key=key128;
AES_Parm.keyBytelen=16;
AES_Parm.iv=iv;
AES_Parm.out=out2;
AES _Init(&AES_Parm);
AES_Crypto(&AES_Parm);
if(memcmp(out2,in,16))
{

return Ox6D;
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AES Parm.Mode = AES_CTR;

AES Parm.En_De = AES_ENCRYPT;
AES Parm.in=in;
AES_Parm.inBytelen=16;
AES_Parm.key=key192;
AES_Parm.keyBytelen=24;
AES_Parm.iv=iv;
AES_Parm.out=outl+1;
AES_Init(&AES_Parm);
AES_Crypto(&AES_Parm);
if(memcmp(outl+1,CTR192 en,16))

{
return 0x6D:;

}

AES Parm.Mode = AES_CTR;
AES_Parm.En_De = AES_DECRYPT;
AES _Parm.in=outl+1,;
AES_Parm.inBytelen=16;
AES_Parm.key=key192;
AES_Parm.keyBytelen=24;
AES Parm.iv=iv;
AES_Parm.out=out?;
AES_Init(&AES_Parm);
AES_Crypto(&AES_Parm);
if(memcmp(out2,in,16))

{

return 0x6D;
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AES Parm.Mode = AES_ECB;

AES Parm.En_De = AES_ENCRYPT;
AES Parm.in=in;
AES_Parm.inBytelen=16;
AES_Parm.key=key192;
AES_Parm.keyBytelen=24;
AES_Parm.iv=iv;
AES_Parm.out=outl+1,;
AES_Init(&AES_Parm);
AES_Crypto(&AES_Parm);
if(memcmp(outl+1,ECB192 en,16))

{
return Ox6D:;

}

AES_Parm.Mode = AES_ECB;
AES_Parm.En_De = AES_DECRYPT;
AES _Parm.in=outl+1,;
AES_Parm.inBytelen=16;
AES_Parm.key=key192;
AES_Parm.keyBytelen=24;
AES Parm.iv=iv;
AES_Parm.out=out?;
AES_Init(&AES_Parm);
AES_Crypto(&AES_Parm);
if(memcmp(out2,in,16))

{
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return 0x6D:;

AES Parm.Mode = AES_CBC;
AES_Parm.En_De = AES_ENCRYPT;
AES_Parm.in=in;
AES_Parm.inBytelen=16;
AES_Parm.key=key192;
AES_Parm.keyBytelen=24;
AES_Parm.iv=iv;
AES_Parm.out=outl+1,;
AES_Init(&AES_Parm);
AES_Crypto(&AES_Parm);
if(memcmp(outl+1,CBC192_en,16))

{
return Ox6D:;

}
AES Parm.Mode = AES_CBC;
AES _Parm.En_De = AES_DECRYPT;
AES _Parm.in=outl+1,;
AES_Parm.inBytelen=16;
AES_Parm.key=key192;
AES_Parm.keyBytelen=24;
AES Parm.iv=iv;
AES_Parm.out=out?;
AES_Init(&AES_Parm);
AES_Crypto(&AES_Parm);
if(memcmp(out2,in,16))
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return 0x6D;

AES Parm.Mode = AES_CTR;
AES_Parm.En_De = AES_ENCRYPT,
AES_Parm.in=in;
AES_Parm.inBytelen=16;
AES_Parm.key=key256;
AES_Parm.keyBytelen=32;
AES_Parm.iv=iv;
AES_Parm.out=outl+1,;
AES_Init(&AES_Parm);
AES_Crypto(&AES_Parm);
if(memcmp(outl+1,CTR256_en,16))

{
return Ox6D:;

}

AES Parm.Mode = AES_CTR;
AES_Parm.En_De = AES_DECRYPT,
AES _Parm.in=outl+1,;
AES_Parm.inBytelen=16;
AES_Parm.key=key256;
AES_Parm.keyBytelen=32;
AES Parm.iv=iv;
AES_Parm.out=out2;
AES_Init(&AES_Parm);
AES_Crypto(&AES_Parm);
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if(memcmp(out2,in,16))
{

return 0x6D;

AES_Parm.Mode = AES_ECB;
AES_Parm.En_De = AES_ENCRYPT,
AES_Parm.in=in;
AES_Parm.inBytelen=16;
AES_Parm.key=key256;
AES_Parm.keyBytelen=32;
AES_Parm.iv=iv;
AES_Parm.out=outl+1,;
AES_Init(&AES_Parm);
AES_Crypto(&AES_Parm);
if(memcmp(outl+1,ECB256 en,16))
{

return 0x6D;
}
AES Parm.Mode = AES_ECB;
AES_Parm.En_De = AES_DECRYPT;
AES Parm.in=outl+1;
AES_Parm.inBytelen=16;
AES_Parm.key=key256;
AES_Parm.keyBytelen=32;
AES_Parm.iv=iv;
AES_Parm.out=out2;
AES_Init(&AES_Parm);
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AES_Crypto(&AES_Parm);
if(memcmp(out2,in,16))
{

return 0x6D;

AES_Parm.Mode = AES_CBC;
AES_Parm.En_De = AES_ENCRYPT;
AES_Parm.in=in;
AES_Parm.inBytelen=16;
AES_Parm.key=key256;
AES_Parm.keyBytelen=32;
AES_Parm.iv=iv;
AES_Parm.out=outl+1;
AES_Init(&AES_Parm);
AES_Crypto(&AES_Parm);
if(memcmp(outl+1,CBC256_en,16))
{

return 0x6D;
}
AES Parm.Mode = AES_CBC;
AES_Parm.En_De = AES_DECRYPT;
AES Parm.in=outl+1;
AES_Parm.inBytelen=16;
AES_Parm.key=key256;
AES_Parm.keyBytelen=32;
AES_Parm.iv=iv;

AES_Parm.out=out2;
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AES_Init(&AES_Parm);
AES_Crypto(&AES_Parm);
if(memcmp(out2,in,16))

{

return 0x6D;

ks

printf(“aes_test is succsed!\r\n");
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ii. ffis= HASHEEE KB H IR

FITAT Bt Al /e 71 Ko, H AR

1.1 HASH_ test

uint32_t SHA test()
{
uint8_t
in[16]={0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00};
uint8_t
shal_out[20]={0xE1,0x29,0xF2,0x7C,0x51,0x03,0xBC,0x5C,0xC4,0x4B,0xCD,0xF0,0xA1,0x5E,0x 16,
0x0D,0x44,0x50,0x66,0xFF};
uint8_t sha224 out[28]=

{

0xF1,0x85,0xBD,0x39,0x9E,0x1B,0x65,0x96,0x42,0x86,0x2C,0xE0,0x59,0xE2,0x02,0xA1,0x9A,0x A8,
0x73,0xA1,0x02,0x94,0xCF,0x30,0xCA,0x5F,0x90,0xEB

h

uint8 t sha256 out[32]=

{
0x37,0x47,0x08,0xFF,0xF7,0x71,0x9D,0xD5,0x97,0x9E,0xC8,0x75,0xD5,0x6C,0xD2,0x28,0x6F,0X6D,
0x3C,0xF7,0xEC,0x31,0x7A,0x3B,0x25,0x63,0x2A,0xAB,0x28,0xEC,0x37,0xBB  };

uint8_t sha384_out[48]=

{
OxAE,0x40,0x65,0x9D,0xA1,0x19,0x3C,0xDE,0xC8,0xDF,0x47,0x4B,0x5E,0x36,0x41,0x6A,0x82,0x47
,0x3B,0x83,0xD3,0x2D,0xBB,0xE1,0xDD,0x6D,0xF8,0XxEC,0x94,0x99,0xD2,0x49,0x02,0xCA,0x08,0x
C3,0x34,0x87,0x6B,0xC8,0xE6,0x9E,0x81,0x8B,0xEE,0xCC,0x04,0x6A };
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uint8_t sha512_out[64]=

{
0x0B,0x6C,0xBA,0xC8,0x38,0xDF,0xE7,0xF4,0x7E,0xA1,0xBD,0x0D,0xF0,0x0E,0xC2,0x82,0xFD,0x
F4,0x55,0x10,0xC9,0x21,0x61,0x07,0x2C,0xCF,0xB8,0x40,0x35,0x39,0x0C,0x4D,0x A7,0x43,0xD9,0x
C3,0xB9,0x54,0xEA,0xA1,0xB0,0xF8,0x6F,0xC9,0x86,0x1B,0x23,0xCC,0x6C,0x86,0x67,0xAB,0x23,0
x2C,0x11,0xC6,0x86,0x43,0x2E,0xBB,0x5C,0x8C,0x3F,0x27  };

uint8_t out[69];

uint8_t ret;

HASH_CTX ctx[1];

ctx->hashAlg = HASH_ALG_SHAL,;

ctx->sequence = HASH_SEQUENCE_FALSE;

HASH_ Init(ctx);

HASH_ Start(ctx);
HASH_Update(ctx, in, 16);
HASH_Complete(ctx, out+1);
HASH_Close();

if (memcmp(out+1,shal_out,20))

{

return 0x5a5a5a5a;

else

{
printf("SHAL-Test success\r\n™);

}
ctx->hashAlg = HASH_ALG_SHAZ224;
ctx->sequence = HASH_SEQUENCE_FALSE;
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HASH _ Init(ctx);

HASH_ Start(ctx);
HASH_Update(ctx, in, 16);
ret=HASH_Complete(ctx, out+1);
HASH_Close();

if (memcmp(out+1,sha224 out,28))
{

return Ox5a5a5aba;

else

{
printf("SHA224-Test success\r\n™);

}

ctx->hashAlg = HASH_ALG_SHAZ256;
ctx->sequence = HASH_SEQUENCE_FALSE;
HASH_ Init(ctx);

HASH_ Start(ctx);

HASH_Update(ctx, in, 16);
ret=HASH_Complete(ctx, out+1);
HASH_Close();
if(memcmp(out+1,sha256_out,32))

{

return Ox5a5a5aba;

else

printf("SHA256-Test success\r\n");
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}
ctx->hashAlg = HASH_ALG_SHA384;

ctx->sequence = HASH_SEQUENCE_FALSE;

HASH _ Init(ctx);

HASH_ Start(ctx);
HASH_Update(ctx, in, 16);
ret=HASH_Complete(ctx, out+1);
HASH_Close();
if(memcmp(out+1,sha384 out,48))
{

return Ox5a5a5a5a;

else

{
printf("SHA384-Test success\r\n™);

}

ctx->hashAlg = HASH_ALG_SHA512;
ctx->sequence = HASH_SEQUENCE_FALSE;

HASH_ Init(ctx);

HASH_ Start(ctx);
HASH_Update(ctx, in, 16);
ret=HASH_Complete(ctx, out+1);
HASH_Close();
if(memcmp(out+1,sha512_out,64))

{
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return Ox5a5a5a5a;

else

{
printf("SHA512-Test success\r\n™);

}

i1i.2 HASH_single_test

I1sha256 F {7 3l X 451
uint32_t HASH_single_test(void)
{

uint32_t ret;

AERSE:

uint8_t in[48]=

{
0x1C,0xBB,0x9F,0x4A,0x43,0x6A,0xAD,0x81,0xFE,0x4F,0x52,0x4A,0x0A,0x76,0x22,0xC8,0x4F,0x9
0,0x18,0x30,0xA4,0xD2,0x8C, 0x6A,0xC3,0x40,0xA0,0xBD,0x0A,0x6A,0x37,0x18,0x8D,0x19, 0x9D,
OXE5, 0xCB,0x84,0xA3,0xFC,0x39,0xDE,0x8C,0xD6,0xFC,0x2F, 0xC8,0x88%;// 7 11 K i

THF 240 E i S -

uint8_t out[32];

I1F.7% sha256 ) 1E B VH 247 22

uint8_t sha256_out[32]=

{
OxE2,0xE4,0x2C,0x8A,0x01,0x1A,0xE7,0x98,0x67,0x74,0x93,0xAF,0x9D,0x65,0x99,0xB3,0xA1,0x68,
0x8B,0x5A,0xF1,0x32, 0x3D,0x5B,0xFF,0xFB,0x12,0x30,0x94,0xE4,0x81,0xDD};// 715 K i

/1sha256 (1] 51K 7% 4%

ret=SHA256_Hash(in,48,out);
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if(ret'=SHA256_Hash_OK)return OX5A5A5A5A,;
if(memcmp(out,sha256_out,32))
{

return Ox5a5a5ab5a;

else

printf("SHA256-Test success\r\n™);
}

return O;

iii.3Hash_substep_test

/ISHA256 [F 5 43 A i ik
uint32_t Hash_substep_test(void)
{
I IS 57 Ko
uint8_t hash256_fixin[48*3]=
{
0x56,0x9F,0x3E,0x6A,0x8A,0x28,0x10,0x1D,0xEO,
0x67,0xD9,0x15,0x27,0xB7,0xE1,0x89,0x7D,0x35,
0x1D,0xDE,0xF2,0x1F,0x12,0x60,0x4B,0x8E,0x23,
0x82,0x57,0x0B,0x54,0x59,0xFB,0xE7,0xE9,0x41,
0xD3,0x93,0x7B,0x68,0xCA,0x04,0xD6,0x16,0x54,
0x88,0xBE,0xC5,0x4C,0x61,0x14,0x35,0xA1,0x80,
0x58,0xBE,0x48,0x1A,0x97,0x8D,0xA9,0x67,0x04,
OxE8,0x89,0x00,0xE7,0x3E,0x6E,0xAA,0x2B,0x7A,
0x94,0x86,0x21,0x19,0x00,0xF0,0xA9,0x95,0xE5,
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0x08,0x62,0xC4,0xB6,0xF3,0x37,0x71,0xD4,0x66,
0x38,0x6F,0x7D,0x4C,0xE5,0x84,0xE3,0x10,0x61,
0x88,0x6D,0x56,0x2F,0x1A,0x14,0x52,0x11,0x4E,
0x59,0x7A,0xF6,0xEB,0x05,0xD1,0x59,0x85,0xA7,
0x0A,0x2C,0x1F,0x97,0xB4,0xA9,0xD8,0xF7,0xBC,
0x2D,0xE8,0x4F,0xC1,0xE6,0x4C,0x18,0x5F,0xF6,
Ox1F,0x71,0x3C,0xBF,0xD2,0x42,0x1A,0x16,0xBB

y

uint8_t out[32];

PRI e PSSR E PN T

uint8_t hash256_fixout[32]=

{

OxFA,0xE9,0x77,0xDB,0x34,0x0F,0x40,0x2A,0xE3,0x38,0x5A,0x54,0xB5,0x9F,0x39,0xDF,0x49,0x7
7,0x59,0x4E,0xEB,0x4F,0x02,0xBD,0x36,0xED,0xA2,0xDF,0x35,0x4A,0xB0,0x76

Iy

uint32_ti,byteLen=48;

HASH_CTX ctx[1];

ctx->hashAlg = HASH_ALG_SHA256;

ctx->sequence = HASH_SEQUENCE_TRUE;

HASH_Init(ctx);

HASH_ Start(ctx);

for(i=0;i<3;i++)
{
HASH_Update(ctx,hash256_fixin+i*byteLen,byteLen);
}
HASH_Complete(ctx, out);

HASH_Close();
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if (memcmp(out,hash256_fixout,32))

{
printf("hash256-FIX-Test fail\r\n");

return Ox5A5A5A5A;

else

printf("hash256-FIX-Test success\r\n");

}

return 0;
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uint32_t Prng_test(void)
{
uint32_t seed1[5]={0x00000001,0x08704706,0xb89a7076,0xe54189fe,0x97720802};
uint32_t rand1[9]={Ox6E8A2B4E,0xE8A8883B,0x05377FDE,0x74A971A9,0xEAD3443A,
0x272DD5BA ,0xDF08142A ,0x54003866 ,0x069DEA21 };
uint32_t result[9];
PseudoRandNumInit(seedl);
GetPseudoRand_U32(result,9);

if(Cmp_U32(result,9,rand1,9)!=Cmp_EQUAL)

{
return Ox5a5a5a5a;
}
else
{
printf("seedl success\r\n™);
}
return O;
¥
iv.2 BEEHL

uint32_t TRNG()

{
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uint32_t rand[32]={0},rand1[32]={0},rand2[32]={0};

GetTrueRand_U32(rand,32);

GetTrueRand_U32(rand1,32);

GetTrueRand_U32(rand2,32);

if(Cmp_U32(rand1,32,rand2,32)!=Cmp_EQUAL &&Cmp_U32(rand,32,rand2,32)!=Cmp_EQUAL
&&Cmp_U32(rand,32,rand2,32)!=Cmp_EQUAL)

printf("Rand successd!");

GetTrueRand_U8((uint8_t*)rand,32);

printf("Rand1 successd!");
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uint32_t SM4_test()
{

4

uint8_t
in[128]={0xD5,0xF4,0x34,0x4D,0x6A,0x09,0xBB,0xA6,0xCE,0xCD,0xDD,0x36,0x80,0xD4,0xB0,0x4
6,0xF1,0xDC,0xC7,0xB0,0xE6,0xA6,0xB4,0x4F,0x1D,0x04,0xCA,0xB4,0x33,0x34,0x28,0xLA,0xC5,0x
6C,0xF3,0x9C,0xD6,0xB6,0xE2,0xA6,0x70,0xFE,0x00,0xAA,0x8E,0x69,0xAD,0x14,0x3A,0XE9,0XE6,
0x7F,0xF3,0x0F,0xC7,0x29,0x51,0x20,0x4E,0xA4,0XxEC,0x6A,0x62,0xCF,0x79,0xD8,0x 14,0x05,0x36,
0xC5,0x24,0x94,0x89,0x0E,0xC7,0x71,0xE3,0x6B,0xA7,0x2A,0XxEB,0xFF,0x2C,0x1B,0xD9,0x2D,0xF
A,0xE5,0x1F,0xAE,0xBB,0x1C,0x4F,0xE0,0x1E,0x40,0x39,0x61,0x 1F,0XEF,0x53,0xDD,0x8A,0x58,0x
5F,0x24,0xBA,0xF3,0x47,0x80,0xA7,0x70,0x4C,0x45,0x20,0XxED,0x5F,0xA9,0x54,0x6B,0xCF,0xD6,0
x97,0x83,0x25,0x3E,0x63,0x55};

uint8_t
key[16]={0x4D,0x2F,0x9D,0xC2,0xF6,0xA7,0x1A,0xDB,0x3A,0x69,0x62,0x98,0x82,0x50,0xB4,0xCE
h

uint8_t
iv[16]={0x0D,0xF5,0x99,0x42,0xF8,0xB4,0x97,0x51,0x0D,0xF5,0x99,0x42,0xF8,0xB4,0x97,0x51};

uint8_t
ECB_ENC[128]={0x4E,0xE1,0x96,0x3B,0x70,0x9A,0xED,0x7B,0x57,0x9B,0xDC,0x2E,0xDA,0xBB,0
xC7,0xF7,0x38,0x59,0xB5,0xF2,0xED,0x6B,0x44,0x03,0x24,0x95,0x2B,0x1C,0xD9,0x24,0xAF,0xEE,0
x63,0x2F,0x99,0x1E,0x1B,0xF4,0x82,0xDF,0x5A,0x66,0xA5,0x43,0x9C,0xE6,0x92,0XEC,0x66,0xDB,
0xC1,0x88,0xAF,0xC0,0xB9,0xEB,0x8D,0xBB,0xEF,0x06,0x09,0x7E,0xDD,0x7A,0x3F,0xDA,0xFE,0x
0A,0x30,0x8C,0xA8,0x56,0x6E,0x0C,0xEF,0x6A,0x16,0x85,0x46,0x9B,0x13,0x7C,0xC8,0x A7,0x39,0x
AE,0xE3,0x60,0x4F,0x58,0x20,0x6D,0x76,0x5A,0xDA,0x13,0x4E,0xFA,0x28,0xF0,0xE1,0xD1,0x92,0
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x02,0x69,0x86,0x3C,0x8F,0xA5,0x3A,0xAA,0xA9,0x60,0x11,0x15,0x25,0x15,0x56,0x23,0x12,0XE3,0x
B4,0x4B,0x36,0x2D,0xD5,0xAA,0x9A};

uint8_t
CBC_ENC[128]={0xC3,0xA6,0xC7,0x61,0x88,0x79,0XE6,0x7F,0x47,0xB5,0xEC,0x 1E,0xB0,0x4E,0x1
A,0x45,0x8E,0x05,0x53,0x30,0xFA,0x73,0x81,0x16,0x38,0x1A,0x74,0x04,0x61,0x61,0xFA,0x41,0x4D
,0x48,0xCD,0xD4,0x73,0xE0,0x72,0x41,0xD0,0x2A,0x19,0x89,0x34,0XE8,0x64,0x81,0xB0,0xA4,0x98,
0x6F,0x27,0x94,0x0A,0xBA,0x8F,0x2B,0x54,0x9F,0xDB,0x50,0x AB,0x3A,0x87,0xFC,0x27,0x88,0xB
2,0x3F,0x6D,0x0E,0xA4,0xD9,0x20,0xF7,0x22,0xF6,0x4E,0x83,0x21,0x45,0x42,0x21,0x 74,0xAD,0xF
4,0xA3,0x6B,0x55,0x0D,0xFF,0xF1,0xC5,0x20,0x69,0x44,0x6C,0x99,0x99,0xDB,0x79,0xE2,0x44,0x4
E,0xF5,0x2E,0x8B,0xC1,0xF2,0x88,0xA5,0xE9,0xBD,0x2B,0x1A,0xF1,0xB0,0XE6,0x2E,0x73,0XFC,0x
B4,0x38,0xF2,0x5D,0x3E,0x57};

uint8_t out1[130],out2[130];

SM4_PARM SM4_Parm={0};

SM4 Parm.Mode = SM4_ECB;

SM4_Parm.En_De = SM4_ENCRYPT;

SM4_Parm.in=in;

SM4_Parm.inBytelen=128;

SM4_Parm.key=key;

SM4_Parm.out=outl1+2;

SM4_Init(&SM4_Parm);

SM4_Cryptol(&SM4_Parm);

if(memcmp(outl+2,ECB_ENC,128))

{
return Ox6D;
}
SM4 _Parm.Mode = SM4_ECB;
SM4_Parm.En_De = SM4_DECRYPT,;
SM4_Parm.in=outl1+2;
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SM4_Parm.inBytelen=128;
SM4_Parm.key=key;
SM4_Parm.out=out2;
SM4_Init(&SM4_Parm);
SM4_Cryptol(&SM4_Parm);
if(memcmp(out2,in,128))

{
return 0x6D:;

SM4_Parm.Mode = SM4_CBC;
SM4_Parm.En_De = SM4_ENCRYPT;
SM4 _Parm.in=in;
SM4_Parm.inBytelen=128;
SM4_Parm.key=key;
SM4_Parm.out=outl+2;
SM4_Parm.iv=iv,
SM4_Init(&SM4_Parm);
SM4_Cryptol(&SM4_Parm);
if(memcmp(outl+2,CBC_ENC,128))

{
return Ox6D:;

}

SM4_Parm.Mode = SM4_CBC;
SM4_Parm.En_De = SM4_DECRYPT;
SM4_Parm.in=outl1+2;
SM4_Parm.inBytelen=128;
SM4_Parm.key=key;
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SM4_Parm.out=out2;
SM4_Parm.iv=iv;
SM4_Init(&SM4_Parm);
SM4_Cryptol(&SM4_Parm);
if(memcmp(out2,in,128))

{

return 0x6D:;

}
printf("SM4_test is successed! \r\n");
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