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Hx
I 10 1O B 11 % YO U U OO T O U T OSOT R U 1
P - TQ YO N B i o o oo TSN 2
2.1 BT AR L A oottt ettt ettt ettt ettt et ettt ettt et ettt ee et ettt n et en e 2
2L L B B oottt ettt ettt et et et et ettt ettt et et eaneees 2
2,02 BB R oottt ettt ettt et et et et ettt ettt ettt eeeaneeas 2
22 B T oottt ettt ettt ettt ettt et et ettt ettt ettt et et et et et et et et e e et et et et et e e eanenes 4
2 T oL Y [ DT = =] = OO 4
32 ol V.| o T €= S [N =S TOON 6
223 CMD_KEY_RNG ..ottt ettt en s seeens s 7
224 CMD_KEY _UPDATE ..ottt ss s ae st ese s ene s 8
225 CMD_FLASH _ERASE ......oiiieeeeeeeeeeeeeves et eseee e ss et se st en s eseens s 9
226 CMD_FLASH DWNLD ..ottt ns st snes 11
227 CMD_DATA_CRC _CHECK ...oiviieeeeeeeeeeeeeeee sttt sn e en s 13
2.2.8  CIMD_OPT _RW ..ottt ettt ettt ettt st et e ettt e et n et n et en s 15
229 CMD_USERX _OP...cooieeeseeseeeeeseeeee ettt sttt st s st st s et st n et st n s 16
2200 CMD_SYS _RESET .ottt ettt ettt sttt sttt st sttt st n et st en s 20
2.3 R T R A T ] oottt ettt ettt ettt e e et ettt et e et et et et et e e et ee et et et et e en e et et et et et e e eeeeeens 21
2 L R B T R A T ettt ettt ettt ettt ettt et et et et et et ettt ettt et et et e naneenes 21
2.3 R E R R A T oottt ettt ettt ettt ettt ettt ettt et et et et et ettt ettt et et et teaeanenaes 21
e T T 1 51 = 1y N o 21
B BOOT I B TEEH oottt ettt e et r ettt e et n et er e 23
3.1 B T Lot i T 23
RO R =3 s I e < TSR 24
R I N = s O [ o < TSROV 24
RO TR T S o 22 B o gy e OO 26
N O N Y e o ol i - TR 26
I DT Vo0 1 e R Bty 1 iy <[P RUP 27
VR 5 1 <) -~ OO T TSR TRTPRO 28
LSS = oo 29
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ORE: [2552

1 BOOTER

i FHE B 3& FH T-N32L40x. N32L43x. N32G43x 27t F, it 7 H P F&Eahfe, A

(LI

1)

2)
3)
4)
5)
6)
7)
8)
9)

B 3 FE

A. SCFFUSARTL, BARBCRFRSCHFIIER N 2.2.1 =Aihid
a) N32L40x.N32L43x.N32G43x 51 MCU 3¢ 3 R Wi, 32 11 4 PAY(TX).

PA10(RX);

B. #FUSB £, i/ DFU Phill F#;

H T B R SRR B 1 IR 2R T 5 X -

® [ BRI
G, @R EAHLE R % OXTF, MCU AN A7 & 2% R8s, R E 1
PR, ZA 720 N32L40x. N32L43x. N32G43x %% MCU A~ 3¢
s

® IR I
FHE, EAYLSIEHE MCU J@Ekd & FUm s, w2l H 9600bps (1 RE R i
A7, 8 CMD_SET_BR fir % BB B R, IR (9] B M J5 AR AL
AR E MR R A, KR BEUROIRAS,  N32L40x. N32L43x.
N32G43x #41, #B3FFizfh 7.

SCHF Flash #ErDhRe CREGETHIRIZ TS 2BHRRR)

SCREAE SRR T T BT R

SCHE AR CRC32 1256

Y FF L BOOT B

SCHFBEE B X AT

SCRFRAF AL B A

SCRE FLASH 73 X3 X 455 T B 25 PAIE ;

SCHFSY X 2 B T T s

10) X FFn# F# (AES-128 ECB)
KRS EAIR T EFHMCUE FrBOOTHILIRE . Sl KA /41

1/29
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BOOTAE /¥ 3 Fillif USART/USBH: F N 8 M P A2 e At . B, E SR BIE
Mo N R K A & A B AR

2.1 WA RBHESEN

2.1.1 & FIR
Table2.17r 4 %€ X
2K BE R EE UL B
CMD_SET_BR 0x01 | B DSREE (U DA 20
CMD_GET_INF 0x10 | USRS RS BOOTRA S, & 1D
CMD_GET_RNG 0x20 | FRHEXBHALAEL
CMD_KEY_UPDATE 0x21 | HUBINE N8 H s o X UGE%
CMD_FLASH_ERASE 0x30 | #FRFLASH
CMD_FLASH _DWNLD 0x31 | NHH I EIFLASH

CMD_DATA CRC_CHECK | 0x32 | CRCK:&: N H LK
TEHU/EC BRI CRLE T SRy 24

CMD_OPT_RW 0x40 \

- - FLASHTL 5 37, DataO/1fic & . USERFCE)
CMD_USERX_OP 0x41 | 3KELSr XUSERX AN, it # 43 XUSERX A/
CMD_SYS RESET 0x50 | RAENL

2.1.2 BIEEH

BEAA T AT 52, SOl ST REMSB AT, O RFERES
BRI

1 BB SRR

1) RS

<CMD_H + CMD_L + LEN + Par> + (DAT).

CMD_HARE—Zfn 2B, CMD_LIRER — iy 7B LENFRERAZEEIEK
FE: ParfREANFHi A S%: DATIRE LETRAE T EKIER Bk HdE
2) TIEMNELE:

2129 HERBERBMAHAEMRAT NSING TECHNOLOGIES INC.
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<CMD_H+CMD_L + LEN > + (DAT) + <CR1+CR2>,
CMD_HRE—Zfan 7B, CMD_LIRER —Fin S 7B, TFEMSFEBANT N

FERmATEAR; LENMRER AKERIKE; DATAAE T Z R _EZENZ R B %

P&: CR1I+CR2MCFE M LEREIFIIEASPATE R, H LERIEGS—H. —FmdT

BAE T4, BOOT[HZCR1=0xBB, CR2=0xCC.

2. VHEEBERSEIELEH

1) USB fEHi4EdE451
USB # K H DFU 0%, 1 WL DFU 1.1° 30y
o MR LEZEES:

i FIDFU_DNLOADi# K F & 24548k .
o NIRE T ENZ 4
ffi FIDFU_GETSTATUSIE R T E N 454 H
2) HHFESEIELE:
o [Nl FKkLEES:
STAL + STA2 + { L JZ15 44514} + XOR.
STALFISTA2R & N K& A I Is 717, STA1=0xAA, STA2=0x55. T
O R AT AL R 32 R VB R
XORMREFEZ AT A F WM R Bz HE (STAL+STA2 + { LEFRA44D) .
o iU ENE:

STAL + STA2 + { M Z N 451} + XOR.

STALHNISTAZ2:E H LR IA a2 W77, STAL=0xAA, STA2=0x55. HIT
AR B ik R D R R

XORREZ At & F I R EIEHAE (STAL+ STA2 + { NEMELMY)

3/29 HERBEARBAEMAT NSING TECHNOLOGIES INC.
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Zdn 2 TS BURF R P BOOTHRA, B teh HBRFR, LR LR EIN A 2L

B4
byte 2| b7 | b6 b5 b4 b3 b2 b1 bo
O(CMD_H) | 0x01 —Zir 4B
1(CMD_L) | 0x00 —#ifrd7Ek
2~3(LEN) RIEFHEKE: 0x00, 0x00
4~7(Par) Par[0~3]: WHE KRR
(DAT) T

® Par[0~3], R IR B A AT LA iR, e Tt F A 2.4Kbps ~ 4.5Mbps:
® {RF{H: 0x00;

JREMNE
byte 2 b7 b6 b5 b4 b3 b2 bl b0
0(CMD_H) | 0x01 — 24 7B
1(CMD_L) | 0x00 —Zifn A5
2~3(LEN) | &iE##EKE: 0x00, 0x00
(DAT) "
4(CR1) REFAL
5(CR2) REFI2

® REFT(CRL. CR)MIEAr & AT IEHL D -
1. iR EIAD): IREHREAL(0XA0. 0x00).
2. R[EIRM: RZESFREL(0XBO. 0x00).

TR VAR 2 B R SRR R A (V) FORSCHE, | IR

4729
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R Beks
(MHz) 2400 | 4800 | 9600 | 14400 | 19200 | 38400 | 57600 | 115200 | 128000 | 256000 | 576000 | 923076
4 | v | NN N N N N N N N N N
6 | v | N | N N N N N N N N N
8 | v | N | W N N N N N N N N N
shagmtsr |12 | N | N | N N N N N N N N N
6] v | N |V N N N N N N N N N
a | v | NV N N N N N N N N N
2| v | N ]V N N N N N N N N N
wasees | 8 | v | v | W N N N N N N N N N
® N32L40x. N32L43x. N32G43x £%] MCU BOOT V1.2 A 8 R4 2R 57 -
I EhB% g
(MHz) 2400 | 4800 | 9600 | 14400 | 19200 | 38400 | 57600 | 115200 | 128000 | 256000 | 576000 | 923076 | 1M | 15M | 2M |225M | 3M
N N N N N N N N N N N N N / N
6 | N | v | A N N N N N N N N N N N N / N
8 | v | v | W N N N N N N N N N N N N / N
phEgmber | 12 | N | N | W v v v v v v v v v v v v / v
6] v | V|V N N N N N N N N N N N N / N
| N | V| N N N N N N N N N N N N / N
2| N | V| N N N N N N N N N N N N / N
waseer | 8 | v | N | A N N N N N N N N N N / / / /
5/29
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2.2.2 CMD_GET_INF
% A PRI AR IBOOTIA S . B a . AHID. B RIS BILAF
8

= J/tho

ER#HES:

oy~ b7 b6 b5 b4 b3 b2 b1 bo
O(CMD_H) | 0x10— % & 7-E%

1(CMD_L) | Ox00— i fin & 7B

2~3 (LEN) | AiAHHE e

4~7(Par) 1R

(DAT) T

® {REFA{EH: 0x00.
® LEN KiEHIEKE: 0x00(LEN[0]). OxO0(LEN[1]), LEN = LEN[O] +(LEN[1]<<8).
JRENE:

oyt~ b7 b6 b5 b4 b3 b2 bl bo
0(CMD_H) | 0x10— % fin & 7B

1(CMD_L) | Ox00— % A7 E%

2~3 (LEN) | #¥EKE

4~54(DAT) | BOOThHR AT A5 RS, & HID. & RIMLE R
55(CR1) AT

56(CR2) REF2

® LT IT(CMD_H)AIEZH5 4 F i (CMD_H)% i .
® LEN 2K E: O0x33(LEN[O]). OX00(LEN[1]), LEN = LEN[O0] + (LEN[1]<<8).
® DAT[0]t: Al 5 &5
PR S 0x02
® DAT[1] 0xXY, BOOT iy &£/ A5 (BCD fi)
0x10: #5/~"BOOTMEH I fir &AL, LMl HVL.0M iy & SERUA
DAT[2]: BOOT ftfid k4
® DAT[3~50] 48Byte
DAT[3~18]: 16Byte UCID (ffi: 3602 13 21 12 50 48 54 38 39 39 30 30 01 4F 85) ,
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DAT[19~30]: 12Byte Chip ID(UID) (. 36 02 13 50 48 54 38 39 39 01 4F 85)
DAT[31~34]: 4Byte DBGMCU_IDCODE ({j|: 0154 87 F8)
UCID/ UID/ DBGMCU_IDCODE A% & X W, {UM_N32G45x 5 51| H F F 1)

(UM _N32G4FR £ 51 H ' T/t
ZAA S FMY (UM _N32L40x 251 7 Tt )
DAT[35~50]: 16Byte (f##);

® IRATFII(CRL. CR2)MME A A PAT I 70 M-

(UM_N32WB452 % 41| i J* /51

1. IRE T RESFRELL(0XAO0L 0x00).
2. IR [E R RS HRELL(0XBOL 0x00).

2.2.3 CMD_KEY_RNG

BRI P 7 R 56 P = 2 B A BE AL

{UM_N32G43x
(UM_N32L43x &5 FH - T

LR 4:
byle~_bit | b7 b6 b5 b4 b3 b2 bl b0
O(CMD_H) | 0x20—Zfir & 7Bt
1(CMD_L) | 0x00 4 7B
2~3(LEN) | RikHdE K FF
4~7(Par) 1R
(DAT) T

® {RE{H: 0x00;
® LEN KiE#¥EK . OX00(LEN[O0]). OX00(LEN[1]), LEN = LEN[O0] + (LEN[1]<<8).

JRE R

byte™~_bit b7 b6 b5 b4 b3 b2 bl b0
O(CMD_H) | 0x20— % ir &7 B

1(CMD_L) | 0x00_— %k fin 57 B

2~3(LEN) | KIEHEK

4~19(DAT) | 16BytesH ELFH HL AL

20(CR1) | WR&F1

21(CR2) | IR&EF152

® LEN Kik%#EKE: 0x10(LEN[0]). OxO0(LEN[1]), LEN = LENI[O0] + (LEN[1]<<8).

7129

EREARBAERAR NSING TECHNOLOGIES INC.

Huhik: PRI R L X R Ib X s R % 1095 [H R K E
Hig: +86-755-86309900 £ H: +86-755-86169100
FR3E:  https://www.nsingtech.com 1i%i: 518057



ay

%) EREK

® 16Byte [ FLFAMNLE v A k.
® RAFT(CRL. CR2)MRIE A & HAT BN

sk

1. R [EIEET): IRESIRENSL(0XAO. 0x00).
2. R[EIRM: RAEFREAL(0XxBO. 0x00).

2.2.4 CMD_KEY_UPDATE

FP T DA N2 R 3 A 2 AT S0, SE 3T 7 2248 FHCMD_KEY_RNG3R HL i
LA, BEHLEH T EALHLAE P> 16Bytesi IH % SHIAIEE , PRt CMD_KEY_UPDATES fir & K
%45BOOT, BOOTIE I ZWIFEAIE AP 5 B, BRI &% . B
B N .

www.nsingtech.com

24
byte~_bit | b7 b6 b5 b4 b3 b2 bl b0
O(CMD_H) | 0x21—Zfir &7k
L(CMD_L) | = a4 5B HHERSIID
2~3(LEN) | RiEHEKE
4~7(Par) {REA{E: 0x00
DAT[0~15]: 16Bytesi¥]IHZ$INIEE
DAT[16~31]: 16Bytesf)#r 257 =14
8~55(DAT) | DAT[32~47]: CRC32W 4=
4Bytes) CRC32/% 5 A (IH 25 H+# % $A{H) + 12BytestH 7 {1 0x00
PR 16Bytes &4 F 1H 25 57

® CMD_L: ARFETHMHEHERI ID
ID(0x00~0x1F): #4HZ& 5] ID.
LEN & I&E#E K F: 0x30(LEN[0]). OX00(LEN[1]), LEN = LEN[0] + (LEN[1]<<8).
fREEME: 0x00,
DAT[32~47]:

1.

CRC32 K5 1H »
DAT[0~15]: _EA7#LF CMD_KEY_RNG 3KHU 16 Az ATLECR 1H %545 A i i A IEAE
DAT[16~31]: FIH®S N2 1441, BOOT M IH M 5 FARATE H 4

8/29
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RN

byte bit b7 b6 b5 b4 b3 b2 bl b0
0(CMD_H) | ox21— a4 7Bt

1(CMD_L) | — it 27B: HEHID

2~3(LEN) | KixsHdEE

(DAT) I

4(CR1) RAEFA

5(CR2) REFT2

® LEN KEH K : 0X00(LEN[0]). O0xO0(LEN[1]), LEN = LEN[O0] + (LEN[1]<<8).
® RETII(CRL. CR)MRHEAT & HATHE L/ -

1. R EIEET): RSP EAL(0XAO 0x00).

2. RBIRM: REFFEN(CRL. CR2)

2.2.5 CMD_

6)

(0xBO.
(0xBO.
(0xBO+
(0xBO+
(0xBO.
(0xBO.

0x00):
0x10):
0x11):
0x20):
0x21):
Ox3F):

AEPSE

ZEHR D] D i FE AR

W] CRC KR AT IR
EEEVNNE NS

|2 SR A IE 2 WO 308 T R )«
B A BRI

FLASH_ERASE

BOOTHEAE LA TN S #EBRFLASHII Th g, 48 Bk DU bk g 5 FORD DA el FH P 42 63t #8%
FIFLASHZS Al A BB B ANFLASH=ZS ], H & /DRI T

MAF RS NIELIRE, VIFE R AT E G ICMD_KEY_RNGIREUENIEL, H#H4TAGE.

BOOTH& Ak A TN A #E R FLASHIV T fg, 48 Bk Dbk g = FOFI DUHCEH F P SR8, #8F%
[IFLASHZS (B AN GEHE IS BEANFLASHZS [B],  HZE /DRI T,
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LE#H4:
oyte—Dt b7 | b6 b5 b4 b3 b2 bl b0
O(CMD_H) | 0x30— i & 7B
L(CMD_L) | =g fn 7B HRRIXS
2~3(LEN) | RiEHdEKE
4~7(Par) bk gR 525775 0~255
T 27-71:1~256
DAT[0:15]: 167 TUSERL/2/343 X AR 2 HIANUEAE, AN T
BEINIE TS L
® CMD_L: #RoX5
1. 0x00 = USER1;

www.nsingtech.com

8~23(DAT)

2. 0x01=USER2;
3. 0x02 = USERS3;
® LEN KEHHKE: 0x10(LEN[0]). O0xO0(LEN[1]), LEN = LEN[O0] + (LEN[1]<<8).
® EERHLHEATEE H Par BN 4 TR
Par[0~1]: Ulthhlg 5257 (0~255)
T hESR S = Par [0] + (Par [1]<<8);
Par[2~3]: T1%k25717(1~256)
TU# = Par [2] + (Par [3]<<8);
05 1 1 #hki y0x0800_0000, LAJ5 (T thtik g 5 1, i Hhdik 8 510x800.
Ea/R
15 1 14 Hi 41k 50x0800 0000 + 1*0x800 = 0x0800_0800
2'5 71 14 Hiik y0x0800_0000 + 2*0x800 = 0x0800_1000

BN PR R ) bk

tetn: TUhkgm 5 0x01, T y0x02

VU428 e F M k- Vi L«

(0x0800_0000 + 1*0x800) ~ (0x0800_0000 + 1*0x800 + 2*0x800)

B (ViHbhbgm S i ity ~  (UHbbRgR S HhE + TUEC T RN
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JRE L

oyt~ b7 b6 b5 b4 b3 b2 bl b0
O(CMD_H) | 0x30— % & 7-E%

1(CMD_L) | —Zan % 7B ¥R X

2~3(LEN) | KiEHIEKE

(DAT) T

4(CR1) REFAL

5(CR2) REFH2

® LEN KEH K : 0X00(LEN[0]). O0xO0(LEN[1]), LEN = LEN[O0] + (LEN[1]<<8).

® RAEFTI(CRL. CRMRYE i AT HHL ) 9

1.
2.

yI3

yI3

9)

[F T RASHRELL(0XAO0L 0x00).
[FIRM: RESARELL(CRL, CR2).
RPN
IR R

(0xB0O. 0x00):
(0xBO. 0x20):
(0xBO. 0x21):
(0xB0O. 0x30):
(0xBO. 0x31):
(0xBO. 0x32):
(0xBO. 0x34):
% FLASH R

(0xBO. 0x37):

(0xB0O. 0x3F):

10) (0xBO. 0x3F): HHTE F(5 RN,

2.2.6 CMD_FLASH DWNLD
i AP PR BARRY B4R EFLASH, #0516 450 57 CF &2 B4 A 3)
#h0x00) , #H FEdr & e ft.
MAFEREVAESINEE K, AUE FH InE R EREEE AE NS 30 75 28 H

CMD_KEY_RNGIRHUFEALE . X T XAINIEIN 2 N4, 75 it

AR SR O B i B 1
#F% FLASH T RDP {47
PEER FLASH T4 WRP R4
YEB% FLASH TU# 3 X OR9

5k FLASH Hihbyu RS (F88 H FLASH K/N);

I
5

X 5. InE T ErEEE

i BB I N T R CRIR 7 XAIE BB ) o) A i 0 5090 A 2 B SC P 5 NFLASH.
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LER4:
byte 21 b7 | b6 b5 b4 b3 b2 bl bo
1(CMD_H) Ox31— L fin 2B
2(CMD_L) ZRA A TR THAX S
3~4(LEN) AL B K P
5~8(Par) TNEFLASHIP k2 4 Hh bk

8~23+N(DAT)

DAT[0:15]: 167 TUSER1/2/3%3 X IAIE [ 2 H A
DAT[16~16+N]: N RAEHE On# el JEme)
DAT[N+1~N+4]: % #EH 4Byte CRC32RK 4

® CMD_L: F#HHKX5S
1. 0x00 = USER1;

2. 0x01 = USER2;

3. 0x02 = USERS3;
® LEN KEHMKE: OXXX(LEN[0]). OXxXX(LEN[1]), LEN =LEN[0] + (LEN[1]<<8)
® Par[0~3]: T# FLASH Wyd#ashsl, & N4 Address = Par[0] | Par[1]<<8 |

Par[2]<<16 | Par[3]<<24.

® DAT[0:15], Reserved.
® DAT[16~16+N]: F# I HAREHE

1. USB: 1k 128 M7+, 15<=N<=143, N+1 Z0A 16 HIEEL

2. USART: # Ak 128 INF11, 15<=N<=143, N+1 241K 16 HIZ5.
DAT[N+1~N+4]: BN %k 4Byte CRCI2I I HEE N & -

pyte~Dit b7 b6 b5 b4 b3 b2 bl bo
0(CMD_H) | 0x31— %% i & 7Bt

ICMD_L) | B b 7R FBRHKS

2(LEN) | REER K

OAT) |k

3(CR1) REFAL

4(CR2) REFTT2

5(XOR) FEIs H AR
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® LEN KiEHIEKE: 0x00(LEN[0]). OxO0(LEN[1]), LEN = LENI[O] + (LEN[1]<<8).
® RATFII(CRL. CR)MME A A PAT I 70 M-

1. NERY): REFRES(0XA0. 0x00).

2. FERM: RERESI(CRL, CR2).

1)
2)
3)
4)
5)
6)
7)
8)
9)

10) (0xBO.
11) (0xBO.
12) (0xBO.

(0xBO.
(0xBO.
(0xBO.
(0xBO+
(0xBO+
(0xBO.
(0xBO.
(0xBO~
(0xBO~

0x00):
0x20):
0x21):
0x30):
0x31):
0x32):
0x33):
0x34):
0x35):
0x36):
0x37):
0x3F):

ACIESVE

IR R
BEEFHVIE SR S i B 1)

N#X FLASH Hutib# RDP £47;

N#K FLASH Hutib# WRP {47

T FLASH Hihil g 7 X AR 45

T FLASH Hihik3i Rl 23 [X 5

T FLASH iy B (Rl 1A FLASH RN
N FLASH 2tk A 2 16 =155 5%
T FLASH #2216 IR 4K
% FE FLASH 20

BB HAE BRI

2.2.7 CMD_DATA CRC_CHECK
%A TR N EBRE & B IEW, &R N EOEE R R AT BRI R LN, B
DR R T #e a 4e— 3 TCRCE S,  FETR 4 T HR At T 2 3dE 1 CRCAE AR B8 AT Ui 1
Bk DL R AR B0
LAFRENIERT, CRCEIHT 7 A HHCMD_KEY _RNGIREUEHIEL, FEHEATIE,

LEHE4:
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byt~ b7 | b6 b5 b4 b3 b2 bl bo
O(CMD_H) | ox32— %47
1(CMD_L) | ZZ&m47E: R XS

2~3(LEN) RIRBHEAKE

4~7(Par) 32bit CRCE: 4 A

DAT[0:15]: 167FUSERL/2/3%) X W\ IIE B 25 AH A IE{H
8~31(DAT) | DAT[16:19]: K& iEEinithht

DAT[20:23]: RIGKEE(RAL: 797, KEE&H/N2KB)
® CMD_L: R X5

1. 0x00 = USER1;
2. 0x01 = USER2;
3. 0x02 = USERS3;

® LEN RiEH¥EK . 0x18(LENJO]). Ox00(LEN[1]), LEN = LEN[O0] + (LEN[1]<<8).

® Par[0~3]: 32bit CRC &40 {H, H & MM CRC32 = Par[0] | Par[1]<<8 | Par[2]<<16 |
Par[3]<<24.

® DAT[0:15]: TAUERZBHINIEE

® DAT [16~19]: K& Agntiil, & By Address = DAT[16] | DAT[17]<<8 |
DAT[18]<<16 | DAT[19]<<24, Address A fES&1E FLASH i [ 4 .

® DAT [20~23]: &I &K E, H A& MMM CRC_LEN = DAT[20] | DAT[21]<<8 |
DAT[22]<<16 | DAT[23]<<24, CRC_LEN REEEIEARIIEHN, KEKT 2KB, HE 16 f1f%
.
RN
byt~ b7 b6 b5 b4 b3 b2 bl b0
O(CMD_H) | 0x32 —Z 4 7B
L(CMD_L) | = 2FB: Ry X S
2~3(LEN) | KixHEKE
(DAT) x
4(CR1) &7
5(CR2) REF
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® LEN Kix##EK . Ox00(LEN[O]). Ox00(LEN[1]), LEN = LEN[0] + (LEN[1]<<8).
® RATFII(CRL. CR)MME A A PAT I 70 M-

1. KR REFREL(0XA0. 0x00).
2. RERM: REWRELL(CRL, CR2)
1) (0xBO. 0x00): i [H] 5k
2) (0xBO. 0x20): CRC & ZEHINL I
3) (0xBO. 0x21): CRC #5& & PHIAE M H5 ke ik PR A
4) (0xBO. 0x32): CRC itk o X R4
5) (0xBO. 0x33): CRC 3& bk Fl 5 7 [X s
6) (0xBO. 0x34): CRC KEGHbhLyE Bk (FEE HI A FLASH K/
7) (0xBO. 0x35): CRC RIuHuhEAJE 16 715X 5%
8) (0xBO. 0x36): CRC KHKFEAZ 16 MA54L, BiE KL/ T 2KB;
9) (0xBO. 0x38): CRC K45k
10) (0xBO. Ox3F): BE & 25 5 R .

www.nsingtech.com

2.2.8 CMD OPT _RW
S TIEIERE (B TiIRRPES . FLASHIUS fR3. DataO/1fic & . USER
BlE) .

=2 "R

byt~ b7 | b6 b5 b4 b3 b2 bl bo
O(CMD_H) | 0x40 —Zifr4d B

1(CMD_L) | —ZinArB

2~3(LEN) RIEHARAKE

4~7(Par)

8~27(DAT) | I 7L & 2047711

® CMD L AT
1. 0x00: ZREUELIFT .
2. 0x01: Mc B L7,
3. 0x02: MCEEIIFTT, HEN.
® LEN KiX#¥EK . O0x14(LEN]O]). Ox00(LEN[1]), LEN = LEN[O0] + (LEN[1]<<8).
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ERAK
® DAT[0~19]: ETIFELE 20 4~
RDP. nRDP. USER. nUSER. Data0. nDataO. Datal. nDatal. WRPO. nWRPO.

www.nsingtech.com

WRP1. nWRP1. WRP2. nWRP2. WRP3. nWRP3. RDP2. nRDP2. Reserved.
nReserved;

1. CMD_L =0x00: 4B 0x00.

2. CMD_L =0x01/0x02: Mt & k7 NE S NI

JRRRLE :

byte

bit b7 b6 b5 b4 b3 b2 bl b0

O(CMD_H) | 0x40 — 24 7B

L(CMD_L) | =g 4B

2~3(LEN) | BiEH K&

4~23(DAT) | &I 7B B 20711

24(CRL) | R&TFL

25(CR2) | Ra&FT52

® LEN KiEHIEKE: 0x14(LEN[0]). OxO0(LEN[1]), LEN = LENI[O] + (LEN[1]<<8).
® DAT[0~19]: MHTIEIIF AL E 20 N5
RDP. nRDP. USER. nUSER. Data0. nData0. Datal. nDatal. WRPO. nWRPO.
WRP1. nWRP1. WRP2. nWRP2. WRP3. nWRP3. RDP2. nRDP2. Reserved.
nReserved;
® RAEFT(CRL. CRMRE Ay & HAT I -

1. &Y REFREL(0XA0. 0%00).

2. KR RAEFREAL(CRL, CR2)

1) (0xBO. 0x00): & [A] 2L

2.2.9 CMD_USERX_OP

i & RS L B2 X USERL/2/3 K7D,y IXHC L 58 MUR X R 7 (X H 3 e

Mo 7 IXUSER1/2I3K/NABEECE — X, A HIBINVREIMMU 73 X & A e Bt (7 2Ky
NVRIE, iR s & e )

W PRI B R
LR FESHAX, REBEUSER3 (BLECHNHE M) Binf . R FHEXTUSERI M
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, FBCE — FUSER1. USER1+ USER3IK/NILFATEANFLASHI KN,
QUIRTFEF=AX, SR EUSER3 (BLETHANE ) , HEEUSER2 (L 5 H3)

B IR, R FEXUSERIME H, FiACE — FUSERL. USERI1 + USER2 + USER3[#K
INDL R EEANFLASHIR K/
LER4:
byte bit b7 b6 b5 b4 b3 b2 bl b0
O(CMD_H) | 0x41 —Zfnb 7Bk
1(CMD_L) | —Zar b7
2~3(LEN) | RiEHdEKE
Par[0]: 43[XUSER1/2/3
Par [1]: 73X USER1/2/3K/)\

4~T7(Par)

Par [2]: ZrXINUEFEHZE 511D

Par [3]: 7> XIIEAININZE N4 {E fEfic B
DAT I

® CMD L —#ifrdFFx:
1. 0x00: iZ£HU4rIX USERL/2/3 K/MALE .
2. 0x01: BCE4r[X USERL/2/3 K/ %% ID. 43 XOIEMNEE N2 H6E
® LEN KiEHIEKE: 0x00(LEN[0]). OxO0(LEN[1]), LEN = LENI[O] + (LEN[1]<<8).
® Par[0]: 7+ X 5
1. 0x00: 47X USERL.
2. 0x01: 77X USER2.
3. 0x02: 4r[X USER3.
® Par[1]:
1. CMD_L = 0x00: 0x00.
2. CMD_L =0x01: 4rIX USER1/2/3 K/MicE
Iy X K/NHE TG . 0x1(16KB) ... 0x1F(496KB). 0x20(512KB), USER1 + USER2
+ USER3 =512KB; H /" [XUSER1/2/3 /ML E 5 HahE M.
o3 X K /INFI i hE A 52
3 DX PRTEC 46 i 1k A 7 2 0x0800_0000, 43 X A Mk Ay e 4 b tik i #E A FLASH ) 25
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%) EIREA
& (HLWFLASH S & 4512K, IR Hisik0x0800_0000 + 512*0x800 =
0x0808_0000)

WIHRUSERL4F X 1, MJUSERL 43 X Huhik: i [ A0x0800_0000 ~ (0x0800_0000 +
USER1_Size*0x4000).
WHRUSER3: X 17, NIUSER3 43 [X #ihik: i il 4 (0x0808_0000 —
USER3_Size*0x4000) ~ 0x0800_8000 ({3 #IFLASHA Hhtik 0x0808_0000) -
USER2f)7; X Hidik, E bk JYUSERLHIR b, Kbl HUSERIA & Hihik. iR
USERLE A 4r X, MIUSER2M T Hull 7 £ HUSER2_Sizeffi €

® Par[2]:

www.nsingtech.com

1. CMD_L = 0x00: OXFF.

2. CMD_L =0x01: 0x00~0x1F % F#/ 0 X IEZEEHZ 5] 1D,

OXFFRRARE R T 1D, 41 F%F R FUSERX A & 1D A H) W Par [ 3] 118 ;
® Par[3]:

I XYGEFNE M RERCE, OxXY

X =0— AMERES XINIE, B LARC & M1

X =1- ffResr XIAIE, ARERECE H0;

Y =0 - AMEREINE T &, 7T LANC & 91

Y =1- fERensE ~E, AsERCE NO;

1. CMD_L =0x00: BEHCIRZS, fRBEEE 0x00;

2. CMD_L =0x01: BCEARZA, FCEME OxXY;

JRIE R
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byte™~_bit b7 b6 b5 b4 b3 b2 bl b0
O(CMD_H) | 0x41 —#fin 47
L(CMD_L) | —Zan 7B
2~3(LEN) | Ri&HHRKE
DAT[0]: 4r[XUSER1/2/3
DAT[1]: ZrXUSER1/2/3:K/)h
4~7(DAT)
DAT [2]: 77 XINIEEH R 5] IDECE RS
DAT [3]: 2HUH) 43 XA TE RIS 4 f fefic &
8(CR1) RAEFL
9(CR2) REFT2

® LEN KiEHIEKE: 0x02(LEN[0]). OxO0(LEN[1]), LEN = LENI[O] + (LEN[1]<<8).

® DAT[0]: X5
1. 0x00: 73X USER1.
2. 0x01: 4r[X USER2.
3. 0x02: 74r[X USER3.
® DAT[1]: BHU XTI 73 X USERL/2/3 K/

I3 X KN YR . 0XO(OKB). 0x1(16KB) ... 0X1F(496KB). 0x20(512KB),

OXOF AL E 4> X /N, USER1 + USER2 + USER3 = 512KB;

® DAT[2]:

1. 0x00, &AL HE ID;
2. OXFF, RAECE ID

® DAT[3]:
B XYGEAT N T 2T RERCE, OXXY
X =0— AMERES XINIE, B LARC & N1
X =1- ffifigsr XINIE, ARERSE NO;
Y =0 AR FE, AR E AL,
Y =1- ffERem® T E, ARERLE R0;

® RAEFII(CRL. CR)MHE ir AT IH LS -

1. REISE: REFEAL(0XA0. 0x00).
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2. R[EIRM: IRESAREAL(0X70. 0x00)

1) (0xBO.
2) (OXBO-
3) (0xBO.

0x00):
0x10):
0x3A):
0x3B):

4) (0xBO.

IR (5] 2R U
2| 1D Y AR

SXKNCABE, LERRIEE;
X R/NECE HE R, L2 £ USERL + USER2 + USERS =

FLASH % &, USER1/2/3 fic & /> & 0x01(16KB);

5) (0xB0O. 0x3C):
6) (0xB0O. 0x3D):
7) (0xBO. Ox3E):

8) (0xBO. Ox3F): B FRASE B RN,

2.2.10CMD_SYS_RESET

1z T2 A BOOTIE T

www.nsingtech.com

S IXHC B R, A EL E USER] 8% USERS;
SrIXEEAZRE] ID Bl E R E O AR E
S DXANERT NS 4 e AC & R B EH E AR & ;

24

e b7 | b6 b5 b4 b3 b2 b1 b0
O(CMD_H) | 0x50 —Zi#n 4 7B

1(CMD_L) | 0x00 s 7B

2~3(LEN) RIEHIRKE

4~7(Par) 1R

(DAT) T

® {RE{H: 0x00;

R

byte—" b7 b6 b5 b4 b3 b2 bl b0
O(CMD_H) | 0x50 — %47

1(CMD_L) | 0x00 —Zn4 7B

2~3(LEN) | KiEHEKE

(DAT) I

4(CR1) REFL

5(CR2) REFI2

® IRETT(CRL. CR2)MRAE i & AT KL 73 79
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IR B -
2. R[ARIK .
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RS EAL(0XAD. 0x00).
RSAREAL(0xBO 0x00).

2.3 REPRAEF VLA

2.3.1 REIBIPRESF
REEET: RESAREAL(OXAO0L 0x00). Fon LE TR HATHY), BREIRIPREF
B8 TR, EH . BCE S A W R IhIR [FE .

2.3.2 REIRBORSF
RE I RASPRENSL(0XBO 0x00). Fon BJE AR 4 BT HALRRE (24552 1%
A RECE NS PAT R, IR ERBOIRAS 7,

2.3.3 REIHARSF
TH 3R FLR A 2R B W, 45 =53 RS A A [ AR 2K 2

1)
2)
3)
4)
5)
6)
7)
8)
9)

10) (0xBO.
11) (0xBO.

12) (0xBO.
13) (0xBO.
14) (0xBO.
15) (0xBO.
16) (0xBO.

(0xBO.
(0xBO.
(0xBO.
(0xBO+
(0xBO.
(0xBO.
(0xBO+
(0xBO+
(0xBO+

K,

0x10):

0x11):
0x20):
0x21):
0x30):
0x31):
0x32):
0x33):
0x34):
0x35):

HEHZE 9] 1D YOS R

B CRC REIRAE R

ZAHVAE R

AR R IR B 1o PR A«

PRI%/ T4 FLASH TUH RDP 197

PRI/ R4 FLASH TUB WRP 147

PR/ T HU/CRC I HIEE 73 X AR

PR/ T HU/CRC R IETE 5 75 X

PRER/ T #/CRC B LV R 7 (458 5 FLASH K/,
PEER/ T 8/CRC BRI HEA I 16 F-75%5 5%

0x36): F#/CRC RIEIEK AL 16 MIREEG B R R #£kk FLASH 1
B2 N EHACIS R FLASH K2, B3 2R 5% FLASH CRC {HFIK

0x37):
0x38):
0x39):
0x3A):

0x3B):

PERR/ R FLASH 4 FE 250 5

CRC K56 R

ERC X, ARV S0N H L1 B8 LO;

X CEEE, TR ACE:

Iy X R/NERE HE%,  LZH & USER1 + USER2 + USER3 = FLASH %
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=

B3
17) (0xB0O. 0x3C): 4 XACE P4 %, W25 & USER] 5i# USER3;
18) (0xBO. 0x3D): 4rX#fHZ 5| ID BB RMEH AN E
19) (0xBO+ 0x3E): ZrXINUEFIINE T4 REfiL B R M DA E ;
20) (0xBO. 0x3F): BB BAS H AR
21) (0xBB. 0xCC): [EKIEMS—H. — K> TBAE TAEM 2.
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3 BOOTHEFHLHA

3.1 MR

AR P EEBRFLASHIX , P ARS8k, T aEag e B s . b LIE I e i) XAS
B, EBNRBE P RNRIER . RS RSk R EGE .

LML R P B B A eI B T SR AR ARAS

EAEHLSZ A P BRI B 4 X USERL/2/3 K/ 24 P i B 4y X K /N AR FHE L.
WU R P R A% AT XAERINE F#D .

EAIHLS R A P SR T S RS L

EATHLSZ A A i A Ak USERLE A AR N L HUBESAAT 65 4>

#BOOT: #:ABOOT, i AILL5PC TOOLME T USART 14 1 8% USB2 122 1 ;

S B TREERE: EENRGAE6EX )5, BOOTH ST e AR, KIRET 2
BENFCIEIR, J5EE 0D Re Joi2A8

AR H: PC TOOLIKHEBOOT SCHF iy 4 H2 ik A ] (1 iy A SR A8 FHAH BLFA) D e«
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FEIBOOTHRA S . S H SRS & HID;
RN 16byte L FHALEL;

TR e (AT XEMINE TED
PEBRFLASH;

N PR BIFLASH;

CRCHRE: N8I AR

FEEU/EC BRI (S TR %4, FLASHIUS {147, DataO/1ft & . USERAELE) ;
I XUSERX R/, LB 7r XUSERX K/

ARG E AL, P LLRAIBOOTHE T EHIEIT;

10. BRFZUSERIE AP AN ik, BEHE 2] H 4 BUSERL 7y XA 1 AR P N H i

© © N o g &~ W Do
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3.1.1 HERay > ERITREE

USARTL/USB (DFU)
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LIEBOOTH S
(A AT e A A ki ki W k- Wk W kWt ] W W W Wk S W W Wt W S S a
BN S E f |
' v |
| CMD_GET_INF CMD_USERX_OP |
I BOOTHIA S, BHAES | EESRUSERKA D, S| |
| 3l ®HID NEFIANZE THifE i B I
' ——— |
) P ]
Y
CMD_KEY_RNG . . 5
- > — »
AR 2 4 RO B L8 IR [FI —E | RE A
(T
IR ) Ve EET
_____________ l e __ ERHINERK
| B MNEL BB B IR
CMD_FLASH_ERASE | JEIRFLASHTT# RDP{RF
BIRFLASH, REFESRX | . . ] EBRFLASHTT# WRP{R I
WNIE B4 AEH 2 ERE) R [ ’ BRFLASHTUE S RIRH
B9 KRB RE l BRFLASHIE BB X
L. 1 R FLASHIbI SRR
BIAFLASHET]
. B BRI BEM

s BIAIEE -

3.1.2 TEMmLERRER

Figure3.1 R 245

i RE K

S XANEIN % N # TR — NN, AL LR BN LA 11657 T USERL/2/3 %3 X AAIE
SRR, IR JE R T 3 A8 H R BEHLEOH 28— IR LB R A 5
EAERG AN HEREREGHT FIREALEL
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USART1/USB (DFU)

4L3EBOOTH S
T v o i~~~ -~ -~~~ -~ -~ -~ -~ - 1
R 1A |
| ;
|
| CMD_GET_INF CMD_USERX_OP |
: BOOTHIA S, HHASH > EEHRUSERKA D, HE| |
| 3l ®HID TNEFINE T s & |
| - |
N 1
A
CMD_KEY_RNG - . \
R R E B IRV > _| | EEEES
IR [ Ve BEAR
N l _____________ A EEHHINER

B IAIER BUR BB I BR
HEBRFLASHET#KRDP{RF
FEBRFL ASHTU# WRP{R P

| I
| CMD_FLASH_ERASE |
| HEIRFLASH, EEEENKX I
: TAE B9348 NI/ FR i ER 2
I

BRFLASHIUE SRR
94y RARAS RE I BRFLASHTE BES X
L 4 B FLASHIRI BRI &
ERFLASH
B R . EHEEE AN
CMD_KEY_RNG Ve 4 YO S
KRR B8 B _E | EE&N |
IR [E] TN
J /- I B S
1 BIMELY
I . BIAIEE BORBBIT IR
| | T FLASHE 3 # RDPIRP
| ?ﬁ“g%;;j;‘;ﬁ&’:‘;{f’ : T#HFLASHHbE S WRP R
o 4 y <E Y ry
: REFES CAEMER L R — |
| B R A B T8 | TEF SRS
| BB KRS RE | TEFLASHtIE 35 [ i &
i | TEFL ASHAZYA ik 3E 167735 3957
————————————— —[—————————————J THFLASHEHE KE I 168015
N YRIEFLASHSR K
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