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AES Advance Encryption Standard

DES Data Encryption standard

TDES Triple Data Encryption standard

RNG Random Number Generator

SHA Secure Hashing Algorithm are required for digital signature applications
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N32H7xx &5 v f i ik an T

DES: ECB/CBC % /fift %

TDES: ECB/CBC Jn#& /%

AES: ECB/CBC/CTR % /ff# (AES-128/192/256)
HASH: SREUEZE, CFF (SHAL/224/256/384/512)
SM4: ECB/CBC Jil % fif %%

RNG: BEALEAE %

1.2, BEEARFHEIRA

U 0 0 0 00

typedef  unsigned char uint8_t;

typedef  unsigned short int uintl6_t;

typedef  unsigned int uint32_t;
typedef  unsigned __INT64 uint64 _t;
typedef  signed char int8_t;
typedef  signed short int intl6_t;
typedef  signed int int32_t;
typedef  signed __INT64 int64 _t;
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2. DES/TDESHYEAPILHA

2.1, BIREEAE

AP EWREN /I E

1. ¥ DES.h. Common.h JiALCAEIEA; ¥ Common.lib. DES.lib #in 2| TFEH
2. 1% 2.3 TRRBCL AR R 5FE LB S — AR demo.

2.2. BERAE X

enum DES

{
DES_Init_ OK = 0x2a2a7a7a,
DES_Crypto_OK = 0x2a2a7a7a,
DES_ModeErr = 0x5a5a5aba,
DES_EnDeErr,
DES_ParaNull,
DES_KeyLenErr,
DES_LengthErr,
DES_ATTACKED,

//IDES opreation success

//IDES opreation success

//Working mode error(Neither ECB nor CBC)
I/En&De error(Neither encryption nor decryption)

/I the part of input(output/iv) Null

/IDES subjected to attack

h
typedef struct
{
uint8_t *in; /I the part of input to be encrypted or decrypted
uint8_t *iv; /I the part of initial vector
uint8_t *out; /I the part of out
uint8_t *key; /I the part of key
uint32_t inByteLen; /I the length(by byte) of plaintext or cipher
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uint32_t Mode;
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/1 0x33333333- encrypt, 0x44444444 - decrypt
// 0x11111111 - ECB, 0x22222222 - CBC

uint32_t keyByteLen; /lthe length(by byte) of key

}DES_PARM:;

typedef DES_PARM  TDES_PARM:

2.3. B

DES/TDES HiEFER S MRS KT -

% 2-1 DES/TDES B:FEERHE

#define TDES_Cryptol DES_Cryptol

B i)
uint32_t DES_Init(DES_PARM *parm)
DES/TDES #4644 ki 4
#define TDES_Init DES _Init
uint32_t DES_Crypto1(DES_PARM *parm)
DES/TDES Jlfi 2 ki 41

Void DES_Close(void)

#define TDES_Close  DES_Close

DES/TDES ¢ & %k

uint8_t *version)

#define TDES_Version DES_Version

void DES_Version(uint8_t *type, uint8_t *customer, uint8_t date[3],

DES//TDES Jix A= 3 B iR
ﬁ

2.3.1. DES/TDESE 41864k BB %t

DES/TDES #4141k

RBURA uint32_t DES_Init(DES_PARM *parm)

SN DES_Parm W\, &1 DES_PARM Z5HAifa4t
IR [Bl{E DES_Init_ OK: ##afemth  Hft: HIIAILE IR
EREH 1. ##2 ECB 3, MZ%ivl. iv2 Al B NULL ##t.

-11-
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2. F /P f#iH TDES i, ® L TDES Init. TDES_PARM 7%/%#t DES_Init.
DES_PARM, ZFj% TDES_Init (TDES_PARM *parm)fii /]

2.3.2. DES/TDESE.E AR R Bt

DES_Crypto |
HHURA
SRS

S8 EE
R

DES/TDES ZiEnfif s

uint32_t DES_Cryptol(DES_PARM *parm)
DES_Parm N, 1817 DES_PARM ZEH{R I FEEr
DES_Crypto_OK: iz 1B  HAth: EBHEIR

1. # ECB M, MZ%ivl. iv2 al E4H NULL #.

2. F % TDES Isf, AJLLHE TDES_Crypto. TDES_PARM 241/ i
DES_Crypto. DES_PARM, ZZj% TDES_Crypto (TDES_PARM *parm)f# .

3. REHIEIE N — BB Z Pt T CBC &N, HiEA:

8 X PR (XD WAARREGHT NG, RAMYIERE IV AV =ivl)

— 8 BERER AR X-1 HUEE U AR R AT N A5 2 (¥ SR s — AN a2

(8 FH1) .

4. KEHIAER—HAEME S Z YT CBC MR, M.

B X PR OXGD HAARREGHTES, HPYIGERE IV AV =ivl)

— € BTN X-1 PR s — g (8 ) .

5. AT NESE M —.

2.3.3.DES/TDES~ [ & %

DES_Close
HRURA

SH U
R EME

14 DES/TDES Sy B bl R i) 4
void DES_Close(void)

pi

pi
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EEFEH 1. F /& TDES iF, #J LI TDES_ Close ¥4 DES_Close, AFp{ TDES_
Close (void)f#i /.

2.3.4.DES/TDESEEFRBUR 415 B K ¥k

DES_Version DES/TDES /E3RERAE &

R A void DES_Version(uint8_t *type, uint8_t *customer, uint8_t date[3], uint8_t
*version)
SH U type RSN &N
customer  AnHEEE il FRA
date £, A, H
version WA X.x
1R [E{E
HEEET *type = 0x03; N IR
*customer = 0x00;  // FrifE A
date[0] = 25; Il Year()
date[1] = 04; I/ Month()
date[2] = 27; /I Day ()
*version = 0x10;  // FoRfiA 1.0
1. Fi 744 TDES I, A LA TDES Version ##: DES Version, Z8f,

TDES_Version (uint8_t *type, uint8_t *customer, uint8_t date[3], uint8_t *version)
4%% o
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3.1 HVEEMER T

YR R R
1. ¥ AES.h. Common.h JHALCAEIEA; ¥ Common.lib. AES.lib #in 2| TFEH
2. 1% 3.3 TRRBCR PR R BIFE DL AR demo

3.2. FERAE X

enum{
AES_Init_OK = 0x3a3ababa, /IAES opreation success
AES_Crypto_OK=0x3a3aa5a5, //AES opreation success
AES_ ModeErr= 0x5aba5aba, //Working mode error(Neither ECB nor CBC,CTR)
AES_EnDekErr, I/l En&De error(Neither encryption nor decryption)
AES_ParaNull, /I the part of input(output/iv) Null
AES_LengthErr,
AES_KeyLengthError,

AES_ATTACKED, IIAES subjected to attack
h
typedef struct
{
uint8_t *in; /[ the part of input to be encrypted or decrypted
uint8_t *iv; /I the part of initial vector
uint8_t *out; /I the part of out
uint8_t *key; /I the part of key

uint32_t keyBytelen; // the length(by byte) of key

uint32_t inBytelen; // the length(by byte) of plaintext or cipher

E RHEARBAERAE NSING TECHNOLOGIES INC.
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uint32_t En_De; I/ 0x44444444- encrypt, 0x55555555 - decrypt

uint32_t Mode; // 0x11111111 - ECB, 0x22222222 - CBC,0x33333333-AES_CTR

YAES_PARM:;

3.3. ¥R OB

AES BiEFER SRS R T
#£3-1 AES HEEREE

R 5%
uint32_t AES_Init(AES_PARM *parm) AES ¥1i510 R
uint32_t AES_Crypto(AES_PARM *parm) AES INff% sk
void AES_Close(void) AES ¢ R L
void AES_Version(uint8_t *type, uint8_t *customer, uint8_t date[3],
AES A< 3K 5 ki 4
uint8_t *version)
3.3.1. AESHEIEI IRk R
AES HIEMIIELL
B ¥R A uint32_t AES_Init(AES_PARM *parm)
¥ AES _Parm Wi\, 1517 AES _PARM 25K 64t
R EME AES_Init_OK: #Jasfbpisy  HAthh: WIaafbs
EERE 1. # /2 ECB 1, WIS iv i HEH NULL &,
3.3.2. AESHLIE IR 3 B 3L
AES S infiR %
BRI R A uint32_t AES_Crypto(AES_PARM *parm)
¥ AES _Parm Wi, 1516 AES _PARM 25K IFE 4

B REARB AR A S NSING TECHNOLOGIES INC.
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iR [BIE AES_Crypto OK: iz IEH HoAth: isHHR
EREM 1. & ECB#, W% iv v B2/ NULL B,

2. REHHEIEN—BAAMH 5 Z YT CBC 83 CTR IR, FHitE:

B X PR OGD HAARREGEHT I, EHMAIERE iv

—E BEEHN A X-1 HUBE T AR R Bk AT N A9 B (K SO R S AN 2
(16 1) &

4. REHIAER BB Z YT CBC iRH I, L.

B X PHEE XD AR EEHT RS, (EHAIGE R & iv

— & BN X-1 PR s s — A4 (16 71 .

3.3.3. AES< AR
et AES BN B A 2 GE i
R H R A void AES_Close(void)
SH %
B EE T
PRI
3.3.4. AESEEIREURR 245 B %

AES Version FREL AES FERR A B

R AR AL void AES_Version(uint8_t *type, uint8_t *customer, uint8_t date[3], uint8_t
*version)
SH A type P Ml B 2 A R AR

customer AR 7HEEIE il ARCAS

date *, A, H

version AR Xx.x
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*type = 0x03; /M ANz 4
*customer = 0x00; // FrifEfRA
date[0] = 25; //Year()

date[1] = 04; //Month()

date[2] = 27 //Day ()

*version = 0x10; /I RRA 1.0

-17 -
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H A N B R T K Y o SR A v R
1. R HASH.h. Common_lib.h MK, #. Common.lib. HASH.lib 703 T H
2. 4% A3 TTRRECUL I A B, AR LB S =52 Y demo

4.2. FyERE e X

enum

HASH_SEQUENCE_TRUE = 0x0105A5A5,
HASH_SEQUENCE_FALSE = 0x010A5A5A,
HASH_Init_ OK = 0x5ab5ababa,
HASH_Start OK = Ox5a5a5a5a,
HASH_Update OK = 0x5a5ababa,
HASH_Complete_OK = Ox5a5a5a5a,
HASH_Close_OK = 0x5a5ab5aba,
HASH_ByteLenPlus_OK = 0x5a5a5a5a,
HASH_PadMsg_OK = 0x5a5ababa,
HASH_ProcMsgBuf_OK = Ox5ab5a5a5a,
SM3 Hash OK = 0x5a5a5a5a,

SHA256 Hash_OK = 0x5a5ab5aba,

SHA1 Hash _OK =0,

SHA224 Hash_OK =0,

SHA384 Hash_OK =0,

/Isave IV

/Inot save IV

//hash init success

/[hash update success
/[hash update success
/Ihash complete success
/Ihash close success

//byte length plus success
/Imessage padding success
/Imessage processing success
//sm3 operation success
//sha256 operation success
//shal operation success
//sha224 operation success
//sha384 operation success

E RHEARBAERAE NSING TECHNOLOGIES INC.
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SHA512 Hash_OK =0, //sha512 operation success
HASH_Init_ ERROR = 0x01044400, /Ihash init error

HASH_Start ERROR, /Ihash start error

HASH_Update ERROR, //hash update error
HASH_Complete_ERROR, /[hash complete error
HASH_ByteLenPlus_ERROR, /Ihash byte plus error
HASH_ATTACK, /[hash operation subject to attack

typedef struct  HASH_CTX_HASH_CTX;

typedef struct

{
const uint16_t HashAlIgID; //choice hash algorithm
/lconst uint32_t * const K, KLen; //K and byte length of K
const uint32_t * const 1V, IVLen; IV and byte length of IV

const uint32_t HASH_ALGCR, HASH_SACCR, HASH_HASHCTRL; /Irelate registers

const uint32_t BlockByteLen, BlockWordLen; //byte length of block, word length of block
const uint32_t DigestByteLen, DigestWordLen; //byte length of digest,word length of digest
const uint32_t Cycle; /linteration times

uint32_t (* const ByteLenPlus)(uint32_t *, uint32_t);  //function pointer
uint32_t (* const PadMsg)(HASH_CTX *); /[function pointer
IHASH_ALG;

typedef struct  HASH_CTX_

{
const HASH_ALG  *hashAlg; //pointer to HASH _ALG

E RHEARBAERAE NSING TECHNOLOGIES INC.
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uint32_t sequence, // TRUE if the IV should be saved

uint32_t IV[16];

uint32_t msgByteLen[4];

uint8_t msgBuf[132];

uint32_t msgldx;

JHASH_CTX;

4.3. ¥ OULE

HASH &y 26 & ey 2R U0 T -
#4-1 HASH BE:ERHE

EEE 3%

uint32_t HASH_Init(HASH_CTX *ctx) HASH #1464k i £

HASH 732 248 1A
uint32_t HASH_Start(HASH_CTX *ctx) . .

B 5

HASH 7y 20 2k gz b 3
uint32_t HASH_Update(HASH_CTX *ctx, uint8_t *in, uint32_t byteLen); .

BRI

HASH 7335 %% % 5¢ B
uint32_t HASH_Complete(HASH_CTX *ctx, uint8_t *out) .

ESEA
uint32_t SHA256_Hash(uint8_t* in,uint32_t byteLen, uint8_t* out); HASH HLIR 3 R AL
uint32_t HASH_Close(void) HASH ¢ iR %

void HASH_Version(uint8_t *type, uint8_t *customer, uint8_t date[3], uint8_t | HASH ZRHUEL % IR
*version) . NTAE

4.3.1. HASH#J U644 BR

HASH #J4k1k

KRR uint32_t HASH_Init(HASH_CTX *ctx)
Z2H Ui ctx i\, ¥H HASH _CTX &5tk rfe 4t
E RHEARBAERAE NSING TECHNOLOGIES INC.
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i [B11E HASH_Init OK: #J#A1LRIh HAth: Pl R
EEHEHR 1. ctx WAZFE A RAM X,  H48 7] il N 258 A 0] 58 2 (Ol 2% 35 o S5 ) AR TR ZS A i

I A EAEA#), N
2. 7P TR —BOH R BERS, D2 A i3

4.3.2. HASHZ» 5T dfia B R ¥

HASH_Start HASH J& ahia 5

RBER uint32_t HASH_Start(HASH_CTX *ctx)

SR ctx BN, F81A HASH_CTX 45 MR Fa4T

piACILIEN HASH_Start OK: iz iEM  HAh: EHHR

EEFEMR 1. A2 HASH iz 5t FE R SCRER T, B ctx->sequence B A

HASH_SEQUENCE_TRUE, 7 #4547 i 222 #r v/ HASH_Init iR, R )5
P H HASH_Update % %%; 501, 4 HASH_SEQUENCE_FALSE.
2 WA NESHE RN

4.3.3. HASH%» 35 A B R 3

HASH 733 4k S 4
PR uint32_t HASH_Update(HASH_CTX *ctx, uint8_t *in, uint32_t byteLen)
SR ctx N, 1817 HASH_CTX Z5 Kk 1154t
in N, TREREIER
byteLen BN, FRABREENFEITKE
IR 6148 HASH_Update_OK: izf LM HAh: BHER
ERFH 1.V FH 0 R HT 2 2005 T FH AT U A i 2 HASH Init 11 HASH_Start
2. ctx AL ZiFR ) RAM X, HLE [ ) P 25 AN 7] B8 0 CA A i v B v TR RS i
I A 0i) o

3.in WA A48 RAM 5% Flash [X .

B REARB AR A S NSING TECHNOLOGIES INC.
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4. byteLen AJ DL 0, B[ FH b0 R 505 A A TSR

5. Wntt)a, X —BIUEEER B N, RN B ARG
It %, 551 H HASH_Complete %, B A] 15 315X — 8Pyl B 1) J8 5 45
e

6.45 T EREEN ], 750K ctx->sequence = HASH_SEQUENCE_TRUE, 4t
EE IV # D12 ctx->1V, FFHIEE Update FIE#EK A len H
ctx->hashAlg->ByteLenPlus(ctx->msgByteLen,len) N %] ctx->msgByteLen, #X)5
A HASH_Update ii%, A REZIEATY .

7. WHTTNESF M.

4.3.4. HASH4Y 35 58 i R 3t

HASH_Complete

S8

R EME
EEER

HASH ¢ s B4 3
uint32_t HASH_Complete(HASH_CTX *ctx, uint8_t *out)
ctx BN, 1817 HASH_CTX &5tk rifa%t
out G, $819 HASH &5 R 484E!
HASH_Complete OK: izH ik HAth: BHEHR
1 WEATE, WA BRI A SR,
2. ctx AR RAM X, HLAR i) 8 A 25 AN T B8 2 (D9 2% 22 TH LI A TR S A
I A7) o
BT iE S H .

4.3.5. HASHEA R 2422 R 3

XXX_HASH |
HRURA

SH U

HASH FL /% i3 JEE 4

uint32_t XXX_Hash(uint8_t* in,uint32_t byteLen, uint8_t* out)
XXX_Hash AJi%: SM3 Hash. SHA1 Hash. SHA224 Hash. SHA256 Hash.
SHA384 Hash. SHA512 Hash

B REARB AR A S NSING TECHNOLOGIES INC.
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in BN, FEIE B ARE
byteLen #iA, SR T KA
out  HHi, ¥R/ HASH 45 e E
XXX_Hash OK: Zf#iEfs  HAh. @SHHR
1. e HOE R B R R R Is
2. WJEOMUR UL R, TO R AR R
AT RIESH =Y.

4.3.6.HASH: A R 3

HASH_Close

RBUR R
SHHH
R EE

EEEM

HASH iz 55 5 [4]

uint32_t HASH_Close(void)

HASH_Close_ OK: kP& HAth: KPR

4.3.7. HASHEEZRBUR A5 B R

HASH_Version

AR R
*version)

8w

EEME
ERFEHR

AREL HASH JE iR A 2
void HASH_Version(uint8_t *type, uint8_t *customer, uint8_t date[3], uint8 _t

type P M B 22 4 A
customer  FR{HEEIE il ARAS
date F, B, H
version HRRA XX

*type = 0x03; Il T A2 4 i

B REARB AR A S NSING TECHNOLOGIES INC.
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*customer = 0x00;

date[0] = 18;
date[1] = 12;
date[2] = 28;

*version = 0x10;

Il FriERRAS
II'Year()
/IMonth()
/IDay ()
IFZ7R A 1.0

-24-

www.nsingtech.com

E RHEARBAERAE NSING TECHNOLOGIES INC.

Hihk: PRYIT R 1L X BT AL X E IR %1095 (B RE AR K E
Hii%: +86-755-86309900 15 H: +86-755-86169100
R4k https://www.nsingtech.com Hi4: 518057



ay,
W) ERER

5. RNGHEIEAPILEH

www.nsingtech.com

5.1 HIEEMR T

BRI
1. ¥ RNG.h. Common.h i ALk, # RNG.lib . Common.lib @ in#| T
2. 1% 5.3 TR EUL I A e, R LB S DU SR Y demo.

5.2. FERAE X

enum{
RNG_OK = Ox5a5ab5aba, //RNG generation process is ok
RNG_LENError = 0x311ECF50, //IRNG generation of key length error
RNG_ADDRError = 0x63BB4C39,  //This return value is not used
RNG_ADDRNULL = 0x7A9DB86C, // This address is empty

RNG_Attack = 0x4794674F, //The RNG generation process is attacked
RNG_ModeError=0x479467aa, //RNG choose mode is fail
RNG_TESTFAIL=0x479467hb, I/IRNG test is fail
RNG_SEEDNULL=0x479467cc, //RNG seed is NULL

5.3. RO B8

RNG FE AL & (BB R U T
#5-1 RNG HEERHER
2k E1:5%)
uint32_t GetTrueRand_U32(uint32_t *rand, uint32_t wordLen) BN A R R
uint32_t GetTrueRand_U8(uint8_t *rand, uint32_t bytelen) LI AT E % 70 A ek 2

E RHEARBAERAE NSING TECHNOLOGIES INC.
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uint32_t PseudoRandNumInit(uint32_t seed[5]) £ BB HLECHT U4 pR AL

uint32_t PseudoRandNumReseed(uint32_t seed[5]) DAL R T 587 R 4L

X

uint32_t GetPseudoRand_U32(uint32_t *rand, uint32_t wordLen) D B AL R A il R B

X

void RNG_Version(uint8_t *type, uint8_t *customer, uint8_t date[3], N
FRELRNG JEJRAAE B

uint8_t *version)

5.3.1. D BENLE AT 4G4k BRI

Dy BEH LB ] 64k

R H R AL uint32_t PseudoRandNumInit(uint32_t seed[5])

ZH seed A, DHBENLANTASEELE, WLIOY NULL, 509 NULL i, A EIHE
BENLECA R

b AL RNG_OK  RZh ; HAh  HIGA

5.3.2. DY BENLEM 7 EHT R HL

PseudoRandNumReseed Dy BEHLEOR 1~ 55 %

R R A uint32_t PseudoRandNumReseed (uint32_t seed[5])

SR seed AN, HEEHLANTAREEAL, FTRAJY NULL, 57y NULL I, HNESE
BENLEBCA R

pr AL RNG_OK  HZh  HAh  HEeiGH s

EEEM T U B IR R RS, 62015 1 FH PseudoRandNuminit #7146 1k, b8 44

5.3.3. Dy RENLAE BB &K

DAL H % word A i ek #
KRR uint32_t GetPseudoRand_U32(uint32_t *rand, uint32_t wordLen)
¥ B rand 54T, F5 A1 A2 BRI BE ML AL
wordlen: UL 3RELOh Fifi Al Zoword
EREARBAAHBRAT NSING TECHNOLOGIES INC.
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AL RNG_OK  jkZh 5 HAh A OsBENL S A

VA frword 4 il O BEA L £

ERFEH B VIR FH O BE AL AR B, 262012 1 PseudoRand Num Init#] 46 14 R £ F1
PseudoRandNumReseed SE 571~ e& %, P mlm AR 7 H0d, Wk
Aseed ANULL, A #E E 348 B 5

e

5.3.4. ALREALEEE 7L BRI B

GetTrueRand_U32ERSillRACEZE N T kA4

R R AL uint32_t GetTrueRand_U32(uint32_t *rand, uint32_t wordLen)
¥ rand: FR4&l, T AR R BE LR P9 A7 Hb ik
wordLen: LR BENLE B 7K
R EE RNG_OK f%Ih; Fofth: AR EBEALE AL, VRIS R IUE E L
5.3.5. ELFEHLEFE T A LR 3L

| GetTrueRand_U32 I IR e

R R AL uint32_t GetTrueRand_U8(uint8_t *rand, uint32_t bytelen)
¥ rand: FREF, Fi A0 A Rl BE ML P A7 ki
bytelen: LR HCE LA = 1K
R Bl RNG_OK f%I1; Foft: AR ECREALE HAE, VR AR RUE B
5.3.6. 3REXRNG R 415 B

RNG_Version $RHL RNG JE A &

R AL void RNG_Version(uint8_t *type, uint8_t *customer, uint8_t date[3], uint8_t *version)
ZH0 A type R RN TEN

customer  FRHEEE HI A
E RHEARBAERAE NSING TECHNOLOGIES INC.
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EEE
ERFER

date #, H, H
version A x.x

*type = 0x03;

*customer = 0x00;

date[0] = 25;
date[1] = 04;
date[2] = 27;

*version = 0x10;

11 VAT 22 4 i
Il bRAERRAS
IIYear()
/IMonth()

//Day ()

17 7shigAs 1.0

-28-
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6.1 HYEEM R T

R TR R
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1. ¥ SM4.h. Common.h IOk Ededr, ¥ Common.lib. SMA4.lib s in s TR g, g it 4

JIE/NI - WAPZIE

2. 1% 6.3 1B s B AR DL S L 1Y) demo

6.2. FERAE X

enum SM4_ENUM

{
SM4_Init_OK = Ox5a5a5aba, //SM4 opreation success
SM4_Crypto_OK=0x5a5a5ab5a, //SM4 opreation success
SM4_ParaNull =0x27A90E35, //the address of input is NULL
SM4_ModeErr, /lworking mode error(Neither ECB nor CBC)
SM4_EnDeErr, I En&De error(Neither encryption nor decryption)
SM4_LengthErr, /lthe byte length of input error
SM4_ATTACKED, //SM4 subjected to attack

h

typedef struct{
uint8_t *in; /I the part of input to be encrypted or decrypted
uint8_t *iv; /I the part of initial vector
uint8_t *out; /I the part of out
uint8_t *key; /I the part of key

uint32_t inBytelen; //the word length of input or output

E RHEARBAERAE NSING TECHNOLOGIES INC.
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uint32_t En_De; /lencrypt/decrypt

uint32_t Mode; /[ ECB/CBC

}SM4_PARM;

6.3. R M i B

SM4 SRR S R B R AT

#6-1 SM4 HEERHER

Pk Haik
uint32_t SM4_Init(SM4_PARM *parm) SM4 Bk a1k
uint32_t SM4_Crypto1(SM4_PARM *parm) SM4 BE N g%
void SM4_Close(void) SM4 HEI

void SM4_Version(uint8_t *type, uint8_t *customer, uint8_t date[3],

uint8_t *version)

BRI SMA [ JlRAE B

6.3.1. SMARLEH 4G4
YIHEAL SMA4 ik
R R A uint32_t SM4_Init(SM4_PARM *parm)
SR parm  FiA, f8A SM4_PARM 5K 1 FRET
R EME SM4_Init_OK: #liafbplith  FABME: THEHR, P WA AUE E X
HERFEMR

1. 45tk SM4_PARM Z% 9.2 17 SM4_PARM /7€ X -
2.4 % ECB #i5, WIZ%ivl. iv2 n B H NULL &
3. KEHIAIE N —BARMEHp 2Bt T CBC NN, FHERE:
B X s (X>D WA BTN, HBPIEE R E IV AV =ivl)
— BN X-1 SR R A o BOIEAT I A5 2 B8 S s — il
(16 71) &
H REAR B4 FRAF] NSING TECHNOLOGIES INC.
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4. REBIEAE N —FARMB ) 2 BidtiT CBC f# I, FHiERE:

%X B (XS0 AR BT, AP R E IV IV =ivl)

R EHHTONER X-1 BRI R N4l (16 7D

6.3.2. SMAMEHL AR5

SM4_Crypto SM4 55 fif 25

R ¥R A uint32_t SM4_Crypto1(SM4_PARM *parm)

SR parm A, f&[H SM4_PARM St A K £t

IR [E{E SM4_Crypto_OK: iz%ibsh  HABME: TFEEHR, PERMESRAMEE X
HEREHR

1. 581k SM4_PARM Z7% 9.2 i SM4_PARM /7:& X .

2.4 ECB X, NIZ%ivl. iv2 rf B NULL & #e

3. REHIEIE N — BB Z Pt T CBC &N, HiEA:

8 X PR (XD WAARREGHT NG, RAMYIERE IV AV =ivl)

— 8 BERER AR X-1 HUEE U AR R AT N A5 2 (¥ SR s — AN a2
(16 “F1) .

4. KEHIAER—BAEM S 2 YT CBC R, M.

B X PR OXGD HAARREGHTES, HPYIGERE IV AV =ivl)

— B BN X-1 PR R 5 — A4 (16 74

6.3.3. SM43% [

XA SM4 Sl
BRHUR R void SM4_Close(void)
SRR

1% EE

EREMR

E RHEARBAERAE NSING TECHNOLOGIES INC.
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SM4_Version IREX SM4 FE IR AAE B

PREUR A void SM4_Version(uint8_t *type, uint8_t *customer, uint8_t date[3], uint8_t
*version)
¥V type T M B 22 4 AR
customer  ARyHEEIE il iR A
date %, A, H
version HIRA x.x
18 [F{E
EEHEMR *type = 0x03; 11 VA 22 42 i
*customer = 0x00;  // BrifEfAS
date[0] = 25; IIYear()
date[1] = 04; //Month()
date[2] = 27; //Day ()

*yersion = 0x10;  //Z A 1.0

E RHEARBAERAE NSING TECHNOLOGIES INC.
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il

V2 P BR B30 R 1)

/A B A e 7 K, [ AR
uint32_t DES_test()

{

uint8_t
in_2[16]={0x81,0xc2,0xel,0x52,0x47,0x80,0xba,0xch,0x81,0xc2,0xel,0x52,0x47,0x80,0xba,0xcb};
uint8_tiV[8] = {0x11,0x50,0x37,0x58,0x1C,0x80,0xD5,0xF3};
uint8_t key 8[8]={0x4c,0xfd,0x58,0x76,0x3b,0x79,0x51,0x86};
uint8_t
key 16[16]={0x4c,0xfd,0x58,0x76,0x3b,0x79,0x51,0x86,0x61,0xf7,0x7c,0xc4,0x46,0xe9,0xf8,0x9d};
uint8_t
key 24[24]={0x4c,0xfd,0x58,0x76,0x3b,0x79,0x51,0x86,0x61,0xf7,0x7c,0xc4,0x46,0xe9,0xf8,0x9d,0x1
1,0x50,0x37,0x58,0x1C,0x80,0xD5,0xF3};

uint8_t
DES_ECB_ENC[16]={0x0B,0x09,0x3E,0x89,0x14,0xD6,0xE0,0xDA,0x0B,0x09,0x3E,0x89,0x14,0xD6
,0XEQ,0xDA};

uint8_t
T2DES_ECB_ENC[16]={0x0C,0x46,0x15,0x56,0x19,0x8D,0x09,0xA9,0x0C,0x46,0x15,0x56,0x19,0x8
D,0x09,0xA9};

uint8_t
T3DES_ECB_ENC[16]={0x15,0xA2,0xB8,0xBA,0x3A,0xCA,0xEF,0x04,0x15,0xA2,0xB8,0xBA,0x3A,
OxCA,0xEF,0x04},

uint8_t
DES_CBC_ENC[16]={0x15,0x95,0xB5,0xAC,0xC1,0x5A,0xFC,0x62,0x62,0xD0,0xF8,0xEE,0xB1,0xF
C,0x1B,0xA8},;

B REARB AR A S NSING TECHNOLOGIES INC.
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uint8_t
T2DES_CBC_ENC[16]={0x7E,0xE9,0xF8,0x19,0xBC,0x4D,0x1E,0xED,0xCD,0x0D,0x38,0x93,0xE5,0
x80,0x3A,0xD6};

uint8_t
T3DES_CBC_ENC[16]={0xC4,0x2D,0x00,0x22,0x71,0x58,0x5F,0x91,0x3F,0x08,0x75,0xC4,0x18,0x9
3,0xF3,0xA7};

uint8_t out1[18],out2[18];

DES_PARM des_Parm={0};
des_Parm.Mode = DES_ECB,;
des_Parm.En_De = DES_ENCRYPT;
des_Parm.in=in_2;
des_Parm.inByteLen=16;
des_Parm.key=key 8;
des_Parm.keyBytel en=8;
des_Parm.out=outl+2;
DES_Init(&des_Parm);
DES_Cryptol(&des_Parm);
if(memcmp(outl+2, DES ECB_ENC, 16))

{
return OX5A5A5A5A;

}

des_Parm.Mode = DES_ECB;
des_Parm.En_De = DES_DECRYPT;
des_Parm.in=outl+2;
des_Parm.inByteLen=16;
des_Parm.key=key 8;

des_Parm.keyBytel en=8;
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des_Parm.out=out2;
DES_Init(&des_Parm);
DES_Cryptol(&des_Parm);
if(memcmp(out2, in_2, 16))
{
return OX5A5A5A5A;

des_Parm.Mode = DES_ECB,;
des_Parm.En_De = DES_ENCRYPT;
des_Parm.in=in_2;

des_Parm.inByteLen=16;
des_Parm.key=key 16;
des_Parm.keyBytel en=16;
des_Parm.out=outl+2;
DES_Init(&des_Parm);
DES_Cryptol(&des_Parm);
if(memcmp(outl+2, T2DES_ECB_ENC, 16))

{
return OX5A5A5A5A;

}

des_Parm.Mode = DES_ECB,;
des_Parm.En_De = DES_DECRYPT;
des_Parm.in=outl1+2;
des_Parm.inByteLen=16;
des_Parm.key=key 16;
des_Parm.keyBytel en=16;

des_Parm.out=out2;
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DES_Init(&des_Parm);
DES_Cryptol(&des_Parm);
if(memcmp(out2, in_2, 16))
{

return OX5SA5A5A5A;

des_Parm.Mode = DES_ECB;
des_Parm.En_De = DES_ENCRYPT;
des_Parm.in=in_2;

des_Parm.inByteLen=16;
des_Parm.key=key 24;
des_Parm.keyBytel en=24;
des_Parm.out=outl+2;
DES_Init(&des_Parm);
DES_Cryptol(&des_Parm);
if(memcmp(outl+2, T3DES_ECB_ENC, 16))

{
return OX5A5A5A5A;

}

des_Parm.Mode = DES_ECB;
des_Parm.En_De = DES_DECRYPT;
des_Parm.in=out1+2;
des_Parm.inByteLen=16;
des_Parm.key=key 24;
des_Parm.keyBytel en=24;
des_Parm.out=out2;

DES_Init(&des_Parm);
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DES_Cryptol(&des_Parm);

if(memcmp(out2, in_2, 16))

{

return OX5A5A5A5A;

des_Parm.Mode = DES_CBC;
des_Parm.En_De = DES_ENCRYPT;
des_Parm.in=in_2;
des_Parm.inByteLen=16;
des_Parm.key=key 8;
des_Parm.keyBytel en=8;
des_Parm.iv=iV;
des_Parm.out=outl+2;
DES_Init(&des_Parm);
DES_Cryptol(&des_Parm);
if(memcmp(outl+2, DES _CBC_ENC, 16))

{
return OX5A5A5A5A;

}

des_Parm.Mode = DES_CBC;
des_Parm.En_De = DES_DECRYPT;
des_Parm.in=out1+2;
des_Parm.inByteLen=16;
des_Parm.key=key 8;
des_Parm.keyBytel en=8;
des_Parm.iv=iV;

des_Parm.out=out2;
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DES_Init(&des_Parm);
DES_Cryptol(&des_Parm);
if(memcmp(out2, in_2, 16))
{

return OX5SA5A5A5A;

des_Parm.Mode = DES_CBC;
des_Parm.En_De = DES_ENCRYPT;
des_Parm.in=in_2;
des_Parm.inByteLen=16;
des_Parm.key=key 16;
des_Parm.keyBytel en=16;
des_Parm.iv=iV;
des_Parm.out=outl+2;
DES_Init(&des_Parm);
DES_Cryptol(&des_Parm);
if(memcmp(outl+2, T2DES_CBC_ENC, 16))

{
return OX5A5A5A5A;

}

des_Parm.Mode = DES_CBC;
des_Parm.En_De = DES_DECRYPT;
des_Parm.in=outl1+2;
des_Parm.inByteLen=16;
des_Parm.key=key 16;
des_Parm.keyBytel en=16;

des_Parm.iv=iV;
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des_Parm.out=out2;
DES_Init(&des_Parm);
DES_Cryptol(&des_Parm);
if(memcmp(out2, in_2, 16))
{
return OX5A5A5A5A;

des_Parm.Mode = DES_CBC;
des_Parm.En_De = DES_ENCRYPT;
des_Parm.in=in_2;
des_Parm.inByteLen=16;
des_Parm.key=key 24;
des_Parm.keyBytel en=24;
des_Parm.iv=iV;
des_Parm.out=outl+2;
DES_Init(&des_Parm);
DES_Cryptol(&des_Parm);
DES_Init(&des_Parm);
DES_Cryptol(&des_Parm);
if(memcmp(outl+2, T3ADES _CBC_ENC, 16))

{
return OX5A5A5A5A;

}

des_Parm.Mode = DES_CBC;
des_Parm.En_De = DES_DECRYPT;
des_Parm.in=outl+2;

des_Parm.inByteLen=16;
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des_Parm.key=key 24;
des_Parm.keyBytelLen=24;
des_Parm.iv=iV;
des_Parm.out=out2;
DES_Init(&des_Parm);
DES_Cryptol(&des_Parm);
if(memcmp(out2, in_2, 16))
{
return OXSA5A5A5A,

printf("DES _test is successed!\r\n");
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uint32_t aes_test()
{

uint8_t
in[16]={0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF};

uint8_t

iv[16]={0xA2,0x10,0x3F,0x84,0xA4,0x2E,0xDB,0x8A,0x0C,0xA0,0x97,0x70,0x4E,0x34,0x39,0x33};//
A2103F84A42EDBBAOCA097704E343933

uint8_t
key128[16]={0xFE,0x7C,0x24,0x38,0x83,0xFA,0xBB,0x78,0xF4,0x59,0xCF,0xEB,0xCF,0x67,0x02,0x
79};//FE7C243883FABB78F459CFEBCF670279

uint8_t
key192[24]={0x67,0x69,0x7E,0xDE,0x12,0xE8,0xC5,0x04,0xF5,0x88,0x4A,0x7E,0xA4,0x5B,0x6F,0x 7
B,0xAB,0x92,0x2B,0x64,0xDA,0x88,0x00,0x04};

uint8_t
key256[32]={0x89,0x02,0xF5,0xF3,0xA6,0xF5,0x84,0x50,0xB0,0xB9,0xD3,0x CF,0x30,0x82,

0xD9,0xDA,0xF9,0xAA,0x18,0x3C,0xB9,0xF6,0xCF,0x86,0xCF,0x1B,0x70,0xB1,0x5C,0x81,0x54,
0x06};//8902F5F3A6F58450BOB9D3CF3082D9DAFIAA183CBIF6CF86CF1B70B15C815406

uint8_t
ECB128 en[16]={0x4E,0xE6,0xF9,0x56,0xBF,0x80,0x04,0xF4,0x61,0x23,0xD4,0x26,0x24,0x47,0x03,
0x2A};

uint8_t
CBC128_en[16]={0xFC,0x15,0x9F,0x65,0x7E,0x02,0xF7,0xEB,0x3A,0x5D,0xF0,0x8E,0x79,0x51,0xC

0,0x12};
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uint8_t
CTR128_en[16]={0x3B,0x7C,0xDB,0xED,0x8F,0xAD,0xEE,0x7C,0xA5,0x52,0x95,0x6D,0x7D,0x86,0
xCE,0xD5},

uint8_t
ECB192_en[16]={0x1D,0x58,0x54,0x75,0x87,0xDA,0x23,0xBF,0xF4,0xD0,0xA6,0x33,0x4B,0x98,0x2
9,0xB6};

uint8_t
CBC192_en[16]={0x9F,0x8C,0x2A,0x1C,0x9A,0x4F,0xE7,0x01,0xC6,0xF5,0x05,0x8F,0xD1,0x6A,0x 1
1,0x89}%;

uint8_t
CTR192_en[16]={0x64,0xFA,0x50,0x31,0xB8,0x46,0xD2,0xCD,0xBC,0x38,0x11,0x62,0xB5,0x9A,0x
C4,0x4C};

uint8_t
ECB256_en[16]={0xF4,0xD2,0xC6,0xD4,0xD1,0x64,0x6B,0xBD,0xB3,0x66,0x80,0x94,0x9A,0xBD,0x
0A,0xF4};

uint8_t
CBC256_en[16]={0x65,0x05,0xE9,0x66,0x5D,0x47,0x6A,0x33,0xB0,0xDB,0x2A,0x94,0XE6,0x 1E,0x3
F,0xC5};

uint8_t
CTR256_en[16]={0x75,0xC9,0x8F,0xF7,0x62,0x64,0x97,0x08,0xB3,0xE9,0xD0,0xC6,0x73,0x77,0x54,
0x69};

uint8_t out1[19], out2[19];

AES PARM AES_Parm={0};

AES Parm.Mode = AES_CTR;

AES _Parm.En_De = AES_ENCRYPT,

AES Parm.in=in;
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AES_Parm.inBytelen=16;

AES_Parm.key=key128;

AES_Parm.keyBytelen=16;

AES_Parm.iv=iv;

AES_Parm.out=outl+1,

AES_Init(&AES_Parm);
AES Crypto(&AES_Parm);
if(memcmp(outl+1,CTR128 en,16))

{
return 0x6D:;

}

AES Parm.Mode = AES_CTR;
AES _Parm.En_De = AES_DECRYPT;
AES _Parm.in=outl+1,;

AES Parm.inBytelen=16;
AES_Parm.key=key128;
AES_Parm.keyBytelen=16;
AES Parm.iv=iv;
AES_Parm.out=out?;

AES _Init(&AES_Parm);

AES Crypto(&AES_Parm);
if(memcmp(out2,in,16))

{
return Ox6D:;

AES Parm.Mode = AES_ECB;
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AES_Parm.En_De = AES_ENCRYPT,
AES_Parm.in=in;
AES_Parm.inBytelen=16;
AES_Parm.key=key128;
AES_Parm.keyBytelen=16;
AES Parm.iv=iv;
AES_Parm.out=outl+1,
AES _Init(&AES_Parm);
AES_Crypto(&AES_Parm);
if(memcmp(outl+1,ECB128 en,16))
{
return 0x6D;

}

AES Parm.Mode = AES_ECB;
AES_Parm.En_De = AES_DECRYPT,
AES Parm.in=outl+1;
AES_Parm.inBytelen=16;
AES_Parm.key=key128;
AES_Parm.keyBytelen=16;
AES Parm.iv=iv;
AES_Parm.out=out?;

AES _Init(&AES_Parm);

AES Crypto(&AES_Parm);
if(memcmp(out2,in,16))

{
return Ox6D:;
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AES_Parm.Mode = AES_CBC;

AES_Parm.En_De = AES_ENCRYPT,

AES_Parm.in=in;

AES_Parm.inBytelen=16;

AES Parm.key=keyl128;

AES Parm.keyBytelen=16;

AES Parm.iv=iv;

AES_Parm.out=outl+1,

AES_Init(&AES_Parm);

AES_Crypto(&AES_Parm);

if(memcmp(outl+1,CBC128_en,16))

{

return 0x6D;
}
AES Parm.Mode = AES_CBC;
AES_Parm.En_De = AES_DECRYPT,
AES_Parm.in=outl+1;
AES_Parm.inBytelen=16;
AES_Parm.key=key128;
AES_Parm.keyBytelen=16;
AES Parm.iv=iv;
AES_Parm.out=out?;
AES _Init(&AES_Parm);
AES_Crypto(&AES_Parm);

if(memcmp(out2,in,16))

return Ox6D:;
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AES_Parm.Mode = AES_CTR;

AES_Parm.En_De = AES_ENCRYPT;

AES_Parm.in=in;

AES_Parm.inBytelen=16;

AES Parm.key=key192;

AES_Parm.keyBytelen=24;

AES Parm.iv=iv;

AES_ Parm.out=outl+1;

AES_Init(&AES_Parm);

AES_Crypto(&AES_Parm);

if(memcmp(outl+1,CTR192_en,16))

{

return 0x6D;
}
AES Parm.Mode = AES_CTR;
AES _Parm.En_De = AES_DECRYPT,
AES_Parm.in=outl+1;
AES_Parm.inBytelen=16;
AES_Parm.key=key192;
AES Parm.keyBytelen=24;
AES Parm.iv=iv;
AES_Parm.out=out?;
AES_Init(&AES_Parm);
AES_Crypto(&AES_Parm);
if(memcmp(out2,in,16))
{

return 0xX6D;
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AES_Parm.Mode = AES_ECB;
AES_Parm.En_De = AES_ENCRYPT;
AES Parm.in=in;
AES_Parm.inBytelen=16;

AES Parm.key=key192;
AES_Parm.keyBytelen=24;
AES_Parm.iv=iv;

AES_ Parm.out=outl+1;
AES_Init(&AES_Parm);
AES_Crypto(&AES_Parm);
if(memcmp(outl+1,ECB192 en,16))
{

return 0x6D;
}
AES _Parm.Mode = AES_ECB;
AES _Parm.En_De = AES_DECRYPT,
AES_Parm.in=outl+1;
AES_Parm.inBytelen=16;
AES Parm.key=key192;
AES Parm.keyBytelen=24;
AES Parm.iv=iv;
AES_Parm.out=out2;
AES _Init(&AES_Parm);
AES_Crypto(&AES_Parm);
if(memcmp(out2,in,16))
{

B REARB AR A S NSING TECHNOLOGIES INC.

-47 - Stk VRN L X AL X S PR 1092 [ R A A
Hiif: +86-755-86309900 1. +86-755-86169100
R4k https://www.nsingtech.com Hi4: 518057



ay,
W) ERER

www.nsingtech.com

return 0x6D;

AES_Parm.Mode = AES_CBC;
AES Parm.En_De = AES_ENCRYPT;
AES Parm.in=in;
AES_Parm.inBytelen=16;

AES Parm.key=key192;
AES_Parm.keyBytelen=24;
AES_Parm.iv=iv;
AES_Parm.out=outl+1;
AES_Init(&AES_Parm);
AES_Crypto(&AES_Parm);
if(memcmp(outl+1,CBC192 en,16))
{

return 0x6D;
}
AES Parm.Mode = AES_CBC;
AES_Parm.En_De = AES_DECRYPT;
AES_Parm.in=outl+1;
AES_ Parm.inBytelen=16;
AES Parm.key=key192;
AES Parm.keyBytelen=24;
AES_Parm.iv=iv;
AES_Parm.out=out?;
AES_Init(&AES_Parm);
AES_Crypto(&AES_Parm);

if(memcmp(out2,in,16))
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{
return 0x6D:;

AES Parm.Mode = AES_CTR;

AES Parm.En_De = AES_ENCRYPT;
AES Parm.in=in;
AES_Parm.inBytelen=16;
AES_Parm.key=key256;
AES_Parm.keyBytelen=32;
AES_Parm.iv=iv;
AES_Parm.out=outl+1;
AES_Init(&AES_Parm);
AES_Crypto(&AES_Parm);
if(memcmp(outl+1,CTR256 en,16))

{
return Ox6D:;

}

AES Parm.Mode = AES _CTR,;
AES_Parm.En_De = AES_DECRYPT;
AES Parm.in=outl+1;

AES Parm.inBytelen=16;

AES Parm.key=key256;
AES_Parm.keyBytelen=32;
AES Parm.iv=iv;
AES_Parm.out=out2;
AES_Init(&AES_Parm);
AES_Crypto(&AES_Parm);
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if(memcmp(out2,in,16))

{

return 0x6D:;

AES Parm.Mode = AES_ECB;
AES_Parm.En_De = AES_ENCRYPT,;
AES Parm.in=in;
AES_Parm.inBytelen=16;
AES_Parm.key=key256;
AES_Parm.keyBytelen=32;
AES_Parm.iv=iv;
AES_Parm.out=outl+1,;
AES_Init(&AES_Parm);
AES_Crypto(&AES_Parm);
if(memcmp(outl+1,ECB256 en,16))

{
return Ox6D:;

}

AES Parm.Mode = AES_ECB;
AES_Parm.En_De = AES_DECRYPT;
AES Parm.in=outl+1;

AES Parm.inBytelen=16;
AES_Parm.key=key256;
AES_Parm.keyBytelen=32;

AES Parm.iv=iv;
AES_Parm.out=out2;

AES_Init(&AES_Parm);
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AES_Crypto(&AES_Parm);

if(memcmp(out2,in,16))

{

return 0x6D:;

AES Parm.Mode = AES_CBC;
AES_Parm.En_De = AES_ENCRYPT,;
AES_Parm.in=in;
AES_Parm.inBytelen=16;
AES_Parm.key=key256;
AES_Parm.keyBytelen=32;
AES_Parm.iv=iv;
AES_Parm.out=outl+1,;
AES_Init(&AES_Parm);

AES Crypto(&AES_Parm);
if(memcmp(outl+1,CBC256_en,16))

{
return 0x6D:;

}

AES Parm.Mode = AES_CBC;

AES Parm.En_De = AES_DECRYPT;
AES Parm.in=outl+1;
AES_Parm.inBytelen=16;
AES_Parm.key=key256;
AES_Parm.keyBytelen=32;

AES Parm.iv=iv;

AES_Parm.out=out?;
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AES_Init(&AES_Parm);
AES_Crypto(&AES_Parm);
if(memcmp(out2,in,16))
{

return 0x6D;

¥

printf(“aes_test is succsed!\r\n™);
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1.1 HASH_test

uint32_t SHA _test()
{
uint8_t
in[16]={0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00};
uint8_t
shal_out[20]={0xE1,0x29,0xF2,0x7C,0x51,0x03,0xBC,0x5C,0xC4,0x4B,0xCD,0xF0,0xA1,0x5E,0x 16,
0x0D,0x44,0x50,0x66,0xFF};
uint8_t sha224 out[28]=

{

0xF1,0x85,0xBD,0x39,0x9E,0x1B,0x65,0x96,0x42,0x86,0x2C,0xE0,0x59,0xE2,0x02,0xA1,0x9A,0x A8,
0x73,0xA1,0x02,0x94,0xCF,0x30,0xCA,0x5F,0x90,0xEB

h

uint8_t sha256_out[32]=

{
0x37,0x47,0x08,0xFF,0xF7,0x71,0x9D,0xD5,0x97,0x9E,0xC8,0x 75,0xD5,0x6C,0xD2,0x28,0x6F,0x6D,
0x3C,0xF7,0xEC,0x31,0x7A,0x3B,0x25,0x63,0x2A,0xAB,0x28,0xEC,0x37,0xBB  };

uint8_t sha384_out[48]=

{
OxAE,0x40,0x65,0x9D,0xA1,0x19,0x3C,0xDE,0xC8,0xDF,0x47,0x4B,0x5E,0x36,0x41,0x6A,0x82,0x47
,0x3B,0x83,0xD3,0x2D,0xBB,0xE1,0xDD,0x6D,0xF8,0XxEC,0x94,0x99,0xD2,0x49,0x02,0x CA,0x08,0x
C3,0x34,0x87,0x6B,0xC8,0xE6,0x9E,0x81,0x8B,0XEE,0xCC,0x04,0x6A };
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uint8_t sha512_out[64]=

{
0x0B,0x6C,0xBA,0xC8,0x38,0xDF,0xE7,0xF4,0x7E,0xA1,0xBD,0x0D,0xF0,0x0E,0xC2,0x82,0xFD,0x
F4,0x55,0x10,0xC9,0x21,0x61,0x07,0x2C,0xCF,0xB8,0x40,0x35,0x39,0x0C,0x4D,0xA7,0x43,0xD9,0x
C3,0xB9,0x54,0xEA,0xA1,0xB0,0xF8,0x6F,0xC9,0x86,0x1B,0x23,0xCC,0x6C,0x86,0x67,0xAB,0x23,0
x2C,0x11,0xC6,0x86,0x43,0x2E,0xBB,0x5C,0x8C,0x3F,0x27  };

uint8_t out[69];

uint8_t ret;

HASH_CTX ctx[1];

ctx->hashAlg = HASH_ALG_SHAL;

ctx->sequence = HASH_SEQUENCE_FALSE;

HASH_ Init(ctx);
HASH_Start(ctx);
HASH_Update(ctx, in, 16);
HASH_Complete(ctx, out+1);
HASH_Close();

if (memcmp(out+1,shal_out,20))

{

return 0x5a5a5a5a;

else

{
printf("SHAL-Test success\r\n");

}
ctx->hashAlg = HASH_ALG_SHAZ224;
ctx->sequence = HASH_SEQUENCE_FALSE;
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HASH_ Init(ctx);

HASH_ Start(ctx);

HASH_Update(ctx, in, 16);

ret=HASH_Complete(ctx, out+1);

HASH_Close();

if (memcmp(out+1,sha224 out,28))

{

return 0x5a5aba5a;

else

{
printf("SHA224-Test success\r\n™);

}

ctx->hashAlg = HASH_ALG_SHAZ256;
ctx->sequence = HASH_SEQUENCE_FALSE;
HASH_ Init(ctx);

HASH_ Start(ctx);

HASH_Update(ctx, in, 16);
ret=HASH_Complete(ctx, out+1);
HASH_Close();
if(memcmp(out+1,sha256_out,32))

{

return Ox5a5a5a5a;
else

printf("SHA256-Test success\r\n™);
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ctx->hashAlg = HASH_ALG_SHA384;
ctx->sequence = HASH_SEQUENCE_FALSE;

HASH _ Init(ctx);
HASH_Start(ctx);
HASH_Update(ctx, in, 16);
ret=HASH_Complete(ctx, out+1);
HASH_Close();
if(memcmp(out+1,sha384 out,48))

{

return Ox5a5a5a5a;

else

{
printf("SHA384-Test success\r\n™);

}

ctx->hashAlg = HASH_ALG_SHA512;
ctx->sequence = HASH_SEQUENCE_FALSE;

HASH_ Init(ctx);
HASH_Start(ctx);
HASH_Update(ctx, in, 16);
ret=HASH_Complete(ctx, out+1);
HASH_Close();
if(memcmp(out+1,sha512_out,64))

{

-56-
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return Ox5a5a5a5a;

else

{
printf("SHA512-Test success\r\n™);

}

1.2 HASH_single test

I1sha256 5 1 e 7 i FH 451
uint32_t HASH_single_test(void)
{

uint32_t ret;

IRENSE

uint8_t in[48]=

{
0x1C,0xBB,0x9F,0x4A,0x43,0x6A,0xAD,0x81,0xFE,0x4F,0x52,0x4A,0x0A,0x76,0x22,0xC8,0x4F,0x9
0,0x18,0x30,0xA4,0xD2,0x8C, 0x6A,0xC3,0x40,0xA0,0xBD,0x0A,0x6A,0x37,0x18,0x8D,0x19, 0x9D,
0XES5, 0xCB,0x84,0xA3,0xFC,0x39,0xDE,0x8C,0xD6,0xFC,0x2F, 0xC8,0x88};// 7~ 11 < uiii

THF 240 E i S -

uint8_t out[32];

I8 sha256 F 1E AT S 4 2L«

uint8_t sha256_out[32]=

{
OxE2,0xE4,0x2C,0x8A,0x01,0x1A,0xE7,0x98,0x67,0x74,0x93,0xAF,0x9D,0x65,0x99,0xB3,0xA1,0x68,
0x8B,0x5A,0xF1,0x32, 0x3D,0x5B,0xFF,0xFB,0x12,0x30,0x94,0xE4,0x81,0xDD};// 711 K i

/1sha256 (1) 51K 2% 4
ret=SHA256_Hash(in,48,out);
HRBEARR A RA T NSING TECHNOLOGIES INC.
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if(ret!=SHA256_Hash_OK)return OX5A5A5A5A,

if(memcmp(out,sha256_out,32))

{

else

ks

return Ox5a5a5a5a;

printf("SHA256-Test success\r\n");

return O;

iii.3Hash_substep test

/ISHA256 [i] 72 59 A7 ]

uint32_t Hash_substep_test(void)

{

INHE 71 K

uint8_t hash256_fixin[48*3]=

{

0x56,0x9F,0x3E,0x6A,0x8A,0x28,0x10,0x1D,0xEO,
0x67,0xD9,0x15,0x27,0xB7,0xE1,0x89,0x7D,0x35,
0x1D,0xDE,0xF2,0x1F,0x12,0x60,0x4B,0x8E,0x23,
0x82,0x57,0x0B,0x54,0x59,0xFB,0xE7,0xE9,0x41,

0xD3,0x93,0x7B,0x68,0xCA,0x04,0xD6,0x16,0x54,
0x88,0xBE,0xC5,0x4C,0x61,0x14,0x35,0xA1,0x80,
0x58,0xBE,0x48,0x1A,0x97,0x8D,0xA9,0x67,0x04,
0OxE8,0x89,0x00,0xE7,0x3E,0x6E,0xAA,0x2B,0x7A,

0x94,0x86,0x21,0x19,0x00,0xF0,0xA9,0x95,0xE5,
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0x08,0x62,0xC4,0xB6,0xF3,0x37,0x71,0xD4,0x66,
0x38,0x6F,0x7D,0x4C,0xE5,0x84,0xE3,0x10,0x61,
0x88,0x6D,0x56,0x2F,0x1A,0x14,0x52,0x11,0x4E,
0x59,0x7A,0xF6,0xEB,0x05,0xD1,0x59,0x85,0xA7,
0x0A,0x2C,0x1F,0x97,0xB4,0xA9,0xD8,0xF7,0xBC,
0x2D,0xE8,0x4F,0xC1,0xE6,0x4C,0x18,0x5F,0xF6,
0x1F,0x71,0x3C,0xBF,0xD2,0x42,0x1A,0x16,0xBB

Iy

uint8_t out[32];

[/ HE R 5 K

uint8_t hash256_fixout[32]=

{

OxFA,0xE9,0x77,0xDB,0x34,0x0F,0x40,0x2A,0xE3,0x38,0x5A,0x54,0xB5,0x9F,0x39,0xDF,0x49,0x7
7,0x59,0x4E,0xEB,0x4F,0x02,0xBD,0x36,0xED,0xA2,0xDF,0x35,0x4A,0xB0,0x76

2

uint32_tibytelLen=48;

HASH_CTX ctx[1];

ctx->hashAlg = HASH_ALG_SHA?256;

ctx->sequence = HASH_SEQUENCE_TRUE;

HASH_ Init(ctx);

HASH_ Start(ctx);

for(i=0;i<3;i++)
{
HASH_Update(ctx,hash256_fixin+i*byteLen,byteLen);
}
HASH_Complete(ctx, out);
HASH_Close();
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if (memcmp(out,hash256_fixout,32))

{
printf("hash256-FIX-Test fail\r\n");
return OxX5A5A5A5A;
}
else
{
printf("hash256-FIX-Test success\r\n");
}
return O;
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iv.1 {hBEH

uint32_t Prng_test(void)

{

o

www.nsingtech.com

uint32_t seed1[5]={0x00000001,0x08704706,0xb89a7076,0xe54189fe,0x97720802};

uint32_t rand1[9]={0x6E8A2B4E,0xE8A8883B,0x05377FDE,0x74A971A9,0xEAD3443A,

0x272DD5BA ,0xDF08142A ,0x54003866 ,0x069DEA21 };

uint32_t result[9];
PseudoRandNumlnit(seedl);
GetPseudoRand_U32(result,9);

if(Cmp_U32(result,9,rand1,9)!=Cmp_EQUAL)
{

return Ox5a5a5a5a;

else

printf(“seedl1 success\r\n™);

¥

return O;

iv.2 BFEHL

uint32_t TRNG()

{

-61-
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uint32_t rand[32]={0},rand1[32]={0},rand2[32]={0};

GetTrueRand_U32(rand,32);

GetTrueRand_U32(rand1,32);

GetTrueRand_U32(rand2,32);

if(Cmp_U32(rand1,32,rand2,32)!=Cmp_EQUAL &&Cmp_U32(rand,32,rand2,32)!=Cmp_EQUAL
&&Cmp_U32(rand,32,rand2,32)!=Cmp_EQUAL)

printf("Rand successd!");

GetTrueRand_U8((uint8_t*)rand,32);

printf("Rand1 successd!");
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uint32_t SM4_test()

{
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il

uint8_t
in[128]={0xD5,0xF4,0x34,0x4D,0x6A,0x09,0xBB,0xA6,0xCE,0xCD,0xDD,0x36,0x80,0xD4,0xB0,0x4
6,0xF1,0xDC,0xC7,0xB0,0xE6,0xA6,0xB4,0x4F,0x1D,0x04,0xCA,0xB4,0x33,0x34,0x28,0x1A,0xC5,0x
6C,0xF3,0x9C,0xD6,0xB6,0xE2,0xA6,0x70,0xFE,0x00,0xAA,0x8E,0x69,0xAD,0x14,0x3A,0XE9,0XES6,
0x7F,0xF3,0x0F,0xC7,0x29,0x51,0x20,0x4E,0xA4,0xEC,0x6A,0x62,0xCF,0x79,0xD8,0x14,0x05,0x36,
0xC5,0x24,0x94,0x89,0x0E,0xC7,0x71,0xE3,0x6B,0xA7,0x2A,0xEB,0xFF,0x2C,0x1B,0xD9,0x2D,0xF
A,0xE5,0x1F,0xAE,0xBB,0x1C,0x4F,0xE0,0x 1E,0x40,0x39,0x61,0x 1F,0xEF,0x53,0xDD,0x8A,0x58,0x
5F,0x24,0xBA,0xF3,0x47,0x80,0xA7,0x70,0x4C,0x45,0x20,0XxED,0x5F,0xA9,0x54,0x6B,0xCF,0xD6,0
x97,0x83,0x25,0x3E,0x63,0x55};

uint8_t
key[16]={0x4D,0x2F,0x9D,0xC2,0xF6,0xA7,0x1A,0xDB,0x3A,0x69,0x62,0x98,0x82,0x50,0xB4,0xCE
h

uint8_t

iv[16]={0x0D,0xF5,0x99,0x42,0xF8,0xB4,0x97,0x51,0x0D,0xF5,0x99,0x42,0xF8,0xB4,0x97,0x51};

uint8_t
ECB_ENC[128]={0x4E,0xE1,0x96,0x3B,0x70,0x9A,0xED,0x7B,0x57,0x9B,0xDC,0x2E,0xDA,0xBB,0
xC7,0xF7,0x38,0x59,0xB5,0xF2,0xED,0x6B,0x44,0x03,0x24,0x95,0x2B,0x1C,0xD9,0x24,0x AF,0XEE,0
x63,0x2F,0x99,0x1E,0x1B,0xF4,0x82,0xDF,0x5A,0x66,0xA5,0x43,0x9C,0xE6,0x92,0XEC,0x66,0xDB,
0xC1,0x88,0xAF,0xC0,0xB9,0xEB,0x8D,0xBB,0xEF,0x06,0x09,0x7E,0xDD,0x7A,0x3F,0xDA,0xFE,0x
0A,0x30,0x8C,0xA8,0x56,0x6E,0x0C,0XEF,0x6A,0x16,0x85,0x46,0x9B,0x13,0x7C,0xC8,0xA7,0x39,0x
AE,0xE3,0x60,0x4F,0x58,0x20,0x6D,0x76,0x5A,0xDA,0x13,0x4E,0xFA,0x28,0xF0,0xE1,0xD1,0x92,0

X02,0x69,0x86,0x3C,0x8F,0xA5,0x3A,0xAA,0xA9,0x60,0x1
E RHEARBAERAE NSING TECHNOLOGIES INC.

-63- Stk VRN L X AL X S PR 1092 [ R A A
Hiif: +86-755-86309900 1. +86-755-86169100
R4k https://www.nsingtech.com Hi4: 518057



ay,
W) ERER

www.nsingtech.com

1,0x15,0%x25,0x15,0x56,0x23,0x12,0xE3,0xB4,0x4B,0x36,0x2D,0xD5,0xAA,0x9A};

uint8_t

CBC_ENCJ[128]={0xC3,0xA6,0xC7,0x61,0x88,0x79,0xE6,0x7F,0x47,0xB5,0xEC,0x1E,0xB0,0x4E,0x1

A,0x45,0x8E,0x05,0x53,0x30,0xFA,0x73,0x81,0x16,0x38,0x1A,0x74,0x04,0x61,0x61,0xFA,0x41,0x4D

,0x48,0xCD,0xD4,0x73,0xE0,0x72,0x41,0xD0,0x2A,0x19,0x89,0x34,0XE8,0x64,0x81,0xB0,0xA4,0x98,

0x6F,0x27,0x94,0x0A,0xBA,0x8F,0x2B,0x54,0x9F,0xDB,0x50,0x AB,0x3A,0x87,0xFC,0x27,0x88,0xB

2,0x3F,0x6D,0x0E,0xA4,0xD9,0x20,0xF7,0x22,0xF6,0x4E,0x83,0x21,0x45,0x42,0x21,0x 74,0xAD,0xF

4,0xA3,0x6B,0x55,0x0D,0xFF,0xF1,0xC5,0x20,0x69,0x44,0x6C,0x99,0x99,0xDB,0x79,0xE2,0x44,0x4

E,0xF5,0x2E,0x8B,0xC1,0xF2,0x88,0xA5,0xE9,0xBD,0x2B,0x1A,0xF1,0xB0,0xE6,0x2E,0x73,0xFC,0x

B4,0x38,0xF2,0x5D,0x3E,0x57};
uint8_t out1[130],0ut2[130];
SM4_PARM SM4_Parm={0};

SM4 _Parm.Mode = SM4_ECB,;
SM4_Parm.En_De = SM4_ENCRYPT,;
SM4 _Parm.in=in;
SM4_Parm.inBytelen=128;
SM4_Parm.key=key;
SM4_Parm.out=outl+2;
SM4_Init(&SM4_Parm);
SM4_Cryptol(&SM4_Parm);
if(memcmp(outl+2,ECB_ENC,128))

{
return 0x6D;

}

SM4 Parm.Mode = SM4_ECB;

SM4 Parm.En_De = SM4 _DECRYPT,;
SM4_Parm.in=outl+2;

SM4_Parm.inBytelen=128;
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SM4_Parm.key=key;

SM4_Parm.out=out2;

SM4_Init(&SM4_Parm);

SM4_Cryptol(&SM4_Parm);

if(memcmp(out2,in,128))

{

return 0x6D;

SM4_Parm.Mode = SM4_CBC;
SM4_Parm.En_De = SM4_ENCRYPT;
SM4_Parm.in=in;
SM4_Parm.inBytelen=128;

SM4 _Parm.key=key;
SM4_Parm.out=outl1+2;
SM4_Parm.iv=iv;
SM4_Init(&SM4_Parm);
SM4_Cryptol(&SM4_Parm);
if(memcmp(outl+2,CBC_ENC,128))
{

return 0x6D;
}
SM4_Parm.Mode = SM4_CBC,;
SM4_Parm.En_De = SM4_DECRYPT;
SM4_Parm.in=outl+2;
SM4_Parm.inBytelen=128;
SM4_Parm.key=key;

SM4 _Parm.out=out2;
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SM4_Parm.iv=iv;

SM4_Init(&SM4_Parm);

SM4_Cryptol(&SM4_Parm);

if(memcmp(out2,in,128))

{

return 0x6D;

}
printf("SM4 _test is successed! \r\n");

E RHEARBAERAE NSING TECHNOLOGIES INC.

-66 - Stk VRN L X AL X S PR 1092 [ R A A
Hii%: +86-755-86309900 15 H: +86-755-86169100
R4k https://www.nsingtech.com Hi4: 518057



	目 录
	1. 概述
	1.1. 支持的算法
	1.2. 基本数据类型

	2. DES/TDES算法API说明
	2.1. 算法库使用方法
	2.2. 数据类型定义
	2.3. 函数接口说明
	2.3.1. DES/TDES算法初始化函数
	2.3.2. DES/TDES算法加解密函数
	2.3.3. DES/TDES关闭函数
	2.3.4. DES/TDES库获取版本信息函数


	3. AES算法API说明
	3.1. 算法库使用方法
	3.2. 数据类型定义
	3.3. 函数接口说明
	3.3.1. AES算法初始化函数
	3.3.2. AES算法加解密函数
	3.3.3. AES关闭函数
	3.3.4. AES库获取版本信息函数


	4. HASH算法API说明
	4.1. 算法库使用方法
	4.2. 数据类型定义
	4.3. 函数接口说明
	4.3.1. HASH初始化函数
	4.3.2. HASH分步开始运算函数
	4.3.3. HASH分步处理函数
	4.3.4. HASH分步完成函数
	4.3.5. HASH单次杂凑函数
	4.3.6. HASH关闭函数
	4.3.7. HASH库获取版本信息函数


	5. RNG算法API说明
	5.1. 算法库使用方法
	5.2. 数据类型定义
	5.3. 函数接口说明
	5.3.1. 伪随机数初始化函数
	5.3.2. 伪随机数种子更新函数
	5.3.3. 伪随机生成函数
	5.3.4. 真随机数按字生成函数
	5.3.5. 真随机数按字节生成函数
	5.3.6. 获取RNG库版本信息


	6. SM4算法API说明
	2.
	6.1. 算法库使用方法
	6.2. 数据类型定义
	6.3. 函数接口说明
	6.3.1. SM4模块初始化
	6.3.2. SM4模块加解密
	6.3.3. SM4关闭
	6.3.4. 获取SM4库版本信息


	i.  法库函数调用例程
	ii. 附录二 AES算法库函数调用例程
	iii. 附录三 HASH算法库函数调用例程
	iii.1 HASH_test
	iii.2 HASH_single_test
	iii.3 Hash_substep_test

	iv. 附录四 RNG算法库调用例程
	iv.1 伪随机
	iv.2 真随机

	v. 附录五 SM4算法库函数调用例程

